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1. Secure Software Design and Architecture 

1.1 Overview 

Secure software design means building security into the application’s architecture and 
design from the start, rather than treating security as an afterthought. In practice, this 
involves considering how an attacker might abuse the system and ensuring that critical 
assets are protected by design. By addressing risks at the high level (architecture, data 
flows, component interactions) before code is written, you create a strong foundation 
that makes the code itself more resilient to attacks. This proactive approach is often 
called “secure by design” – analogous to constructing a building with a solid blueprint 
that already accounts for safety features (fire exits, locks) rather than trying to patch 
those in later. A secure architecture sets clear trust boundaries (areas of differing trust 
levels in a system, such as a public web server vs. an internal database) and uses 
defence-in-depth so that even if one layer is compromised, other protections still guard 
sensitive data. 

In summary, secure design and architecture is about planning for security from day 
one. It involves asking questions like: “What could go wrong if someone with bad intent 
interacts with this feature?” and “Do all parts of the system have only the access they 
absolutely need?” When design is done securely, many vulnerabilities can be 
prevented before they ever appear in code. (Fun fact: The OWASP Top 10 in 2021 
introduced “Insecure Design” as a major risk category, emphasizing the need for threat 
modelling and secure design patterns (A04 Insecure Design - OWASP Top 10:2021).) 

1.2 Common Vulnerabilities & Risks 

Even with the best intentions, design flaws can introduce serious security issues. Here 
are some common vulnerabilities and risks at the design/architecture level, explained 
in simple terms: 

• Inadequate Threat Modelling Leading to Design Flaws: Threat modelling is the 
process of systematically thinking about possible attacks. If this is not done, 
architects may overlook scenarios where an attacker can exploit a weakness in 
the design. For example, an e-commerce site might assume that “only the UI 
calls our backend,” but if they do not model threats, they might forget that an 
attacker could call the backend API directly. Without considering such threats, 
the design may lack necessary checks (like authentication on the API), resulting 
in a flaw. Not anticipating abuse cases (ways a feature could be misused) often 
leads to design-level vulnerabilities that are hard to fix later. 
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• Missing Security Controls for Data Flows Between Components: In a modern 
app, different components (microservices, databases, third-party APIs) 
constantly exchange data. If these data flows are not secured, attackers might 
intercept or tamper with information. For instance, if a web front-end talks to a 
database without encryption or verification, sensitive data could be exposed in 
transit or an attacker could alter data in between. Another example is forgetting 
to validate data passed from a client to a microservice, assuming the client will 
do it – this missing validation is a design gap. Essentially, every pathway where 
data travels (especially across trust boundaries, like from a public network into a 
private one) needs appropriate security (encryption, authentication, integrity 
checks). If those controls are absent in the design, the system is vulnerable by 
design. 

• Over-privileged Systems or Monolithic Architectures: “Over-privileged” 
means components or services have more access rights or permissions than 
they require to do their job. Imagine a monolithic application (one big 
app/database for everything) where every module can read/write all data. If any 
one feature has a bug, an attacker might gain access to all data because there is 
no separation of privilege. Or consider a microservice architecture where each 
service has its own database – if one service can also directly access another 
service’s database unnecessarily, a breach in one could spill into another. 
Giving broad, unnecessary privileges is a design risk: it violates the principle of 
least privilege (each part should only have minimal access needed). Large 
monolithic architectures can also be problematic if they do not isolate different 
functions or data domains; one small vulnerability can compromise the entire 
system. Over-privileged designs make containment of attacks very difficult. 

In summary, design-level issues like the above can result in insecure architecture. 
These are different from coding bugs – they are flaws in how the system is structured. It 
is crucial to identify and fix them early (during planning) because later, addressing them 
might require major changes. Security reviews and threat models at the design stage 
can catch these issues (like missing encryption on a data path, or a too-powerful 
service account) before implementation. 

1.3 Best Practices 

To achieve a robust secure design, developers and architects should follow these best 
practices: 

• Threat Modelling: Make it a habit to perform threat modelling during the design 
phase of any significant feature or system. Threat modelling means 
systematically brainstorming potential threats. Frameworks like STRIDE 



(Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, 
Elevation of Privilege) or PASTA can guide you. In practice, you would draw a 
diagram of your system (e.g., a flow of a user logging in or making a transaction), 
then go element by element and ask “What could an attacker do here?” For 
example, could someone spoof (impersonate) another user? Tamper with data 
in transit? Force an error that reveals info? Through threat modelling, you identify 
these risks and design defences for them. Even a simple brainstorming of “bad 
things that could happen” for each component is better than nothing. By doing 
this early, you treat security issues just like any other requirement. (OWASP’s 
guidance on Insecure Design calls for more use of threat modelling and secure 
design patterns (A04 Insecure Design - OWASP Top 10:2021), underscoring how 
important this practice is.) 

• Principle of Least Privilege: Design every component, service, and user 
account in the system to have the minimum privileges and access needed to 
perform its function – no more. This means if a microservice only needs read 
access to one database table, do not give it write access or access to other 
tables. If an admin portal should only be used by IT staff, make sure the general 
user role cannot access it at all. Designing with least privilege in mind contains 
breaches: if one part is compromised, the damage is limited because that part 
does not have sweeping access. A real-world analogy is giving each employee a 
key that opens only the rooms they work in, instead of one master key that opens 
everything. In software, this could mean using separate service accounts for 
different modules, each with narrowly scoped permissions. It also means 
avoiding monolithic “god” services – break them into smaller units if possible so 
that each can be restricted. By implementing least privilege at the architecture 
level (through roles, permission sets, network segmentation, etc.), you greatly 
reduce the impact of any single vulnerability. 

• Secure Design Patterns: Reuse known, proven architectural patterns that 
inherently solve security problems, instead of inventing your own ad hoc 
solutions. The software community and security experts have developed many 
secure design patterns. For example, a “brokered authentication” pattern: 
rather than every microservice handling user credentials (and potentially doing it 
wrong), you design an authentication broker or identity service that centralizes 
auth and provides tokens to other services. This way, services trust the token 
and do not need to handle passwords themselves. Another pattern is 
sandboxing for any module that runs untrusted code or plugins – design that 
module to run in a restricted environment that cannot affect the rest of the 
system. Yet another is using a Web Application Firewall (WAF) as a gatekeeper 
for all incoming requests to catch common attacks before they hit your app. 
Secure design patterns also include things like layered architecture 
(presentation, business logic, data) where each layer validates data and 
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enforces rules, or using an API gateway in front of microservices to handle 
security checks uniformly. By using well-tested patterns, you leverage collective 
knowledge. It is like using a well-engineered lock on a door instead of a 
homemade latch – the well-engineered lock has been tried and tested. 
Familiarize yourself with resources like OWASP’s Application Security 
Verification Standard (ASVS) which describes many such controls that should be 
in design. 

• Architectural Risk Analysis & Documentation: As part of your design process, 
explicitly document the security aspects of the architecture. Identify trust 
boundaries in your system – points where data or control passes from one trust 
level to another (e.g., from a public network into an internal network, or from a 
user input into your backend). For each of these boundaries, ensure you have a 
security control (authentication, validation, encryption, logging, etc.) and 
document what it is. For example, note that “All data from the client (untrusted 
zone) to the server passes through an input validation module and is subject to 
an authentication check.” Also document decisions like “we will encrypt data 
between Service A and Database B using TLS” or “User passwords will only be 
handled by the Auth service and nowhere else.” Once the system is built, you 
can verify these things are in place. Additionally, consider doing an 
architectural security review where a team (including perhaps someone from a 
security team if available) goes through the design docs/diagrams and checks 
for weaknesses or missing controls. They might ask questions like “What if the 
admin interface is accessed by a non-admin – do we have a check for that?” This 
kind of review can catch oversights. The outcome of such analysis should be a 
list of risks and how you mitigated them in the design. It is much cheaper to fix a 
design issue on paper (or whiteboard) than to refactor a ton of code later. Good 
documentation of security decisions also helps future maintainers understand 
why things were done a certain way (so they do not accidentally remove or 
bypass a critical control because they did not know it was important). 

Following these practices makes your architecture secure by design. It sets you up 
such that when development starts, developers already have guardrails and clear 
guidelines on what must be implemented (e.g., “All user input from module X must go 
through the validator component Y before processing”). A well-thought design prevents 
many common flaws. In contrast, an insecure design cannot be saved by even perfect 
code later – if you did not design in an auth check for a sensitive process, no amount of 
code quality will help because the feature itself is open to abuse. As a community, 
moving security “left” (earlier in the lifecycle, i.e., design phase) has huge benefits (A04 
Insecure Design - OWASP Top 10:2021). 
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1.4 Example Scenario 

Example – Separating Trust Zones in a Banking App: Consider a banking application. By 
design, it handles highly sensitive data (balances, transactions) and less sensitive data 
(public info, marketing content). A secure architecture would separate these into 
different trust zones. For instance, the system might be split into: 

• A public-facing API layer or web front-end that interacts with user mobile apps 
or browsers. This layer is in a low-trust zone (exposed to the internet and users). 

• A backend transaction processing system that executes money transfers, 
updates balances, etc. This lives in a high-trust zone (a protected network 
segment) with stringent security, and it never directly interacts with end-users. 

• An API gateway or middleware in between that validates and sanitizes all 
requests from the public layer before they reach the core banking services. It 
ensures that only authenticated and authorized requests go through, and maybe 
even does rate limiting or threat detection. 

In our banking app scenario, the design mandates that the front-end cannot talk 
directly to the core transaction processor database. Instead, any transaction request 
goes through the gateway, which checks the user’s token, ensures the request is well-
formed, and then passes it to the transaction service. The transaction service itself 
might be further split: e.g., one microservice for money transfers, another for balance 
queries, each with only the permissions it needs (the balance service might only read 
accounts, the transfer service can debit/credit but perhaps cannot directly modify user 
profiles, etc.). Additionally, audit logging is built in at the design level – every transaction 
service o emits a secure log entry for every transfer, which goes to a tamper-resistant 
log server. 

By separating the app into layers and zones, the banking app limits exposure. If an 
attacker compromises the public-facing web server, they still cannot directly run off 
with all the money – they hit a wall at the gateway because the design enforces that 
separation. The high-trust backend might only accept requests from the gateway’s IP 
with a valid certificate, for example. This scenario highlights defence in depth: even if 
one layer is breached, another layer provides security. It also exemplifies least 
privilege: the user-facing part does not have direct database access, and each backend 
component has limited scope. In practice, banks do this – they use network 
segmentation (DMZs for public web servers, internal networks for core systems) and 
strongly authenticated connections between layers. 

Another aspect of secure design in this scenario: the data is classified and handled 
accordingly. Customer personal info and transaction data might be encrypted at rest in 
the database and only decrypted within the secure zone. The design also includes a 



plan for fail-secure defaults: if something in the pipeline fails a security check, it errors 
out rather than processing insecurely. For example, if the API gateway cannot verify the 
user’s auth token (maybe the auth service is down), it should reject the request (fail 
closed) rather than just letting it through. 

This banking app example shows how thinking about “zones of trust” and using 
architectural controls (gateways, network segregation, microservice scoping) creates 
an inherently safer system. A breach in one part does not automatically compromise 
everything. The design itself is reducing risk, independent of code. 

1.5 Recommended Tools 

Designing securely can be aided by various tools and frameworks that guide or enforce 
good practices: 

• Microsoft Threat Modelling Tool: A free tool by Microsoft that provides a 
structured way to perform threat modelling. You can draw a diagram of your 
system (using predefined symbols for processes, data stores, data flows, etc.) 
and then the tool automatically analyses the diagram to suggest possible threats 
(using the STRIDE categories). For example, if you have a data flow from a user to 
a server, it might remind you of potential tampering or spoofing threats. This can 
be very helpful for developers new to threat modelling, as it acts like a checklist. 
It produces reports of threats and you can fill in how you plan to mitigate each. 
This tool makes the process of threat modelling easier and ensures you do not 
forget common threat types. 

• OWASP ASVS (Application Security Verification Standard): While not a “tool” 
in the software sense, OWASP ASVS is a comprehensive checklist/standard for 
security requirements. It is basically a list of controls and practices that a secure 
application should have (organized by levels of rigor). For design, ASVS can be 
used as a reference to ensure you did not miss anything. For example, it will list 
things like “authentication must be required for all sensitive functionalities” or 
“use approved cryptographic algorithms for all encryption functions” etc. As a 
developer or architect, you can use ASVS as a guiding document during design 
reviews. It helps translate high-level security goals into concrete requirements. 
You might not implement ASVS fully, but it is great as a guidebook of what a 
secure app entails, which influences your design decisions. 

• OWASP Threat Dragon: This is an open-source, cross-platform threat modelling 
tool (an alternative to Microsoft’s tool). It allows you to draw diagrams in your 
browser and identify threats. It is part of OWASP, so it’s community-supported 
and free. It might not be as polished as Microsoft’s, but it’s handy especially if 
you prefer open source. It also leverages known threat libraries like STRIDE. 



• Security Architecture Linters/Analyzers: Some tools can scan architecture-as-
code or cloud infrastructure for design-level issues. For example, if you use 
Terraform or AWS CloudFormation to define your infrastructure, tools like 
Checkov or AWS Trusted Advisor or Terraform Validator can analyse those 
definitions for security problems (like an S3 bucket defined without encryption or 
an EC2 instance with a wide-open firewall). While these are more about 
deployment (see section 10), they also enforce certain design choices (e.g., 
network segmentation, no open ports) at a high level. 

• Reference Architectures and Templates: Not exactly a tool, but worth 
mentioning: Cloud providers and communities often publish secure reference 
architectures (for example, AWS’s Well-Architected Framework security pillar, 
or example secure architectures for common app types). Using these as a 
starting point (if they match your use-case) is recommended. They essentially 
embody best practices, so you are less likely to design something insecure. For 
instance, if you are building a serverless application on AWS, following the AWS 
Serverless secure reference design will automatically include patterns like least 
privilege IAM roles, logging, and encryption between components. 

In summary, use tools that automate the thinking process for design security (like 
threat modelling tools) and frameworks/standards that provide checklists (like ASVS). 
They will save you from relying purely on memory or manual processes. Many of these 
tools are free or open-source, which is great for internal projects. Also, don’t 
underestimate simple tools like whiteboarding sessions or spreadsheets for threat 
modelling – even without fancy software, the process of mapping out architecture and 
enumerating threats (perhaps with a checklist from OWASP) is what’s important. The 
tools just make it easier and more consistent. 

1.6 References 

• OWASP Top 10:2021 – A04: Insecure Design: This is OWASP’s category for 
design-related security issues, introduced in 2021. It highlights that many 
security problems arise not from code bugs but from flawed design decisions. It 
calls for practices like threat modelling, secure patterns, and reference 
architectures to combat insecure design (A04 Insecure Design - OWASP Top 
10:2021). Essentially, it’s a reminder that we need to “move left” and catch 
issues early in the design phase. Reading the OWASP description of A04 can give 
more examples of what constitutes an insecure design and how to avoid those 
pitfalls. 

• NIST SP 800-160: Systems Security Engineering – A NIST publication (in two 
volumes) that provides in-depth guidance on building security into systems from 
the ground up. It’s a bit heavy reading for beginners, but it outlines principles and 
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processes for secure design in a very structured way. If you’re curious about 
formal approaches to secure architecture (especially for large or critical 
systems), SP 800-160 is a key reference. It basically says that security should be 
an integral part of systems engineering. It covers things like identifying critical 
assets, determining protection needs, and ensuring security is considered at 
every stage of the system lifecycle (concept, requirements, design, 
implementation, testing, deployment, maintenance). For a quick takeaway: the 
document enforces the idea that engineers must consider security 
requirements alongside functional requirements and provides a lot of best 
practices to do so. 

• OWASP SAMM (Security Assurance Maturity Model): This is a framework that 
helps organizations gradually build and improve their software security practice, 
including design. One of the areas SAMM covers is design review and threat 
assessment. While not directly about a sin (A01 Broken Access Control - OWASP 
Top 10:2021) (A01 Broken Access Control - OWASP Top 10:2021)it can guide an 
organization on how to incorporate secure design tasks in their development 
lifecycle consistently. 

• Architectural Security Patterns (various sources): There are books and 
catalogues of security patterns (for example, “Security Design Patterns” by 
Schoenfield, or the OWASP Cheat Sheet on secure design patterns). These 
references list common patterns like those we discussed (sandbox, firewall, 
tiered architecture, etc.) and explain when to use them. It can be useful to 
consult such references when designing something new – chances are someone 
has solved a similar security problem in a clean way before. 

• STRIDE and other Threat Modelling Resources: Microsoft has a good free e-
book on threat modelling (by Adam Shostack) and there are cheat sheets from 
OWASP on how to perform threat modelling. These are great references if you 
want to dive deeper into effectively discovering threats at design time. 

 

2. Input Validation and Output Encoding 

2.1 Overview 

Input validation and output encoding are fundamental techniques to prevent 
malicious data from causing harm in your application. In simple terms, input validation 
is the practice of verifying any data coming from outside your system (users, APIs, 
files, etc.) to ensure it is safe and meets the expected format. Think of it like a 
security guard checking an ID before letting a person into a building – if the ID is not 
acceptable, the person is denied entry. Output encoding (or escaping) is about safely 
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formatting data before sending it out to another system or the user’s browser, so 
that even if the data contains something potentially harmful (like a script), it will not 
execute as code. This is analogous to sealing dangerous items in a safe container 
before shipping them – e.g., putting a corrosive chemical in a proper container with 
clear labelling so it can be handled without danger. 

The goal here is to treat all external input as untrusted and handle it carefully. Many of 
the worst security vulnerabilities (like SQL injection and cross-site scripting) occur 
when an application naively trusts input and uses it directly, allowing attackers to 
“inject” malicious commands. By validating input (to allow only expected, safe 
patterns) and encoding output (to neutralize any harmful content before it’s rendered or 
processed), we dramatically reduce these risks. 

Another way to think of this: input validation is “don’t accept bad stuff,” output 
encoding is “don’t emit bad stuff in a dangerous way.” They work together. For 
example, if a user submits a comment on a blog, input validation might ensure it’s not 
too long and maybe does not contain forbidden characters, and output encoding will 
ensure that if the comment contains something like <script>alert('x')</script>, it will be 
displayed to other users as harmless text (“alert('x')” literally) and not executed as code 
in their browsers. 

Overall, this section is about data sanitization – making sure that any data crossing the 
boundary between trust levels (from user to app, or app to browser) is handled safely. 

2.2 Common Vulnerabilities (SQLi, XSS) 

Improper handling of input/output leads to some of the most prevalent web 
vulnerabilities. Two of the most notorious ones are SQL Injection (SQLi) and Cross-
Site Scripting (XSS), along with other injection flaws. Let’s break these down in simple 
terms: 

• SQL Injection (SQLi): This vulnerability happens when an application includes 
untrusted input (like user-provided text) in an SQL query without proper 
validation or escaping. Attackers can craft input that confuses the database 
query and causes it to run unintended commands. For instance, consider a login 
form that builds an SQL query like SELECT * FROM users WHERE username = 
'$USER' AND password = '$PASS'. If an attacker enters user' OR '1'='1 as the 
username (and anything as password), the query becomes SELECT * FROM 
users WHERE username = 'user' OR '1'='1' AND password = '$PASS'. The OR 
'1'='1' part always yields true, so the query might return all users, bypassing the 
password check. This is a classic SQLi trick. Essentially, the attacker’s input 
"user' OR '1'='1" injected additional SQL that changed the query’s logic. With 



more sophisticated payloads, attackers can even extract data (like UNION 
SELECT credit_card_number FROM cards ...) or destroy data (DROP TABLE 
users;). SQLi is extremely dangerous – if successful, the attacker can view or 
modify your database contents arbitrarily. It’s consistently ranked as one of the 
most critical web security issues (in OWASP Top 10 it’s part of the broader 
“Injection” category). The root cause is not treating user input as data, but 
instead letting it merge into the code (the SQL code). 

• Cross-Site Scripting (XSS): This occurs when an application takes user input 
and includes it in a webpage without proper encoding, allowing an attacker to 
inject malicious JavaScript code into pages viewed by other users. For example, 
say there’s a comment field on a site, and whatever a user posts are stored and 
then displayed to others. If the site simply inserts the raw comment text into the 
HTML, an attacker could post a comment like: <script>alert('Hacked!')</script>. 
When another user views that comment, their browser will execute the script – in 
this case just showing an alert, but it could just as easily steal their cookies 
(session tokens) or perform actions on their behalf. This is called Stored XSS. 
There’s also Reflected XSS, where the attack is in a link (like 
http://site/search?query=<script>...) and if the site reflects that query in the 
page without encoding, it executes immediately. Essentially, XSS means an 
attacker can run their JavaScript in the context of your site, which is very bad – 
they can hijack user sessions, deface the site, or redirect users to phishing 
pages, etc. The cause is usually failing to encode output (and sometimes failing 
to validate input – allowing < and > to go through when not needed). Modern 
frameworks help, but XSS is still common especially in custom DOM 
manipulation or when using inner HTML unsafely (more on that in section 12 for 
React/Next). 

• Command Injection: Similar in spirit to SQLi, but instead of a database, the 
target is the operating system or another system command. This happens when 
an application passes user input to a system shell or executes it as part of a 
command line. For instance, a web app might call a shell command like ping or 
launch an external program including a user-supplied filename. If not careful, an 
attacker could inject something like ; rm -rf /; into the input, causing the app to 
execute rm -rf / (which would try to delete files on the server!). Any time you use 
system calls (like exec in Node, or running a subprocess in Python/Java, etc.) 
with user input, you risk this. Command injection can be devastating – it can give 
the attacker control over the server. 

• Other Injection Flaws: There are many: LDAP injection (if building LDAP queries 
with user input), XPath/XML injection (if constructing XML or XPath queries), 
NoSQL injection (with MongoDB or other NoSQL queries), Template injection (in 
template engines), etc. The common theme is the same: unsanitized input is 

http://site/search?query=%3cscript


interpreted as code/commands by some interpreter or component (SQL engine, 
browser JS engine, shell, etc.). 

To illustrate the core issue: An injection attack is when an attacker sends malicious 
input that tricks the application into executing unintended instructions or queries 
(owasp A03:2021 Injection Attacks: Understanding and Mitigation | by Shivamsharma | 
Medium). The app fails to distinguish between data and code, so the attacker's data 
gets executed as if it were part of the program. All these vulnerabilities (SQLi, XSS, OS 
command injection, etc.) stem from that fundamental mistake. 

These have been among the top security issues for years (Injection was #1 in OWASP 
Top 10 for a long time). They often result from developers not expecting or filtering out 
malicious inputs. For instance, you might assume a user will input a name, and you 
don’t expect them to put SQL syntax or script tags in there – but attackers will. 

Impact of not doing validation/encoding: 

• SQLi can lead to full database compromise. 
• XSS can hijack user accounts and spread worms (self-replicating malicious 

code) on your site. 
• Injection into OS or other systems can lead to full server takeover. 

All because of one root cause: trusting input too much. 

2.3 Best Practices (Allow-Listing, Encoding) 

To prevent SQLi, XSS, and other injection attacks, follow these best practices for input 
validation and output encoding: 

Input Validation: 

• Use Allow-Listing (Whitelist) Over Block-Listing: Define what is allowed for a 
given input and reject everything else. This is safer than trying to catch all “bad” 
patterns. For example, if an input should be a username consisting of letters and 
numbers only, write a validation rule or regex that allows only letters and 
numbers. Anything that doesn’t match (including symbols like ' < or -- that could 
be used in SQLi or XSS) will be rejected. By allow-listing, you’re being specific: 
e.g., for an email field, you might allow letters, numbers, and certain symbols 
like @ . - _ that are valid in emails. If someone tries to put a space or a < or any 
emoji or whatever, you reject it as invalid because it’s not on the allowed list. 
This approach ensures that even if you didn’t think of a specific attack, by 
default it gets caught since it’s not an allowed character. In contrast, block-
listing (blacklisting) attempts to enumerate bad patterns (like “don’t allow 

https://medium.com/@shivamsharma.ss484/owasp-a03-2021-injection-attacks-understanding-and-mitigation-c1af445d0c67#:~:text=An%20injection%20attack%20is%20a,line%20interfaces
https://medium.com/@shivamsharma.ss484/owasp-a03-2021-injection-attacks-understanding-and-mitigation-c1af445d0c67#:~:text=An%20injection%20attack%20is%20a,line%20interfaces


<script> or DROP TABLE or such). It’s hard to get block-lists comprehensive – 
attackers can always find some variant that slips through. So, design validation 
rules around the expected good input. For numeric fields, for instance, ensure 
the input is digits (and maybe within a certain range if applicable). For date 
fields, ensure it matches a date format. For choices (like dropdowns), accept 
only the known values. Example: If you expect a user’s age as input, you allow 
only 0-120 (for instance) numeric. If you receive “50” that passes. If you receive 
“50; DROP TABLE users” or even “50 years”, that fails validation immediately 
because it’s not purely numeric or not within range. This eliminates the chance 
of that malicious part even reaching a database. 

• Server-Side Validation (Even if You Have Client-Side): It’s great to have 
validation in the browser using JavaScript or HTML5 constraints to give quick 
feedback to users (e.g., “Password must be at least 8 chars”). However, never 
rely solely on client-side checks. Attackers can bypass them easily (by 
disabling JS, intercepting requests, or using tools like cURL). Always re-validate 
on the server or backend. Server-side validation is the ultimate gatekeeper that 
you control and that cannot be skipped. The same rules should be applied – 
ideally, to avoid duplication, you might have a shared validation library or you 
enforce rules strictly in the backend and use a lighter check on front-end. But the 
key is: any input that reaches your server/database has passed through a 
validation routine on the server. For example, if you have an API endpoint 
/transfer?amount=100&toAccount=12345, even if the front-end prevented 
negative amounts, make sure the backend also checks amount > 0 and that to 
Account is a valid format. This protects against direct API abuse. Many breaches 
happened because developers assumed “this form only allows letters, so no 
need to check on server” – but an attacker forged a request with script tags. 
Always, always validate on the server side. 

• Validate Lengths and Ranges: A simple but important part of validation – define 
maximum (and minimum) lengths for all inputs. For example, if usernames 
should be at most 20 characters, enforce that. This not only is good UX but also 
security – extremely long inputs can sometimes be used for buffer overflow 
attacks or just to waste resources. Similarly, if expecting an integer from 1 to 5 
(like a rating), ensure it’s in that range. Don’t let invalid values pass (could cause 
errors or weird behaviour in your logic). Checking length, numeric ranges, 
allowed options (for enums) etc., are all part of robust validation. 

• Specific Validations for Specific Formats: Use well-tested regex or libraries for 
common data types. For instance, use a proper email validation regex (or a 
library function) for emails, use URL validators for URLs, etc. If expecting a 
certain format (ZIP code, phone number, UUID, etc.), there are often standard 
patterns – use those. But be cautious: overly broad regex can be bypassed or 



might be inefficient. It’s often better to use multiple checks (e.g., check length 
first, then pattern) to avoid catastrophic regex backtracking on malicious input. 

• Reject or Sanitize Input That Fails Validation: Once you define the rules, make 
sure to reject input that doesn’t meet them. Show an error to the user (but don’t 
reveal too much detail that could help an attacker refine their input in a 
malicious way – more on error handling later). In some cases, you might 
“sanitize” or modify the input to fit expected format (like trim whitespace, or 
remove certain disallowed characters). That’s okay if done carefully, but 
generally, if input has disallowed content, it’s safer to reject it outright to be 
sure. 

Output Encoding: 

• Context-Specific Encoding: Encoding must be appropriate to where the output 
is going. There is no one-size-fits-all encoding; it depends on the context (HTML, 
JavaScript, URL, etc.). For instance: 

o In HTML context (between normal HTML tags), special characters like <, 
>, &, " should be replaced with their HTML entity equivalents (&lt;, &gt;, 
&amp;, &quot;). This ensures something like <script> appears as literal 
text in the page, not as an actual script tag. 

o In attribute context (e.g., inside a value="..." or href="..."), you also need 
to encode quotes and sometimes other characters like (, ) depending on 
the context. 

o In JavaScript context (like if you’re embedding user data in a <script> 
block or an onClick handler), you should encode characters differently – 
e.g., < becomes \u003C in JavaScript string context (the Unicode escape), 
> becomes \u003E. This prevents breaking out of the string or script. 
Many frameworks handle this automatically if you use their templating 
correctly. 

o In URL context (if outputting user data in a URL param), use URL encoding 
(% encoding). 

o For SQL queries, you typically don’t do “encoding” per se, you use 
parameterized queries (see below) – but conceptually, that separates 
data from code. 

The key is: identify where you are outputting the data and use the right 
encoding/escaping function for that context. For web apps, OWASP provides a Cheat 
Sheet with context-specific escaping functions (e.g., in Java, use 
StringEscapeUtils.escapeHtml4() for HTML, etc., or in JavaScript frameworks, use built-
in mechanisms). 



• Use Established Libraries for HTML Sanitization: If you allow users to input 
rich text or HTML (like a CMS or comments that allow limited formatting), use a 
sanitization library to strip or neutralize dangerous content. DOM Purify is a 
great example for web apps (especially with React/Next when you must 
dangerously set HTML). DOM Purify will cleanse a blob of HTML, removing any 
<script> tags or event handlers etc., while keeping allowed formatting tags like 
<b> or <i> if you want. Essentially, it transforms potentially dangerous HTML 
input into safe HTML output by removing disallowed elements and attributes. 
This is easier and safer than writing your own regex to do it (which is nearly 
impossible to get right). There are similar libraries in other ecosystems (Python’s 
Bleach, Ruby’s sanitize, etc.). If you’re not expecting any HTML from users, then 
your input validation should reject it anyway – but if you do accept some HTML, 
sanitization is mandatory. 

• Always Escape Output Even If Input Was Validated: Think of validation and 
encoding as two independent layers of defence. Even if you validated that an 
input contains only letters, when outputting those letters in HTML, still escape 
them. Why? Défense in depth – maybe somewhere a disallowed char got 
through, or maybe the data originally came from a source you didn’t validate 
(like a database loaded from older code). Escaping on output ensures that even 
if malicious content is present, it will be rendered harmless. For example, 
imagine you validated a username to allow only alphanumeric. Later, you 
change the rules or import some data that includes a < by mistake. If you always 
escape before output, that stray < won’t break your site’s security. If you got 
complacent and stopped escaping because “our input is always clean,” 
Murphy’s law says that’s when something will slip in. So, encode outputs 
consistently, regardless of upstream validation. It’s cheap to do and closes the 
loop on XSS. 

• Use Parameterized Queries for Databases: This is more input handling than 
output, but it’s crucial for SQLi. Never build SQL queries by concatenating 
strings with user input. Instead, use placeholders (parameters) and a 
parameterized API provided by your database library. For example, in Node with 
mysql2 or pg (PostgreSQL) library, you’d do something like: db.query("SELECT * 
FROM users WHERE username = ?", [username]). The ? is a placeholder – the 
library will ensure the actual username value is passed separately to the 
database (not as part of the SQL string). This means no matter what the 
username contains (even user' OR '1'='1), it cannot alter the query structure; it 
will be treated as a literal value for that parameter. In other words, 
parameterization separates code and data, which is the fundamental fix for 
injection. Most languages have similar constructs (Python’s psycopg2 uses %s 
or placeholder objects, Java has PreparedStatement, etc.). ORMs also typically 



parameterize under the hood. Never assemble SQL by doing sql = " ... " + 
userInput, always use the binding mechanisms. This also often automatically 
handles proper escaping/quoting for the database. It’s the single most effective 
step to prevent SQL injection. 

• Similar Concept for OS Commands: If you need to call external programs, try 
to avoid shell invocation with unsanitized input. Many languages allow you to 
pass arguments as an array to exec functions (bypassing the shell 
interpretation). If you must use a shell, very carefully sanitize or better, restrict 
which commands can run. But ideally, avoid dynamic shell calls. Or use libraries 
that provide safe API calls for what you need (e.g., if pinging, use a ping library 
rather than system ping via shell). 

In summary, validate early, escape late: Validate inputs as they come in (drop 
malicious stuff at the door), and escape/encode outputs right before sending data out 
(to browser, to DB, etc.), appropriate to the context. This way, even if one-layer misses 
something, the other catches it. The combination of strict validation and proper 
encoding is extremely effective at cutting off injection attacks. 

2.4 Code Examples 

Let’s illustrate these practices with a couple of simple examples: 

Example 1: SQL Injection Prevention with Parameterized Query 

 Suppose we have a piece of Node.js code that looks up a user by name in a MySQL 
database. An insecure version might do string concatenation (which we should avoid): 

-- Insecure (vulnerable to SQL injection): 
SELECT * FROM users WHERE username = '${user}'; 
  

If user is provided by a client, an attacker could set user = admin' OR '1'='1 and the final 
query becomes: 

SELECT * FROM users WHERE username = 'admin' OR '1'='1'; 
  

Which would return all users or always be true (logging in the attacker as the first user, 
etc.). 

Now, the secure approach using a parameterized query (using ? as placeholder, for 
example): 



-- Secure (using parameterized query): 
SELECT * FROM users WHERE username = ?; 
  

In code (JavaScript with mysql2 library): 

const username = req.body.username;  // untrusted input 
const sql = "SELECT * FROM users WHERE username = ?"; 
db.execute(sql, [username], function(err, results) { 
    // handle results 
}); 
  

Here, no matter what username contains (even quotes, semicolons, etc.), it’s sent to 
the database separately from the SQL command. The DB engine knows the query 
structure WHERE username = ... and will only use the value for comparison, not 
execute it. This defeats SQL injection entirely for that query. In practice, always use 
this pattern for any query that involves external input. Most modern frameworks make 
it easy – e.g., using ORM methods or query builders that auto-escape. 

(Note: The original draft provided a similar example in pseudo-SQL to show the insecure 
vs secure – parameterized queries are the key.) 

Example 2: Output Encoding to Prevent XSS 

 Consider a simple Express.js/React scenario: you have a search feature, and you 
display the search query back to the user like “You searched for ”. If you take the query 
from the request and include it raw in the HTML, you risk XSS. 

In a templating context (like using EJS or Pug or React): 

• Insecure: 

// React (in JSX) - insecure way (if dangerouslySetInnerHTML was used or in older 
systems): 
<div>Results for {searchQuery}</div> 
  

If searchQuery is "<script>alert('xss')</script>", then the browser will execute the 
script. 

• Secure: In React, by default, inserting a variable like {searchQuery} in JSX will 
escape it for HTML. React is auto-encoding by default (which is great). So, in this 



case, as long as you don’t bypass it, you’re fine: the <script> tags would be 
rendered harmlessly. 

In plain HTML/template, you’d do something like: 

<div>Results for <%= escapeHtml(searchQuery) %></div> 
  

Where escape HTML is a function that replaces < with &lt;, etc., or the templating 
language does it for you (EJS’s <%= does escape by default). Then if searchQuery = 
"<script>...", the user literally sees the text <script>alert('xss')</script> on the page, 
rather than triggering an alert. 

Alternatively, if you needed to allow some HTML but not scripts, you’d use a sanitizer 
like DOM Purify: 

const cleanCommentHtml = DOMPurify.sanitize(userCommentHtml); 
commentSection.innerHTML = cleanCommentHtml; 
  

This ensures no harmful tags remain. 

Example 3: Simple Input Validation 

 Suppose you expect an email address from a form: 

function is ValidEmail(email) { 
  // very basic regex for illustration: 
  return /^[A-Za-z0-9._%+-]+@[A-Za-z0-9.-]+\.[A-Za-z]{2,}$/.test(email); 
} 
 
const email = req.body.email; 
if (!isValidEmail(email)) { 
   return res.status(400).send("Invalid email format."); 
} 
// proceed to use the email, perhaps save to DB etc. 
  

This regex only allows common characters, an @, then domain and TLD. It will reject 
something like "><script... or other attempts to sneak in code. This is allow-listing valid 
email patterns. You could also leverage a library like validator.js which has an is Email 
function to handle the nuances. 

Example 4: Avoiding Command Injection 

mailto:/%5e[A-Za-z0-9._%25+-]+@[A-Za-z0-9.-]+/.%5bA-Za-z%5d%7b2,%7d$/.test(email


 In Node, say you want to list files in a directory that the user specifies (not a great idea 
to allow arbitrary directories, but for argument’s sake): 

const { exec } = require('child_process'); 
let dir = req.query.dir; // e.g., "uploads" 
exec(`ls ${dir}`, (err, stdout) => { console.log(stdout) }); 
  

If dir is uploads; rm -rf /, the command becomes ls uploads; rm -rf /. Oops. Instead, to 
do this more safely: 

• First, whitelist the directory if possible (maybe you only allow certain known 
folder names, or ensure it contains no dangerous characters). 

• Or better, avoid exec with string concatenation. Use exec File or pass arguments 
array if available, which bypasses shell interpretation: 

const { execFile } = require('child_process'); 
execFile('ls', [dir], (err, stdout) => { ... }); 
  

Now dir is just an argument; if it contains spaces or symbols, they won’t be executed, 
just treated as part of the filename (which likely will result in “no such file” error, rather 
than executing something malicious). 

2.5 Tools (OWASP ESAPI, DOMPurify) 

There are several tools and libraries that can help implement input validation and 
output encoding properly: 

• OWASP ESAPI (Enterprise Security API): ESAPI is a library provided by OWASP 
that has a collection of security-related utilities for developers. It includes 
functions for validation and encoding. For example, ESAPI has encoders for 
HTML, JavaScript, etc., that are tested and comprehensive. It also has a 
Validator component where you can define validation rules for inputs (like “must 
be an email,” “must match this regex” etc.) and it will check inputs against those 
rules. ESAPI exists for several languages (Java is the most mature, but there 
were .NET and others). While ESAPI can be heavy for some projects, it’s a one-
stop-shop for input sanitation needs if you can include it. For instance, using 
ESAPI in Java: ESAPI.encoder().encodeForHTML(untrustedInput) will give you a 
safely encoded string for HTML output. 

• DOMPurify: Mentioned earlier, DOMPurify is a popular JavaScript library (also 
usable in Node for server-side) that sanitizes HTML and DOM inputs. If your 



application deals with rich HTML inputs or you use dangerouslySetInnerHTML in 
React (which ideally you avoid, but sometimes you need to for rich content), 
DOMPurify can cleanse that content. It removes scripts, event handlers (like 
onclick), and other potentially harmful things, while keeping the allowed 
tags/attributes. It’s small, fast, and highly recommended for any web app that 
allows user-generated HTML or even rich text that gets rendered. 

• Framework Built-ins (Auto-escaping in Templates): Many modern frameworks 
automatically handle a lot of encoding: 

o React (and Next.js by extension) auto-escapes content in JSX. Unless you 
use dangerouslySetInnerHTML, React will not render raw HTML from a 
variable – it will treat it as text. This is a great built-in defence against XSS. 
So, the “tool” here is: use the framework features as intended. In React, 
that means don’t disable the escaping unless necessary. Similarly, 
templating engines like Django’s, Ruby on Rails ERB, Angular, etc., all 
escape by default or have special syntax when you really want to insert 
unescaped content. By sticking to the defaults, you’re leveraging the 
framework’s security. 

o Parameterized Query Libraries/ORMs: These are tools too! For 
database interactions, use libraries that abstract direct SQL. For 
example, using an ORM like Sequelize for Node or SQLAlchemy for 
Python can reduce injection risk because you interact via methods and it 
will handle constructing queries safely. Even if not an ORM, use the 
database driver’s prepared statement feature (like mysql2 we used, or pg 
for Postgres). Those are provided tools to avoid injection. 

• Validation Libraries: Rather than writing regex by hand (which can be error-
prone), use existing validation libraries: 

o For Node/JavaScript, validator.js is a widely used library that has a ton of 
validation functions (is Email, is URL, is Numeric, etc.). This saves time 
and likely covers edge cases correctly. 

o For Java, Apache Commons has Generic Validator and friends; Spring has 
JSR 303 Bean Validation annotations (like @Email, @Size) which you can 
use to declaratively validate inputs. 

o Python has libraries like Cerberus or Marshmallow for validating data 
structures. 

o These libraries are your friends – they come pre-tested and usually take 
care of a lot of details. 

• OWASP Cheat Sheet – Input Validation: This isn’t exactly a tool, but it is a 
resource that acts like one. It provides guidance and even some regex snippets 
for various validation scenarios. It also emphasizes things like “accept known 



good” and has lists of recommended approaches. Using such cheat sheets 
when implementing your input checks can ensure you don’t forget something. 

• Content Security Policy (CSP) and Sub resource Integrity (SRI): These are 
more on the output/browser side. A Content Security Policy is a header you can 
set that instructs browsers to only execute scripts/styles from certain sources. 
While not a substitute for proper escaping, a strong CSP can significantly 
mitigate XSS impact (even if some malicious script got injected, the CSP might 
block it from executing or from exfiltrating data). Setting up a CSP (which we’ll 
discuss more in section 12) is a powerful tool. Sub resource Integrity ensures 
that externally loaded scripts haven’t been tampered with by checking a hash – 
relevant if you include third-party scripts. These aren’t directly input validation or 
encoding, but related tools that enhance the safety net. 

• Web Application Firewalls (WAFs): In production, a WAF can detect and block 
some malicious inputs before they even hit your app (like it might block requests 
that have UNION SELECT or <script> in them, as those look suspicious). AWS 
WAF, Cloudflare, ModSecurity (open source) are examples. While you shouldn’t 
rely on a WAF as the only defence (they can have false negatives/positives), it’s a 
helpful additional layer. Think of it as a tool that can catch obvious attacks so 
your app doesn’t even have to deal with them. But still code securely in case 
something gets through. 

In summary, use libraries and tools to avoid reinventing the wheel for input validation 
and encoding. Many have built-in defences (like Reacts escaping, parameterized 
queries in DB drivers). Embrace those. For areas needing custom handling (like rich text 
input), use proven libraries like DOMPurify. Also keep an eye on OWASP’s ESAPI or 
cheat sheets for implementations of common routines – you don’t need to write your 
own HTML sanitizer or SQL escaping function (please don’t, it’s very hard to get 
perfect). The tools above are mostly free/open-source and should integrate easily into 
your development workflow. 

2.6 References (OWASP Cheat Sheets) 

• OWASP Injection Prevention Cheat Sheet: A great reference that summarizes 
how to prevent injection flaws like SQLi, covering principles like using prepared 
statements (parameterized queries), input validation, and touching on OS 
command injection prevention. It provides concrete examples in various 
languages. This cheat sheet can reinforce the practices we discussed, and 
offers a quick checklist for devs to follow. 

• OWASP XSS Prevention Cheat Sheet: This is another must-read reference 
which outlines the 5 rules of XSS prevention. It explains context-specific 
escaping in detail, and additional measures like CSP. Following the rules from 



this cheat sheet will essentially make your application XSS-resistant. It’s very 
practical (e.g., “Rule #1: Never insert untrusted data except in allowed 
locations” and it tells which those are, etc.). 

• OWASP Input Validation Cheat Sheet: Focuses on strategies for validating 
input, like the concept of positive validation (whitelisting), and how to properly 
handle various types of input. It also discusses decoding inputs first (to handle 
encoded attacks), and common input sources beyond form fields (cookies, 
headers can be inputs too!). This is a good broader picture on input validation. 

• CWE-89 (SQL Injection) and CWE Top 25: CWE-89 is the Common Weakness 
Enumeration entry for SQL Injection – it provides detailed info on the nature of 
SQLi, examples, and known mitigations. The CWE Top 25 is a list of the most 
common/impactful software weaknesses; input validation and injection are 
prominently featured. These can be useful to show the prevalence of these 
issues and justify why we put so much emphasis on them. 

• “The Bobby Tables” XKCD comic: This famous comic strip humorously 
illustrates SQL injection (a parent names their kid Robert'); DROP TABLE 
Students;--). It’s not a formal reference, but often used in dev circles to highlight 
why input sanitization is needed. (Just a fun cultural reference to be aware of!) 

• NIST Secure Coding Guidelines (SP 800-* series):** NIST has some guidelines 
that touch on input validation as part of secure coding practices. While maybe 
overkill for everyday use, they reinforce best practices in a formal way. 

By referring to these resources, developers can get more detailed guidance and 
rationale behind the practices. The OWASP cheat sheets are written in an accessible 
way and are highly actionable – they complement this handbook by providing language-
specific advice and edge case discussions for input validation and encoding.  

 

3. Authentication and Session Management 

3.1 Overview 

Authentication is how an application verifies the identity of a user – essentially 
answering “Who are you?” (and should you be here?). Session management is how the 
application remembers that identity (the authenticated user) across multiple requests 
or pages, so the user doesn’t have to re-login every single action. Together, 
authentication and session management make up the process of secure user login and 
maintaining that login state. 



Think of authentication as the lock on the door (only the right key or credentials open 
it), and session management as the doorman or badge system that recognizes you 
once you’re inside so you don’t have to show your ID at every door within the building. If 
either is done poorly, attackers can impersonate users (either by guessing/stealing 
credentials or by hijacking the session token/cookie that keeps a user logged in). 

For example, when you log into a site with a username and password, the site 
authenticates you by checking those credentials. If correct, it might create a session 
(often via a session cookie or token) that your browser will send on subsequent 
requests, thereby telling the site “I’m still user X, trust me.” The site uses that session 
to know who you are without asking for the password every time. Now, if an attacker 
steals that session cookie or if the site issues a predictable session ID, the attacker 
could pretend to be you without knowing your password. Similarly, if the site allows 
weak passwords or doesn’t protect against brute force, an attacker might just directly 
guess or use a leaked password to login as you. 

Thus, secure authentication involves strong credential policies (and sometimes 
multiple factors), and secure session management involves safely handling the 
tokens or identifiers that track logged-in users (cookies, JWTs, etc.), ensuring they can’t 
be guessed, stolen easily, or misused. 

In short, this section is about verifying identity safely and keeping users’ sessions 
(their logged-in status) secure so attackers can’t piggyback or hijack them. It’s 
critical because if authentication is broken, an attacker might get in as an admin or any 
user; if session management is broken, an attacker might bypass login by stealing or 
forging session tokens. 

3.2 Risks (Weak Passwords, Session Fixation) 

There are many pitfalls in auth and sessions. Let’s highlight some common risks and 
vulnerabilities: 

• Weak Passwords: This is more of a user issue but also a system issue. If users 
choose weak passwords (like “123456” or “password”), attackers can easily 
guess them or use lists of common passwords to break in (this is called a brute 
force or dictionary attack). The risk is magnified if the system doesn’t enforce 
any complexity rules or if it doesn’t have protections like throttling login 
attempts. Also, users often reuse passwords across sites – if one site gets 
breached, attackers try those credentials elsewhere (credential stuffing). Weak 
or reused passwords are low-hanging fruit for attackers. As a system designer, 
allowing extremely weak passwords without warning or not providing 2FA on 



sensitive accounts means your app is one phishing or data leak away from being 
compromised. 

• Session Hijacking: This happens when an attacker manages to steal a user’s 
session identifier (like a cookie or token) and then impersonates that user. 
Common ways: if communication is not encrypted (no HTTPS), an attacker could 
sniff the session cookie over the network (like someone on the same Wi-Fi). Or if 
the cookie is not flagged as HTTP Only, malicious JavaScript (perhaps via XSS) 
can read it. If not flagged Secure, it might be sent over unsecured HTTP. Another 
scenario: session IDs in URL (not recommended) can be leaked via referrer or 
logs. Once the attacker gets a valid session ID, they can send it to the site and 
the site will treat them as the logged-in user (since the session is how the site 
tracks auth). This is extremely dangerous especially for admin or privileged 
sessions. Essentially, the security of the session token = security of the account 
while that session is valid. 

• Session Fixation: This is a sneaky attack where an attacker somehow sets (or 
knows) a session ID for a user before that user logs in, and then after the user 
logs in, that session ID is still used, allowing the attacker (who knows it) to hijack 
the session. For example, an attacker might trick a user into clicking a link to the 
site with a specific session ID (maybe by embedding it in a URL, if the site 
accepts session ID from URL or a preset cookie). The site creates that session 
for the user (unauthenticated at first). Then the user logs in, and the site 
associates that preexisting session ID with the now-authenticated user. The 
attacker, who planted the session ID, knows it and can now use it to 
impersonate the user. The root cause is the site not issuing a fresh session ID 
upon login, thereby “fixating” on the one the attacker chose. Proper practice is 
to always generate a new session ID after authentication (session regeneration) 
to break any link with an old unauthenticated session. 

• Credential Stuffing & Bruteforce: Attackers often take lists of 
username/passwords from breaches and try them on other websites. If users 
used the same password on your site, they get in. This is credential stuffing. It’s 
very prevalent. Similarly, brute force attacks (trying many passwords on one 
account) or spraying (trying common passwords on many accounts) are 
common. If the application doesn’t detect and throttle/block these, accounts 
will be compromised. Using multifactor authentication (MFA) helps a lot 
because even if password is known, attacker needs the second factor. 

• Insecure Password Storage: When we talk authentication, another risk is how 
passwords are stored on the server side. If they’re stored in plain text or with 
weak hashing, a breach of the database will leak all user passwords (which then 
leads to further credential stuffing across other services). That’s why hashing 
with bcrypt or Argon2 is crucial (we’ll cover in best practices). 



• Poor Session Timeout Management: If sessions last forever (no expiry) or if idle 
sessions aren’t cleared, an attacker with a stolen session could use it even 
weeks later. Also, users on shared machines might forget to log out; if the 
session doesn’t expire, the next person could use it. There’s a balance between 
usability and security, but not expiring sessions at all is a risk. 

• Not Invalidating Session on Logout or Other State Changes: If a user logs out 
but the session isn’t properly destroyed server-side (or token invalidated), 
someone might still use that session ID. Or if a user changes password, ideally 
other active sessions should be invalidated to thwart someone who stole a 
session earlier. 

• Using Homegrown or Broken Auth Schemes: Some devs try to implement their 
own auth without using proven methods. For instance, inventing a custom 
password hashing or custom token scheme can introduce vulnerabilities. Or 
using predictable session IDs (like incremental numbers or something 
guessable) – that could let attackers guess a valid session token. Good 
frameworks usually handle session generation to be cryptographically secure 
(random). 

In summary, authentication failures (like allowing weak creds, or exposing creds via 
poor storage) and session management failures (like exposing or not protecting 
session tokens) are a leading cause of account breaches. OWASP collectively refers to 
these as “Identification and Authentication Failures” (A07:2021) which includes things 
like default credentials, weak password recovery, etc. The outcome of these issues is 
usually account takeover – which could mean user data loss or, if an admin is 
compromised, a full system compromise. 

3.3 Best Practices (MFA, Secure Cookies) 

To mitigate the above risks, here are the best practices in authentication and session 
management: 

Password Security: 

• Store Passwords Safely (Hashing & Salting): Never store plain-text passwords. 
Always hash passwords using a strong hashing algorithm designed for 
passwords. The recommended ones are bcrypt, Argon2, or PBKDF2 (with a 
strong hash like SHA-256) – these are slow, computationally expensive hash 
functions which makes cracking harder. Use a sufficiently high-cost factor (work 
factor). For bcrypt, a cost factor of 12 or more is common (this determines how 
many rounds, higher means slower = better security up to a point). Argon2 is 
newer and considered very strong (used in competitions as a winner for 
password hashing). The idea is if someone steals your hashed passwords, it 



would take them an impractical amount of time to crack each one because of 
the hash’s computational cost-plus salts. Salting means adding a random value 
to each password before hashing so that two identical passwords don’t produce 
the same hash (and it prevents usage of precomputed tables). Good libraries will 
handle salting (bcrypt automatically uses a salt internally). Example: Use bcrypt 
to hash, it automatically generates a salt and stores it with the hash output. 
When a user logs in, hash the candidate password with the same salt and 
compare. This way, even if “password123” is a common password, in your 
database its hash will look unique because of salt. Also, plan to upgrade hashing 
over time (many systems allow setting current cost and re-hash on login if the 
cost is lower, etc.). 

• Enforce Strong Passwords: Implement rules or use zxcvbn (a library that 
measures password strength) to discourage weak passwords. Common 
policies: at least 8 or 10 characters, mix of character types (though some argue 
for length over complexity nowadays), disallow known breached passwords. 
NIST guidelines (SP 800-63) suggest allowing users to create passphrases (long 
but maybe easier to remember) and to check against dictionaries of common 
passwords or breached lists. You could integrate an API or dataset of known 
compromised passwords and reject those. Also, avoid forcing weird 
composition rules that might lead to predictable patterns – the goal is 
unpredictability and length. At least ensure not all lowercase or not something 
like “password1”. You can also give feedback as users type if their password is 
too weak (e.g., “too short” or “found in a breach list”). 

• Rate Limiting and Brute-force Protection: On the server, limit the number of 
failed login attempts. For example, after 5 failed tries for an account, lock it for a 
few minutes or require a captcha. This thwarts brute force guessing. Also 
consider overall rate limiting (if hundreds of attempts are coming from one IP, 
block, or throttle). Many frameworks or services (like AWS Cognito or Auth0) 
have this built in, or you can implement a simple counter in your database or use 
a library. This ensures an attacker can’t just blast millions of passwords guesses 
quickly. Also, implementing exponential backoff (delay increases after each 
attempt) can slow down automated attacks. 

• Multi-Factor Authentication (MFA): For sensitive accounts or actions, enforce 
or at least offer MFA (also called 2FA – two-factor auth). MFA means the user 
must provide something beyond just password, typically a time-based one-time 
code from an authenticator app (TOTP), or an SMS code, or a hardware key, etc. 
This dramatically improves security because even if a password is 
compromised, the attacker likely doesn’t have the second factor. For internal 
apps, perhaps you can integrate with a corporate SSO that uses MFA. If 
implementing yourself, using an app like Google Authenticator (with a shared 



secret, using an algorithm like TOTP) is better than SMS (which can be SIM-
jacked, though SMS is still better than nothing). Encouraging MFA especially for 
admin accounts or high-privilege users is critical. Some systems enforce MFA if 
an IP is new or if the user is doing something sensitive (like changing email, etc.). 
So, in best practices, definitely “Enforce MFA for sensitive accounts” as in the 
draft. For example, an admin panel login should maybe always require MFA. Or 
an option for users to enable MFA on their account for added security. 

Session Management: 

• Use Secure Session Cookies: If your app uses cookies for sessions (like a 
session ID stored in a cookie), always mark the cookie with Secure and 
HttpOnly flags: 

o Secure flag means the cookie will only be sent over HTTPS, not over 
plaintext HTTP. This prevents sniffing the cookie on unencrypted 
connections. Essentially, it ensures that if someone tries to send it over 
an insecure channel, the browser will not include the cookie. 

o HttpOnly flag means JavaScript in the page cannot access the cookie via 
document.cookie. This is crucial to mitigate XSS from stealing session 
cookies. Even if an attacker injects JS, they can’t easily read HttpOnly 
cookies (they could still do things like make requests in your name, but at 
least not steal the cookie to use elsewhere). 

o SameSite flag (Strict or Lax): SameSite cookies are not sent on cross-site 
requests depending on setting. Setting SameSite=Lax or Strict can help 
prevent CSRF (Cross-Site Request Forgery) by not sending the session 
cookie when requests originate from other sites. Strict is most secure 
(never send cross-site, but it can cause issues with some flows like third-
party login redirects; Lax is a balanced approach: it allows cookie on top-
level navigations but not in hidden requests like images/forms from 
another site). 

Modern frameworks often make it easy to set these. For example in Express (as shown 
in draft example code) you can set cookie: { secure: true, httpOnly: true, sameSite: 
'strict' }. If using Next.js with built-in auth or using NextAuth, they also have sane 
defaults for cookies. 

• Generate Random, Unpredictable Session IDs: This is typically handled by the 
framework (like Express session middleware uses crypto.randomBytes or 
UUIDs). But ensure that’s the case – session IDs should be long and random so 
they can’t be guessed. For instance, a 256-bit random value for session ID is 
good. The example uses crypto.randomBytes(32).toString('hex') for a secret, but 
for session ID generation, frameworks do similar under the hood. The secret in 



Express session is for signing the session cookie (to prevent tampering), which is 
another best practice: sign or encrypt session data. If you store session data in 
a cookie (as opposed to server-side session store), always sign it (to detect 
modification) or encrypt it (to prevent reading). Libraries like express-session do 
sign by default (and can encrypt if using cookie-session etc.). The bottom line: 
don’t roll your own session ID generator or store sensitive data in the clear in 
cookies. 

• Session Timeout (Idle and Absolute): 
o Idle timeout: If a user hasn’t interacted with the site for, say, 15 minutes 

(common default in banking, etc.), the session should expire (log them 
out). This reduces the window if they walk away or if someone hijacked 
their session without them knowing – the attacker can only use it for a 
limited time without activity. 

o Absolute timeout: Regardless of activity, log out the user after a certain 
period (e.g., 8 hours or 12 hours) to force re-authentication. This ensures 
that sessions aren’t eternal and can help if someone forgot to log out 
somewhere or left a session open – eventually it closes. It also limits how 
long a stolen session token is useful. The times can vary depending on 
context (maybe longer for less sensitive sites, shorter for high security). 
But having some limit is important. Many systems also log users out after, 
say, a day of continuous use to refresh credentials. 

You can implement this by storing timestamps in session data and checking on each 
request. If current time - last seen > idleLimit, then invalidate. Or if current time - 
loginTime > absoluteLimit, invalidate. 

• Regenerate Session on Login: As mentioned under Session Fixation, when a 
user authenticates (logs in), issue a new session ID. Also do this on privilege 
escalation (like if a user goes from normal to admin role or does something 
sensitive, maybe re-auth and regen session). This practice ensures that any pre-
login session (possibly known to others) isn’t the one that gets the logged-in 
status. Most frameworks allow an easy way to regenerate session (e.g., 
req.session.regenerate in Express). Do the same on logout: destroy the session, 
so the ID can’t be reused. 

• Limit Session Scope: If possible, scope session cookies to a certain path of the 
site if not needed globally (using cookie Path attribute), and perhaps to certain 
subdomains. This way, even if you have another sub-application on a 
subdomain, it might not receive the cookie if not needed. Also, consider 
separate session mechanisms for particularly sensitive parts (some apps 
require re-login to access settings, etc., effectively using a separate token, but 
that’s advanced). 



• Avoid Exposing Session IDs in URLs: Use cookies or other headers for sessions 
rather than URL parameters. URL session IDs can end up in logs, or be 
accidentally shared if a user copies URL, etc. It’s generally considered less 
secure. Cookies (with the flags above) are preferred for web. If using a token in a 
single-page app context (like a JWT in local Storage or so), be aware of XSS risk; 
cookies with HttpOnly are safer for classic web apps. 

• Use Modern Authentication Frameworks/Providers: Sometimes the best 
practice is to offload auth to a reliable service. For example, using OAuth2/OIDC 
providers (like logging in with Google, or using AWS Cognito or Auth0) can be 
more secure than custom auth because these providers have robust 
implementations (including MFA, anomaly detection, etc.). If your environment 
allows, consider NextAuth for Next.js which provides high-level auth patterns, or 
Passport.js for Express which has many strategies (including local 
username/password with good practices, OAuth, etc.). These have been battle-
tested. Also SSO (Single Sign-On) integration can improve security if your 
company uses central authentication (less password reuse across apps if one 
account controls all, and that one can be well protected). 

Example config (as in draft): 

app.use(session({ 
   secret: crypto.randomBytes(32).toString('hex'),  // random secret for signing 
   resave: false, 
   saveUninitialized: false, 
   cookie: {  
       secure: true,       // only send over HTTPS 
       httpOnly: true,     // not accessible via JS 
       sameSite: 'strict'  // only send in same-site requests 
   } 
})); 
  

This sets up sessions in Express with good defaults. The secret is used to sign the 
session ID cookie to prevent tampering (someone changing the data in cookie would 
fail signature check). secure:true and httpOnly:true as explained, and sameSite:'strict' 
to help prevent CSRF. 

Multi-Factor Implementation Consideration: If you enforce MFA, store whether the 
second factor was verified in the session (and perhaps have a shorter timeout for that 
state). Also, be mindful to protect backup codes or 2FA secrets properly. 

By following these best practices, we significantly harden the authentication process: 



• It becomes extremely difficult to crack or guess passwords (thanks to 
complexity rules, throttling, and especially MFA which is a game-changer). 

• Even if an attacker somehow gets a session token, secure cookie flags and 
expiration reduce how useful it is. And if they try to reuse an old token after 
logout or login, regeneration stops that. 

• The overall system will lock down suspicious activity (multiple failures). 
• Users’ credentials stored on the server are safe even if leaked (hashed strongly). 

All these contribute to what NIST and OWASP call secure authentication. In OWASP 
Top 10, “Identification and Authentication Failures” covers these areas, which includes 
not just password stuff but also things like forgetting to limit admin login attempts, etc. 
So our measures align with covering those failures. 

(Threat Modelling Process | OWASP Foundation) Threat model diagram illustrating how 
security controls (blue ovals) such as generic error messages, account lockout, and 
strong password requirements mitigate authentication threats (black ovals like brute 
force and dictionary attacks) posed by a malicious user (right). In this diagram, the user 
attempts to log in; the system includes measures like showing a generic error (so an 
attacker can’t harvest valid usernames easily), locking the account after N failed tries, 
and enforcing password complexity, which together thwart brute force and guessing 
attacks. 

 

https://owasp.org/www-community/Threat_Modeling_Process


3.4 Example (Express.js Session Config) 

Let’s look at a concrete snippet configuring sessions in an Express.js application 
(Node.js), which applies many of the best practices automatically: 

const session = require('express-session'); 
const crypto = require('crypto'); 
 
app.use(session({ 
  secret: crypto.randomBytes(32).toString('hex'),  // use a strong random secret for 
signing 
  resave: false,             // don't save session if unmodified (recommended) 
  saveUninitialized: false,  // don't create session until something stored 
  cookie: { 
    secure: true,      // cookie will be sent only over HTTPS 
    httpOnly: true,    // cookie not accessible via client-side scripts 
    sameSite: 'strict' // cookie only sent for same-site requests (defends against CSRF) 
    // you can also set an explicit maxAge for cookie to enforce absolute timeout 
  } 
})); 
  

What this does: 

• It uses express-session middleware to manage session cookies. 
• secret is a random 256-bit value (32 bytes hex) – this is used to sign the session 

ID cookie (to prevent tampering). It should be kept secret (not in code or repo, 
often set via env var, but here we generate one on the fly for demonstration). 

• secure: true ensures the cookie (which holds the session ID) is only sent over 
HTTPS. If someone tries to load the site via HTTP, the cookie won’t go, preventing 
sniffing. 

• httpOnly: true prevents document.cookie access in the browser, mitigating XSS 
from stealing the session ID. 

• sameSite: 'strict' will not send the cookie on any cross-site request. This means 
if the user is on another site and that site tries to load something from our site, 
the browser will not include the session cookie. This prevents CSRF where an 
attacker site tries to make requests as the user. (Strict might sometimes be 
user-unfriendly for some flows, but it’s the most secure. 'Lax' would allow it on 
top-level navigation GETs which often is fine too). 



• resave: false and saveUninitialized: false are more about performance and not 
creating sessions unnecessarily, but also have slight security benefits (not 
creating empty sessions which could be used for fixation in some cases). 

With this config, when users log in, you should also call req.session.regenerate() after 
successful login to get a fresh session id (express-session’s documentation 
recommends that for security). And on logout, call req.session.destroy() to invalidate it. 

This example shows that using a good library (express-session) and a few options 
covers a lot of ground without much effort – it automatically set up a cookie with best 
practices flags. 

If using Next.js with an authentication library like NextAuth, internally it does similar 
things (uses cookies with secure flags, etc., when not in dev). 

For completeness, imagine also enforcing an idle timeout: you could do something like: 

app.use((req, res, next) => { 
  if (req.session) { 
    if (!req.session.lastAccess) req.session.lastAccess = Date.now(); 
    else { 
      if (Date.now() - req.session.lastAccess > 15*60*1000) { // 15 minutes 
        // destroy session or flag it to force re-login 
        req.session.destroy(err => { 
          // maybe redirect to login with a message "Timed out" 
        }); 
        return; 
      } 
      req.session.lastAccess = Date.now(); 
    } 
  } 
  next(); 
}); 
  

This manual snippet updates a timestamp and logs the user out after 15 minutes of 
inactivity. Many frameworks or libraries allow configuring this without writing custom 
code, but it demonstrates the principle. 

Another example: showing forcing use of bcrypt for password: 

const bcrypt = require('bcrypt'); 
const saltRounds = 12; 



 
// When registering a user: 
let hash = await bcrypt.hash(password, saltRounds); 
// store `hash` in DB instead of the plain password. 
 
// When verifying login: 
let match = await bcrypt.compare(inputPassword, storedHash); 
if (match) { 
  // password is correct 
} else { 
  // wrong password 
} 
  

This uses bcrypt with 2^12 (~4096) rounds of hashing which is a good default. It 
automatically handles salt (it generates a salt and stores it in the hash string). The 
compare function knows how to use the salt from storedHash. 

This way even if someone dumps the user table, storedHash cannot be easily reversed 
to the original password. 

3.5 Tools (Passport.js, NextAuth) 

Implementing secure auth can be complex, but fortunately there are great tools and 
libraries to simplify it and do it correctly: 

• Passport.js (for Node/Express): Passport is a popular authentication 
middleware for Node.js that provides a unified interface for many authentication 
strategies. If you want to implement local username/password login, you can 
use passport-local strategy, which you can configure to use bcrypt for checking 
password. Passport also has strategies for OAuth (login with Google, etc.), JWT, 
etc. What’s nice is Passport handles a lot of session integration, so after you 
authenticate a user, it serializes user info to the session. It has good 
documentation on how to set up things like ensuring a user is logged in to access 
certain routes (with passport.authenticate middleware). Using Passport ensures 
you follow known patterns (like it forces you to think about serialization, etc.) 
and you don’t inadvertently store too much in session or expose something. It’s 
free and widely used, so it’s well-vetted. Essentially, rather than writing your own 
login logic and messing with cookies, you plug in Passport and concentrate on 
verifying the user in the strategy. 

• NextAuth (for Next.js): NextAuth.js is an authentication library specifically 
designed for Next.js (React). It makes it super easy to add auth to a Next app, 



supporting email/password credentials, OAuth providers, etc., and manages 
session tokens for you. It by default uses secure cookies with JWT (or you can 
have a database session store). One big advantage is it’s built to integrate with 
Next’s API routes seamlessly. NextAuth can handle things like email sign-in links 
(magic links), refresh tokens, etc. It has built-in CSRF protection for its endpoints 
and sensible defaults for security. For a developer, this means you don’t have to 
manually code session logic or worry about token storage; NextAuth handles it 
and provides hooks in React to know if the user is logged in, etc. Given our tech 
stack includes Next.js, NextAuth is a prime recommendation – it saves time and 
avoids mistakes. 

• AWS Cognito: If your stack is on AWS, Cognito is a service that can handle 
authentication (user sign-up, login, password reset, MFA) out-of-the-box. It 
provides hosted UI or API integration and stores users securely with the options 
to enforce password policies, MFA, etc. It issues JSON Web Tokens (JWT) for 
sessions that your application can validate. Using Cognito shifts a lot of burden 
to AWS – they handle storing passwords (with secure hashing), implementing 
SRP (Secure Remote Password) protocol for secure password proof, sending 
verification codes, etc. Cognito can also federate with social logins. The 
advantage is you get a scalable, secure user directory and you don’t have to 
manage password resets, email verification flows yourself (Cognito can do 
those). The downside is it’s a bit complex to set up initially and you must 
integrate your app to verify tokens or use their SDK. But for internal apps on 
AWS, it might be an option (though often Cognito is used for broader userbase). 
It does have a free tier for a certain number of users. 

• Auth0 / Okta / Firebase Auth: These are third-party auth services (commercial, 
though some have generous free tiers for small usage) that can manage 
authentication for you. They often provide UI components and handle all the 
security considerations. They are similar in concept to Cognito but vendor-
specific. Mentioning them as alternatives: Auth0 is very popular (now part of 
Okta), and Firebase Auth (by Google) is a developer-friendly option if you’re in 
that ecosystem. For internal enterprise, Okta is common for SSO. 

• Libraries for MFA: If you’re implementing MFA yourself, libraries like Speakeasy 
(for Node) can generate TOTP codes and verify them (for authenticator app 
integration). Or use services like Authy API or Google Identity Toolkit for easier 
integration of MFA. But if you use NextAuth or Auth0, those have options for 
enabling MFA without you coding the low-level. 

• Cookie-Session Libraries: Instead of server-stored sessions, some apps use 
encrypted cookies to store session state (so no server storage needed). Libraries 
like cookie-session (for Express) handle this by encrypting the cookie content. 
This is fine for small bits of info (like a JWT or user id and issued-at time). Just 



mention that if someone is doing stateless JWT sessions, use proper signing & 
short expiration, and never store sensitive data in JWT beyond 
identification/claims needed, as JWTs can be decoded by anyone (if not 
encrypted). Always use HTTPS for transport either way. 

• Password Policy Libraries: Tools like ZXCVBN (by Dropbox) which is a library 
that can estimate password strength (available in JS, Python, etc.) can help 
enforce or guide users to create stronger passwords. It’s user-friendly because it 
doesn’t just do arbitrary rules but measures entropy and checks common 
patterns. 

• CAPTCHAs / Bot detectors: Not exactly auth, but to prevent automated 
password guessing, integrating a CAPTCHA (like Google reCAPTCHA or 
hCaptcha) after certain attempts can deter bots. Some modern alternatives use 
risk analysis to avoid bothering users with puzzles. 

In summary, a lot of the heavy lifting for auth can be done by existing solutions. For a 
Next.js + Node + AWS stack, using NextAuth or Cognito can get you secure auth with 
minimal custom code. If building an Express API, Passport or rolling your own with 
careful use of libraries (bcrypt, express-session) works. Also consider enterprise 
solutions like SSO (SAML or OIDC with something like Azure AD if internal app in a 
company, so employees use their main credentials – that offloads security to the 
identity provider). 

Using these tools means less room for custom mistakes and easier implementation of 
advanced features like OAuth login or MFA, since they’ve already figured that out. 

3.6 References (NIST SP 800-63) 

• OWASP Top 10:2021 – A07: Identification and Authentication Failures: This 
category in OWASP Top 10 covers common auth problems. The OWASP 
description emphasizes things like weak password recovery, missing or 
ineffective multi-factor, default passwords, etc. It essentially says broken auth is 
a huge issue and among top causes of breaches. It was previously “Broken 
Authentication” in older OWASP Top 10. The reference provides insight into what 
can go wrong if these best practices aren’t followed. (For example, it notes that 
credential stuffing is rampant because so many passwords are out there, hence 
the need for protections). 

• NIST SP 800-63 (Digital Identity Guidelines): NIST 800-63 is a set of guidelines 
by the US National Institute of Standards and Technology for digital identity. It’s 
divided into sections: 800-63A (identity proofing), 800-63B (authenticators and 
lifecycle management), 800-63C (federation and assertions). For our interest, SP 
800-63B is key – it gives recommendations on things like: 



o Password length (at least 8, allow up to 64 or more characters, allow all 
Unicode chars, no composition rules that reduce entropy), 

o Checking passwords against breach lists, 
o Not using knowledge-based questions (like “mother’s maiden name”) as 

they are insecure, 
o Recommends MFA (especially using physical or app authenticators over 

SMS if possible), 
o Session management guidelines (like re-authentication for sensitive 

transactions, session timeouts), 
o It discourages periodic forced password changes (unless evidence of 

compromise) because that can lead to weaker passwords (users just 
increment a number). 

• OWASP Authentication Cheat Sheet: Offers practical guidance on securing the 
authentication process. It covers everything from secure password storage 
(hashing with bcrypt/PBKDF2/Argon2) to implementing features like MFA, 
account lockout, and secure password reset mechanisms. It’s a great checklist 
to compare your implementation against industry best practices. 

• OWASP Session Management Cheat Sheet: Focuses on best practices for 
managing user sessions securely. It discusses secure cookie flags (HttpOnly, 
Secure, SameSite), session ID generation, session fixation protection (session ID 
rotation after login), logout and session timeout guidelines. Following this cheat 
sheet helps ensure that once a user is authenticated, their session token is 
handled safely to prevent hijacking. 

• OWASP Top 10:2021 – A07: Identification and Authentication Failures: This 
reference highlights how broken authentication is a top web app risk. It 
underscores the common pitfalls (weak passwords, no rate limiting, missing 
MFA, etc.) and why they matter. Essentially, our best practices above are 
designed to address the issues listed in A07 – reading the OWASP entry can 
reinforce why each measure (like secure password storage or adding MFA) is 
important by providing real examples of failure modes. 

• NIST SP 800-63B – Digital Identity Guidelines (Authentication & Lifecycle): 
This NIST publication provides detailed recommendations for authentication. It 
suggests allowing long passwords/passphrases, checking against known-
breached password lists, encouraging multi-factor, and not requiring arbitrary 
password composition rules or frequent changes (unless there’s evidence of 
compromise). It also covers secure session management (called “session 
binding and termination” in the doc). Following NIST guidelines ensures your 
auth mechanisms meet a high standard often required in government and 
industry. For instance, NIST 800-63B recommends throttling online guesses and 
giving users options like “show password” to reduce mistypes instead of 



complex rules – advice aimed at both security and usability. It’s a 
comprehensive reference if you need more rationale behind each best practice 
or are designing a system that needs to comply with formal standards. 

 

 

 

 

 

 

 

 

4. Access Control and Authorization 

4.1 Overview 

If authentication is about “who you are,” authorization is about “what you are allowed 
to do or access.” Access control ensures that users (or processes) can only perform 
actions or view data that their role or permissions permit. In other words, after a user 
is authenticated, the system must enforce rules about what that user can do. A 
common phrase is “least privilege” – users/processes should have the minimum 
access necessary and nothing more. 

For example, in an application, a regular user should only access their own data, 
whereas an admin can access everyone’s data. Access control mechanisms 
implement these distinctions. This includes things like role-based access control 
(RBAC), permissions, and checks in code to verify the current user is authorized for a 
particular operation. 

It’s helpful to differentiate: 

• Authentication: verifies identity (login). 
• Authorization: checks privileges (what can this identity do). 

Broken access control is the number one issue in OWASP Top 10 (Broken Access 
Control). This indicates how often attackers find ways to access data or functions they 
shouldn’t, often due to missing or incorrect authorization checks. 



A simple example: suppose there’s a URL like /users/12345/profile. Without proper 
access control, any logged-in user might be able to change the 12345 to 12346 and see 
someone else’s profile (this is an IDOR – Insecure Direct Object Reference, a type of 
broken access control). A good system will check that the user trying to access 
/users/12346/profile owns that profile or has the rights (and if not, deny access). 

So, this section deals with ensuring the right people (or systems) access the right 
resources – no more, no less. We want to prevent scenarios where users elevate their 
privileges or access data just by modifying requests or exploiting missing checks. 

4.2 Risks (IDOR, Privilege Escalation) 

Common vulnerabilities when access control is poorly implemented include: 

• Insecure Direct Object References (IDOR): This means the application uses an 
identifier for an object (like a user ID, order ID, file name, etc.) and expects the 
user will only access their own, but doesn’t enforce that on the server side. 
Attackers can simply change that identifier in their request to access someone 
else’s data. For instance, if an API endpoint is /api/orders/ORDER12345 to get an 
order’s details, and the app assumes users will only input their own order IDs 
but doesn’t verify, an attacker could call /api/orders/ORDER54321 (someone 
else’s order) and if no check, they get that data. That’s an IDOR. Its basically 
missing authorization check on object access. It’s very common in APIs and web 
apps that developers rely on client-side to hide or not show other IDs, but an 
attacker can guess or enumerate them. The impact is unauthorized information 
disclosure or modification. If it’s an update or delete endpoint, even worse – an 
attacker could modify someone else’s data. 

• Privilege Escalation: This is when a user can gain higher privileges than they 
should. It can be vertical escalation (a normal user becomes an admin or gets 
admin capabilities) or horizontal escalation (a user accesses peer’s data, 
which is basically IDOR as a form of horizontal). Vertical escalation often 
happens if admin functionality is hidden in the UI but not properly protected on 
the backend. For example, there might be an /admin section with admin-only 
features, but if the server only hides it via UI and doesn’t confirm the user’s role 
on requests, a malicious normal user could call admin endpoints or perform 
actions by guessing the URL or API call. Another example: if user roles are stored 
in a cookie or JWT and not properly validated or signed, a user might modify their 
role value to “admin” and the system might trust it (that’s a serious design flaw 
but it’s happened). Or, perhaps an admin functionality is exposed via an API and 
a regular user finds it and the system fails to check role. 



• Missing Functional Level Access Control: Similar to above, but generally 
meaning the app doesn’t enforce access rules on specific functions or services. 
For example, an “export all data” feature intended for support staff could be 
invoked by a regular user if there’s no auth check. Or an API endpoint like 
/generateReports that should only be callable by privileged accounts is not 
gated. 

• Client-Side Enforcement Only: Relying on client-side (browser) checks or UI 
elements to enforce auth. For instance, a “Delete User” button is only shown to 
admins via front-end code, but the endpoint /deleteUser?id=someid doesn’t 
verify if the requester is admin. Attackers could call that endpoint directly. This is 
a failure to enforce on the server side. 

• Not Accounting for Multi-Tenancy or Context: If you have an app where 
multiple companies (tenants) use it, each tenant’s data should be isolated. If 
access control is not properly scoped, one tenant’s user might access another 
tenant’s data. This can happen if context (like tenant ID) isn’t checked along with 
user ID. 

• Improper Access Control on Secondary Actions: Sometimes login is required 
for initial access, but subsequent calls or WebSocket messages aren’t checked. 
Or file downloads might not re-check permissions (like generating a URL that’s 
guessable and not protected). If a file is just stored at /uploads/123.pdf and not 
behind an auth check, guessing 123.pdf might get it. 

In summary, the risk is users doing things they’re not supposed to – whether that’s 
viewing someone else’s private info (IDOR), or performing admin operations (privilege 
escalation), or otherwise breaking the intended permission model. Consequences: 
data breaches, unauthorized transactions, deletion, or modification of data, etc. It’s 
often easy for attackers to test this by tampering with identifiers or parameters, hence 
why it’s so common. Developers must assume any request could be malicious and 
verify permissions on the back-end for every sensitive action. 

4.3 Best Practices (RBAC, ABAC) 

To prevent unauthorized access, applications should implement robust access control 
checks. Some best practices: 

• Role-Based Access Control (RBAC): This is a common approach where 
permissions are grouped by role. Users are assigned one or more roles (e.g., 
“user,” “moderator,” “admin”). Each role has certain allowed actions. The 
application then checks, for each action or endpoint, if the user’s role is 
allowed. For example, you may have an is Admin middleware that checks if 
(currentUser.role !== 'admin') return 403 Forbidden. Roles make it easier to 



manage permissions – you don’t have to assign individual rights to each user, 
just their role. When implementing RBAC, clearly define roles and what they can 
do: 

o Regular User – can only view/modify their own data. 
o Admin – can manage other users, view all data, etc. 
o Manager (if applicable) – maybe can view data of users under them, etc. 

Within code, use these roles to guard routes. For instance, using Express.js pseudo-
code: 

function requireRole(role) { 
  return function(req, res, next) { 
     if (!req.user || req.user.role !== role) { 
       return res.status(403).send('Forbidden'); 
     } 
     next(); 
  } 
} 
app.get('/admin/dashboard', requireRole('admin'), adminHandler); 
  

This ensures only admins hit that handler. Similarly, actions like deleting a post might 
allow either an admin or the owner of the post (so you check either role or ownership). 

RBAC is quite straightforward for many applications and easier to reason about. Just 
ensure roles are stored securely (and ideally not in a tamperable place on client; 
usually they are stored server-side in the session or token but signed). 

• Attribute-Based Access Control (ABAC): ABAC goes finer-grained by looking at 
attributes of the user, resource, and context, not just a fixed role. For example, 
attributes could be: user’s department, resource’s classification, time of day, 
location, etc. ABAC rules might say: “Allow access if user.department == 
resource.department” or “Allow action if time is within business hours and user 
clearance >= resource sensitivity level.” ABAC allows more complex policies like 
“Managers can approve expenses under $1000 from their own team; anything 
above requires Director role” – here the amount and relationship are attributes 
in the decision. 

While ABAC is powerful, it can be more complex to implement. Some systems use 
policy engines like OPA (Open Policy Agent) to define and evaluate such rules. For 
internal apps, you might implement simpler ABAC manually. E.g., in a multi-tenant 



scenario, an ABAC rule is simply “user.tenantId must equal object.tenantId for access” 
– that’s an attribute check. 

Another example: In AWS, IAM policies are attribute-based (user has a tag, resource 
has a tag, allow if they match). If your app’s access logic gets complicated, consider an 
ABAC approach or hybrid RBAC+ABAC (RBAC to grant broad roles, ABAC within those 
for specifics). 

• Enforce Server-Side Checks Always: We cannot emphasize this enough – 
never trust the client to enforce authorization. Every request that comes into 
your server or microservice that performs a sensitive action or returns sensitive 
data should verify the user’s permissions for that specific resource. If the user is 
trying to access resource with ID X, check that req.user is allowed to access X. 
For example: 

app.get('/api/users/:id/profile', (req, res) => { 
  if (req.user.id !== req.params.id && req.user.role !== 'admin') { 
     return res.status(403).send('Not your profile'); 
  } 
  // fetch and return profile 
}); 
  

Here we compare the authenticated user’s id to the profile id requested; if they differ, 
only allow if user is admin. This prevents a user from just typing someone else’s ID. 

Even if your UI doesn’t show certain options, assume an attacker will attempt them. 
They can call your API endpoints via tools like Postman or modify requests. So your 
server must be the gatekeeper. 

• Use Frameworks or Libraries for Access Control if Available: Many web 
frameworks have some built-in support for authorization. For instance, Django 
has a robust auth system with decorators for permissions, .NET has Authorize 
attributes that can be configured with roles, etc. Using these can reduce 
mistakes, because they’re standardized. If none are available, structure your 
code to make authorization checks consistent (like centralize it in middleware or 
service classes). This avoids situations where one endpoint has the check but 
another similar endpoint accidentally doesn’t. 

• Deny by Default: A general principle – if not explicitly allowed, deny. So, design 
your system such that the default state for a resource or action is “no access” 
unless a rule grants it. This way, if a new feature is added and you forget to set up 
permissions, ideally it’s inaccessible rather than wide open. For example, if a 



user has no role or an unrecognized role, treat them as the lowest privilege. Or if 
a resource doesn’t have an ACL entry, block access until it’s set. This maps to 
the concept of least privilege. 

• Consider Hierarchical Roles or Scoping: For example, you might have roles 
like “Project Owner,” “Project Collaborator” that apply per project. Ensure that 
checks consider context: user X might be an owner on project A but not on 
project B, so don’t give them B’s data. This often means your permission check 
needs to verify both identity and that the resource is within their allowed scope 
(like their project list, their tenant, etc.). Using structured access control lists 
(ACLs) or a service that can answer “does user have access to this object?” can 
help. In simpler terms, you might have to do a database query like SELECT * 
FROM record WHERE id=? AND ownerId=? instead of just SELECT * FROM record 
WHERE id=? – ensuring the owner or allowed user is part of the retrieval 
condition. 

• Regularly Audit Access Control Rules: Over time, systems change and roles 
might accumulate more permissions than intended, or new features might 
inadvertently bypass checks. Periodically review what each role can do and test 
the boundaries (this is often part of security testing). Also, remove roles or 
privileges that are no longer needed (principle of least privilege, again). If a 
temporary access was given to debug something, ensure it’s revoked. 

• Logging and Alerting on Authorization Failures: While not directly preventing, 
it’s useful to log when forbidden access is attempted (without spilling sensitive 
info though). If you see many 403s or access denied events, that could indicate 
someone probing for weaknesses (or a bug in your frontend trying unauthorized 
calls). This ties into monitoring (section 7) – it can help catch an attack in 
progress. 

Implementing RBAC is usually straightforward: design roles and enforce at endpoints. 
ABAC or more granular controls require more planning but pay off in flexibility. For most 
apps, a combination works: e.g., RBAC to separate normal users and admins, plus 
checks on resource ownership for user-specific data (which is a simple ABAC rule by 
user ID). 

4.4 Example (IDOR Prevention) 

A quick code example to cement how to prevent IDOR (Insecure Direct Object 
Reference): 

Imagine an Express route that allows viewing an order detail by order ID, and each order 
has an ownerId property referencing the user who placed it. We want to ensure only the 
owner (or an admin) can fetch it: 



// Insecure way (vulnerable to IDOR): 
app.get('/api/order/:orderId', async (req, res) => { 
  const order = await Order.findById(req.params.orderId); 
  if (!order) return res.status(404).send('Not found'); 
  // No check on owner! 
  res.json(order); 
}); 
  

If a user knows or guesses another order’s ID, they’ll get it. 

Secure way: 

app.get('/api/order/:orderId', async (req, res) => { 
  const order = await Order.findById(req.params.orderId); 
  if (!order) return res.status(404).send('Not found'); 
 
  // Authorization check: 
  if (order.ownerId !== req.user.id && req.user.role !== 'admin') { 
    return res.status(403).send('Forbidden');  // user is neither the owner of this order nor 
an admin 
  } 
 
  res.json(order); 
}); 
  

This snippet explicitly checks that the current logged-in user’s id matches the order’s 
ownerId, OR if the user is an admin (admins are allowed to view all orders in this 
scenario). If not, it returns 403 Forbidden. 

This is essentially the logic described in the draft: 

// Validate user owns resource before allowing access   
if (req.user.id !== resource.ownerId) throw new ForbiddenError(); 
  

. In practice, you might abstract this into a middleware or a function to avoid repeating it 
for every route. 

Another example: Suppose you have an admin-only action, like deleting a user account: 



app.delete('/api/user/:id', (req, res) => { 
   if (req.user.role !== 'admin') { 
     return res.status(403).send('Admins only'); 
   } 
   // proceed to delete user with id = req.params.id 
}); 
  

Even if a non-admin tries to hit this endpoint, they’ll be blocked by the role check. 

For front-end frameworks, sometimes you’ll see code like: 

{currentUser.role === 'admin' && <button onClick={deleteUser}>Delete User</button>} 
  

This only shows the delete button to admins. That’s good UX, but the backend must still 
do the check as shown above, because someone could call the API directly. 

One more scenario: using a policy engine or OPA. For instance, you might externalize 
rules such as: 

allow {  
  input.user.role == "admin" 
  input.action == "DELETE_USER" 
} 
allow { 
  input.user.id == input.resource.ownerId 
  input.action == "VIEW_PROFILE" 
} 
  

Then your code asks the policy engine “allow?” for a given user, action, resource. This 
decouples logic but requires integrating an engine. This is more advanced and often for 
large systems with many policies. 

The simpler approach is what we did: inline checks or utility functions for common 
patterns (like owns Resource(user, resource)). The key point is, for every resource 
access or action, think “who should be allowed this?” and implement a check. 

4.5 Tools (Open Policy Agent) 

While access control can be implemented with code logic as above, there are tools that 
help manage complex authorization: 



• Open Policy Agent (OPA): OPA is an open-source policy engine that allows you 
to define authorization policies in a declarative language called Rego. It can be 
used with various systems (it’s commonly used in cloud native environments for 
microservices or Kubernetes). You write rules (policies) and then query OPA to 
ask “Is this action allowed?” OPA can be run as a separate service or library. The 
benefit is you centralize and standardize policy decisions. For example, you 
could have OPA policies that cover multiple microservices, ensuring 
consistency (like all services ask OPA if user can do X on resource Y). It’s 
especially useful in ABAC scenarios where rules might involve multiple 
attributes. It’s a bit heavy for a simple app, but if you foresee lots of complex 
permissions, OPA could be worth it. It’s free and has become a CNCF project 
(widely adopted for various authZ problems). 

Using OPA, you might not hardcode roles in code; instead, your code will just ask OPA. 
Policies can be changed without restarting the app (you can update the OPA policy). 
This dynamic nature is useful for big environments. For a Next.js or Node app with 
moderate complexity, OPA might be overkill, but it's a tool to know. 

• CASB (Cloud Access Security Broker): The draft mentioned CASB. CASBs are 
typically cloud services that sit between users and cloud service providers to 
enforce security policies, especially in corporate environments. They can 
control access based on device, location, etc., and add an extra layer of 
authorization for SaaS apps. In the context of an internal app, a CASB might not 
directly integrate, but if your app is part of a corporate environment, a CASB 
could enforce policies like “Only allow access to this app from corporate 
devices” or “Don’t allow downloads of sensitive files unless on VPN,” etc. 
CASBs are more of an external overlay and usually relevant for larger 
organizations controlling multiple apps. Since CASB is broad, we mainly 
mention it as a concept that if your app is behind one, ensure its configured 
correctly. For developers, CASB might be outside your control but be aware if 
one is present. 

• Framework-specific Authorization Libraries: Depending on 
language/framework, there might be libraries to help. For Node, there are 
packages like access control (which provides a DSL to define roles and 
permissions in a structured way). .NET has Policy-based authorization built-in 
(where you can define policies with requirements and handlers). Java Spring has 
method security annotations like @PreAuthorize with SpEL expressions to check 
roles/conditions. These can be considered “tools” in that they provide structure 
and sometimes even auto-generate checks from config. If using such 
frameworks, leverage them instead of writing everything from scratch. 



• Identity and Access Management (IAM) services: If your app uses an IAM 
solution (like Keycloak, Auth0, AWS Cognito, etc.), some of these allow defining 
roles/permissions in them and they can include those in the token (JWT) that the 
app receives. The app can then trust those claims and enforce accordingly. For 
example, Auth0 has role-based access you can add to JWTs; AWS Cognito has 
groups, etc. Those can be considered tools to centralize authZ. The app logic is 
still needed to enforce, but the assignment of users to roles and what roles exist 
might be managed in a UI outside your app. 

• Testing Tools for Access Control: While not directly enforcing, tools like 
OWASP ZAP or Burp Suite have features to detect IDORs and missing access 
control by fuzzing different user contexts. There are also automated scanners for 
API access control. On the development side, writing unit/integration tests for 
authorization logic is a must (simulate different roles and ensure access is 
correctly allowed/denied). 

• Logging/Auditing Tools: Consider integrating with a logging system to track 
permission changes and access control decisions (this overlaps with 
monitoring). For instance, if an admin grants another user admin rights, log that 
event. Tools like SIEMs (Splunk, ELK, etc.) can alert on unusual patterns (like if a 
normal user suddenly accesses admin endpoints – indicating a possible 
privilege escalation attack). 

• OpenID Connect / OAuth frameworks with scopes: If using OIDC/OAuth (like 
with an external identity provider), the concept of scopes can be leveraged as 
access control. For example, a token might have scopes like read:profile or 
admin:all. Tools handling these tokens, like JWT libraries, can help parse and 
you can map scopes to permissions. It’s more of a standards approach to 
access control. 

Given our stack, one tool we mentioned earlier (NextAuth) also has some support for 
callbacks where you can check user session and add roles. For instance, in NextAuth, 
you could add a custom session callback that includes the user’s role from the DB in 
the session token, and then in your Next.js API routes or getServerSideProps you check 
session.user.role. Not a full tool, but the library provides hooks to implement it. 

In summary, for many internal apps: 

• Use RBAC via whatever means (framework or simple logic). 
• If needed, consider ABAC for specific needs (maybe implement custom checks 

or use OPA if complex). 
• Open Policy Agent stands out as a robust solution if you need fine-grained, 

dynamic policies across microservices. 



• CASB is more an enterprise infrastructure component – relevant if your app is 
one piece of a bigger puzzle (mention it to be thorough, but as a developer focus 
on app’s own controls). 

4.6 References (OWASP A01:2021) 

• OWASP Top 10:2021 – A01: Broken Access Control: As noted, Broken Access 
Control tops the OWASP list, reflecting its criticality. The OWASP page for 
A01:2021 details examples of access control failures (like IDORs, missing admin 
checks, CSRF leading to privilege changes, etc.) and how to prevent them. It 
states that 94% of apps tested had some form of broken access control, which 
is eye-opening. It also gives general prevention tips (like deny by default, least 
privilege, etc., which we’ve covered). This reference validates why our best 
practices (like server-side checks and least privilege) are so important. It’s a 
good read to understand the variety of ways access control can fail. 

• NIST SP 800-53 (Access Control Policies): NIST 800-53 is a catalogue of 
security controls for federal information systems. It has an entire family of 
controls named “AC” (Access Control). For example, AC-2 User Account 
Management, AC-3 Access Enforcement, AC-6 Least Privilege, etc. While this 
document is more for auditors and security engineers, it provides a formal 
description of what an access control policy should achieve. For instance, AC-3 
emphasizes that systems should enforce authorizations (based on roles or 
attributes) for each user action on each resource. AC-6 pushes least privilege 
principle. Using NIST 800-53 as a reference ensures you’re aligned with 
government-grade security controls. If your development is in a regulated 
environment, you might need to comply with some of these. But even if not, it’s a 
comprehensive set of best practices to measure against. For example, one 
control says administrative accounts should be separate from normal accounts 
– a best practice to prevent privilege misuse (admin only when needed). 

• OWASP ASVS (Application Security Verification Standard) – Access Control 
Section: ASVS is like a checklist standard; the section on Access Control (V4 in 
ASVS 4.0) lists specific verifications like “Does the application enforce record 
ownership on all applicable functions?” and “Are high-value transactions 
protected by requiring re-auth or MFA?” etc. This can be used as a reference to 
review your app. It’s more fine-grained than the Top 10 and can serve as a 
guideline for secure design and testing of access control. 

• CWE-285: Improper Authorization & CWE-200: Exposure of Sensitive 
Information: The CWE list has entries for various access control problems. 
CWE-285 is failing to enforce authorization, and CWE-200 (though broad for info 
exposure) often results from access control issues. These references can give 



more examples and context, and they’re used in mapping vulnerabilities (for 
example, many IDOR issues map to CWE-639 too). 

• OAuth2 Scope and RBAC Whitepapers: If interested in how big systems handle 
authZ, there are references like “OAuth 2.0 scopes best practices” or 
whitepapers on implementing RBAC in microservices. 

5. Cryptography and Sensitive Data protection 

5.1 Overview 

Cryptography is the practice of transforming readable data into an unreadable format 
and back again using mathematical algorithms. In simple terms, it keeps sensitive 
information secret from unauthorized people by encrypting it (scrambling the data) and 
only allowing those with the proper key to decrypt (unscramble) it 
top10proactive.owasp.org. This is critical for protecting things like passwords, personal 
information, credit card numbers, API keys, and other sensitive data. Modern 
applications must protect data both at rest (when stored in databases, files, backups) 
and in transit (when sent over networks) to prevent unauthorized access. In fact, 
cryptographic protections are often mandated by regulations (e.g. GDPR for personal 
data privacy, PCI DSS for credit card data) top10proactive.owasp.org. If cryptography is 
applied incorrectly or not at all, attackers can easily steal or read sensitive data, leading 
to breaches. OWASP’s Top 10 highlights “Cryptographic Failures” as a key risk 
category, underlining how crucial proper encryption and data protection are in real-
world security incidents. In summary, strong cryptography – when used correctly – 
ensures that even if attackers gain access to your data storage or intercept 
communications, they cannot extract usable sensitive information. 

5.2 Risks (Weak Algorithms, Hardcoded Keys) 

There are several common pitfalls in how developers use cryptography that can 
completely undermine security. Let’s highlight a few major risks: 

• Using Weak or Deprecated Cryptographic Algorithms: Not all encryption is 
equal – some algorithms that were once considered secure (or convenient but 
not meant for security) are now broken or weak. For example, old ciphers like 
DES or RC4, outdated hash functions like MD5 or SHA-1, or using AES in an 
insecure mode (like ECB without integrity checking) can be cracked or 
manipulated by attackers top10proactive.owasp.org owasp.org. If an 
application uses weak algorithms or too-short keys (e.g. a 64-bit key), attackers 
may brute-force or cryptanalyze the encryption and recover the data. Insecure 
configurations such as reusing an initialization vector (IV) or using a predictable 
IV can likewise expose patterns and facilitate attacks. The bottom line is that 

https://top10proactive.owasp.org/the-top-10/c2-crypto/#:~:text=Cryptography%20is%20the%20art%20or,properly%20cared%20for%20when%20stored
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https://top10proactive.owasp.org/the-top-10/c2-crypto/#:~:text=,leading%20to%20unauthorized%20data%20access
https://owasp.org/Top10/A02_2021-Cryptographic_Failures/#:~:text=,default%20or%20in%20older%20code


“roll-your-own” or legacy crypto can provide a false sense of security – attackers 
today can exploit known weaknesses in these algorithms to decrypt sensitive 
data. 

• Hardcoded or Leaked Cryptographic Keys: Even the strongest algorithm fails if 
the secret keys are compromised. A very common mistake is embedding 
encryption keys, passwords, or secrets directly in the source code or config files 
that get checked into source control. This is like leaving the master key under the 
doormat. If your code becomes visible (through a repo breach or an open-source 
release), attackers obtain the key and can decrypt everything owasp.org. 
Similarly, using default keys or the same key across all installations is dangerous 
– malware and attackers routinely search for these. Keys that aren’t protected in 
memory or logs can leak at runtime. In short, if keys are not handled with care – 
kept out of code, not exposed to the user, and not left lying around – an attacker 
doesn’t even need to “break” the crypto; they just use your key to unlock the 
data. 

• Poor Key Management Practices: Beyond just hardcoding, there are broader 
key management failures that pose risks. For instance, never rotating or expiring 
encryption keys means that a key compromise can have unlimited impact 
(attackers can read all data encrypted with that key forever). Using the same key 
for multiple purposes or too much data (e.g. one key encrypts everything in the 
system) increases the blast radius if that key leak. Not storing keys securely (e.g. 
keeping them in plaintext on the server’s filesystem alongside data) is another 
flaw. If an attacker breaches a server, they might find the key sitting right next to 
the encrypted data. Proper key management is often overlooked – things like 
secure generation, distribution, rotation, and revocation of keys – and failure 
here is a leading cause of sensitive data exposure top10proactive.owasp.org. 
Essentially, treating keys with less care than the data they protect (when in fact 
keys are highly sensitive data) is a serious vulnerability. 

• Lack of Encryption (Sensitive Data in Plaintext): Of course, one of the biggest 
mistakes is not using encryption at all when you should. Storing sensitive info in 
plaintext in a database or sending it over an unencrypted channel (HTTP, plain 
socket, etc.) leaves it immediately exposed if someone gains access. For 
example, user passwords or personal details in a database dump will be trivially 
readable if they weren’t encrypted or hashed. If an attacker finds a way to 
download your database (via SQL injection, for instance) and the data isn’t 
encrypted, it’s game over – they have everything. This scenario has led to 
countless breaches. Even partial encryption failures (e.g., encrypting a database 
but leaving backups or logs in plaintext) can undermine security. OWASP 
explicitly warns about transmitting data in clear text and failing to encrypt 

https://owasp.org/Top10/A02_2021-Cryptographic_Failures/#:~:text=,checked%20into%20source%20code%20repositories
https://top10proactive.owasp.org/the-top-10/c2-crypto/#:~:text=,unauthorized%20access%20to%20encrypted%20data


sensitive data at rest owasp.org owasp.org. In modern systems, not using 
cryptography for sensitive data is considered a critical flaw. 

By understanding these risks – from using brittle ciphers to mismanaging keys or 
neglecting encryption – developers can avoid the most common “cryptographic 
failures” that attacker’s prey on. 

5.3 Best Practices (AES-256-GCM, Key Management) 

To properly protect sensitive data, applications should follow established 
cryptographic best practices. Here are the key guidelines: 

• Use Strong, Up-to-Date Encryption Algorithms and Modes: Always employ 
industry-approved algorithms instead of outdated or home-grown schemes. For 
symmetric encryption, AES is the gold standard – specifically AES-256 in GCM 
mode (which provides authenticated encryption) is highly recommended 
cheatsheetseries.owasp.org. AES-GCM gives you confidentiality and integrity 
(via an authentication tag) in one step. For asymmetric encryption, modern 
elliptic curve cryptography (ECC) is preferred (e.g. Curve25519 for key 
exchange); if using RSA, use at least 2048-bit keys cheatsheetseries.owasp.org. 
Also use secure modes of operation (GCM or CBC with an HMAC for integrity, 
etc.) rather than insecure ones like ECB. Ensure proper parameters: never use 
short keys or deprecated algorithms (e.g., avoid 64-bit keys or SHA-1). Do not 
use custom or obscure ciphers – stick to well-vetted standards. Remember to 
also encrypt integrity-sensitive data: if you only encrypt but don’t authenticate 
the data, attackers might tamper with ciphertexts. Using AES-256-GCM by 
default handles this by preventing undetected modifications. In summary, 
choose cryptographic primitives that are widely trusted and meet current 
recommendations (NIST, ISO, etc.) – this typically means AES (128 or 256-bit), 
RSA/ECC, SHA-256/3, and similar robust algorithms. 

• Practice Safe Key Management: Robust encryption isn’t effective if the keys are 
weak or mishandled. Generate keys using a cryptographically secure random 
number generator (CSPRNG), never deterministic or guessable values. Never 
hardcode secrets or keys in your source code – load them from secure 
configuration or secret management systems. Store keys in secure locations: for 
example, use environment variables (not in code), or better, use dedicated 
secret vaults/HSMs where possible. Limit who and what can access these keys 
(principle of least privilege). Rotate keys periodically and have a plan to re-
encrypt data with new keys if a key might be compromised. Also enforce proper 
lifecycle: when a key is retired or an employee with access leaves, ensure the 
key is rolled or revoked owasp.org cryptomathic.com. Use separate keys for 
different data realms (e.g., one key for user data, another for config secrets) so 
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one key’s compromise doesn’t expose everything. Lastly, never reuse IVs or 
nonces with the same key (especially in AES-GCM or CBC) – ensure every 
encryption operation gets a fresh, random IV owasp.org. By managing keys 
carefully – secure generation, storage, rotation, and usage – you maintain the 
strength of the crypto. (As the saying goes, cryptography is easy, but managing 
keys is hard – so invest effort here or use managed services.) 

• Use Proven Libraries and Don’t Roll Your Own Crypto: Implementing 
encryption algorithms correctly is notoriously difficult – even experts get it 
wrong. So, do not create your own encryption algorithms or protocols 
top10proactive.owasp.org. Instead, rely on well-tested libraries and 
frameworks. Use high-level cryptographic APIs that handle the low-level details 
for you. For example, use libsodium or NaCl libraries (which have built-in safe 
defaults), or the standard cryptography library of your language (like Node’s 
crypto, Python’s cryptography, Java’s JCE) rather than trying to write crypto 
code from scratch. These libraries have been peer-reviewed and are continually 
updated for vulnerabilities. Also prefer higher-level protocols over ad-hoc 
schemes: for instance, use TLS for transport security rather than inventing a 
custom encryption layer over sockets. When data needs to be encrypted, use 
established formats (like AES-GCM with a specified key/IV handling) instead of 
inventing a new scheme. By using trusted libraries, you also get proper padding, 
secure random number generation, and resistance to side-channel attacks that 
a custom implementation might overlook. In short, don’t reinvent the wheel – 
leverage the collective expertise of the security community by using tools and 
standards that are known to be secure top10proactive.owasp.org. 

• Encrypt Sensitive Data Everywhere It Matters: Ensure that all sensitive data is 
protected in transit and at rest. For data in transit, always use protocols like 
HTTPS/TLS so that no information travels in clear text (see section 6 for details 
on secure communication). For data at rest (in databases, file storage, 
backups), consider encryption at multiple layers: database-level encryption, file 
system encryption, and/or application-level encryption for particularly sensitive 
fields. A common approach is to encrypt sensitive fields (like passwords – 
though those should be hashed, not encrypted – or personal identifiers) in the 
application before storing, especially if you want the data encrypted end-to-end. 
At the very least, enable features like transparent disk/database encryption. Also 
remember less obvious storage: log files, caches, and backups should not 
accidentally store secrets in plaintext. Data that isn’t stored cannot be stolen 
owasp.org, so also practice data minimization – but if you must store it, encrypt 
it. By making encryption the default for any high-value data, you greatly reduce 
the impact of a breach. For example, if your database is dumped by an SQL 
injection attack, properly encrypted data (with safe key storage) will be useless 
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to the attacker owasp.org. The goal is that even if the bad guys get your files or 
DB, they still can’t read anything sensitive without the keys. 

• Ensure Secure Randomness and Secret Handling: Many cryptographic 
failures come from the misuse of random number generators or improper secret 
handling. Always use a cryptographically secure PRNG for generating keys, IVs, 
tokens, one-time passwords, etc. (e.g., crypto.randomBytes() in Node, 
java.security.SecureRandom in Java). Do not use predictable sources like 
Math.random() for anything security-related owasp.org. Also, seed management 
should be left to the system – do not manually seed a CSRNG with a fixed value 
(that would defeat the purpose). Additionally, handle secret material carefully in 
memory: zero out keys/passwords from memory after use if possible, and be 
mindful of not logging them. Many high-level languages and libraries handle this 
for you, but it’s good to be aware. Finally, watch out for side channels – e.g., 
don’t reveal in error messages whether a decryption failed due to a bad key vs. 
bad ciphertext (that could aid attackers in refining their attacks). In general, stick 
to library routines for encryption/decryption which are designed to be safe, and 
don’t add verbose error logging for crypto operations. By using secure 
randomness and avoiding information leaks, you ensure that your strong crypto 
isn’t undermined by predictable values or inadvertent disclosures. 

Following these best practices – strong algorithms, good key management, trusted 
libraries, ubiquitous encryption, and secure use of randomness – will greatly reduce the 
chance of a cryptographic failure. Cryptography done right can protect data even under 
attack; done wrong, it’s no protection at all. Adhering to standards (like NIST guidelines 
and OWASP recommendations) is the surest path to doing it right. 

5.4 Example (Node.js Encryption) 

Let’s look at a concrete example of encrypting sensitive data in Node.js. In this snippet, 
we’ll use Node’s built-in crypto module to encrypt a piece of data with AES-256-GCM. 
This demonstrates many of the best practices in action: 

js 

CopyEdit 

const crypto = require('crypto'); 
 
// Define algorithm and generate a secure key and IV 
const algorithm = 'aes-256-gcm'; 
const key = crypto.randomBytes(32);    // 256-bit key (normally 

store this securely, not in code) 
const iv = crypto.randomBytes(12);     // 96-bit IV for GCM, must be 

unique per encryption 
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// Encrypt the plaintext 
const plaintext = "Sensitive personal data (e.g., SSN)"; 
const cipher = crypto.createCipheriv(algorithm, key, iv); 
let encrypted = cipher.update(plaintext, 'utf8', 'hex'); 
encrypted += cipher.final('hex'); 
const authTag = cipher.getAuthTag();   // GCM authentication tag for 

integrity 
 
console.log("Ciphertext:", encrypted); 
console.log("Auth Tag:", authTag.toString('hex')); 
console.log("IV:", iv.toString('hex')); 
 
// Decrypt the ciphertext (to verify our process) 
const decipher = crypto.createDecipheriv(algorithm, key, iv); 
decipher.setAuthTag(authTag); 
let decrypted = decipher.update(encrypted, 'hex', 'utf8'); 
decrypted += decipher.final('utf8'); 
console.log("Decrypted text:", decrypted); 
 

What’s happening here? 

• We import Node’s crypto library, which provides vetted cryptographic 
functions. We choose the algorithm aes-256-gcm – this is AES encryption with a 
256-bit key in Galois/Counter Mode (GCM), which provides authenticated 
encryption. GCM will produce an authentication tag that we can use to verify the 
data wasn’t tampered with during decryption. 

• We generate a random 256-bit key and a random 96-bit IV using 
crypto.randomBytes. The key is what unlocks the encryption, and in a real 
application you would not generate a new key each time like this. Instead, 
you’d retrieve a persistent key from a secure source (such as an environment 
variable, a config file not in source control, or a key management service). Here 
we generate it on the fly just for demonstration. The IV (initialization vector) 
should be different for every encryption operation and unpredictable, which is 
why we use random bytes for it. GCM mode in particular requires a unique IV for 
each message encrypted with the same key. 

• We create a cipher instance with crypto.createCipheriv, providing the 
algorithm, key, and IV. Then we encrypt the plaintext. The data is converted 
from UTF-8 to encrypted binary, and we output it in hex format for 
readability/storage. We call cipher.final() to finalize the encryption 
(important to get the last block out). The result encrypted string is the 



ciphertext. We also retrieve the authentication tag (authTag) – a 16-byte value 
that GCM produces to ensure integrity. This tag is critical: you will need to store 
it along with the ciphertext (it’s like a MAC that verifies the ciphertext during 
decryption). 

• We log the ciphertext, IV, and auth tag as hex strings (in a real scenario, you 
wouldn’t log these in plaintext to console, but rather send/store them securely). 
Notice that the ciphertext will look like random gibberish – it’s unintelligible 
without the key. The IV and tag can be public (they don’t need to be secret), but 
they must be kept alongside the ciphertext for decryption. 

• The decryption part (shown to verify the process) uses 
crypto.createDecipheriv with the same algorithm, key, and IV. We then 
provide the authTag back via decipher.setAuthTag() – if this tag doesn’t 
match what it should be (for example, if the ciphertext was modified or the 
wrong key/IV is used), the final step will throw an error. We then reverse the 
steps: decrypt the text with decipher.update() and decipher.final(), 
getting back the original plaintext. In this example, the decrypted output should 
match the original input ("Sensitive personal data (e.g., SSN)"). 

Key points in this example: We used AES-256-GCM (strong algorithm and mode), we 
used secure random values for the key and IV, and we handled the authentication tag. 
We did not hardcode any secrets – the key was generated (you’d normally fetch it from 
secure storage) and the IV is random. This is a minimal example, but it covers the core 
of encrypting data at the application level. In a real application, you might, for instance, 
encrypt a user’s sensitive profile field before saving to the database. You’d store the 
encrypted data, and alongside it stores the iv and authTag (perhaps concatenated or 
in separate database columns). The key would be stored safely elsewhere (for example, 
in AWS KMS or an .env file not checked into git). When you need to read the data, you 
retrieve the ciphertext, IV, and tag, then use the secure key to decrypt as shown. 

By following this pattern, even if an attacker dumps your database, they’d see only 
ciphertext for the sensitive fields – without the key (which is stored securely, say in KMS 
or an environment variable on the server), the data remains protected. This Node.js 
example demonstrates how relatively straightforward it is to do encryption right using 
built-in libraries, and why each step (strong algorithm, random key/IV, including an auth 
tag) is important. 

5.5 Tools (AWS KMS, Libsodium) 

Implementing cryptography correctly often involves using the right tools and services. 
Here are a couple of essential tools that help manage cryptography and sensitive data, 
as well as others worth noting: 



• AWS KMS (Key Management Service): AWS KMS is a managed cloud service for 
handling encryption keys and performing cryptographic operations with those 
keys. Instead of storing and using keys in your own application memory or 
database, you can let KMS store them in a dedicated hardware security module. 
In fact, AWS KMS keys are protected by FIPS 140-3 validated HSMs and never 
leave the KMS hardware in plaintext form docs.aws.amazon.com. With KMS, you 
can create master keys, set policies on who can use them, and use KMS API 
calls to encrypt/decrypt data or generate data encryption keys. A common 
pattern is envelope encryption: your application asks KMS to generate a data 
key; you use that data key locally to encrypt large data, and you store an 
encrypted copy of the data key (which KMS alone can decrypt). This way, even 
your application never sees the master key – it relies on KMS for heavy lifting. 
KMS also handles key rotation (if you enable it, the service can rotate keys 
annually), and provides audit logs of every use of a key (so you can detect if 
something odd is happening). Similar services exist in other clouds (Azure Key 
Vault, Google Cloud KMS) – all with the same goal: take the burden of secure key 
storage and operations off developers and put it in a hardened, monitored 
system. In practice, using KMS means you call an API to encrypt or decrypt data, 
rather than calling a local crypto library with your own key. This adds a slight 
overhead (network call) but massively increases security for high-value keys. For 
example, instead of storing your database encryption key on the server, you 
store it in KMS and only retrieve a plaintext data key when needed (or let KMS 
encrypt/decrypt data chunks for you). AWS KMS is widely used for encrypting 
cloud data (S3 objects, database volumes, secrets in AWS Secrets Manager, 
etc.) – using it in your application helps meet compliance requirements and 
reduces the risk of key exposure. 

• Libsodium (NaCl crypto library): Libsodium is an open-source cryptographic 
library that is designed to be easy to use and hard to misuse. It’s a modern, 
high-level wrapper around a collection of vetted encryption algorithms (originally 
based on Daniel J. Bernstein’s NaCl library). The design philosophy of libsodium 
is to provide “batteries-included” functions for common crypto tasks so 
developers don’t have to assemble the pieces (and potentially do it wrong). For 
example, if you need to encrypt something, libsodium has a single function you 
can call (providing a message and a key) and it will internally handle the nonce, 
the algorithm (Curve25519, ChaCha20-Poly1305 or XSalsa20-Poly1305 for 
authenticated encryption), and output a combined ciphertext+MAC. This 
prevents mistakes like forgetting to add authentication or reusing nonces. The 
library covers symmetric encryption, public-key (asymmetric) encryption, digital 
signatures, hashing, password hashing (it includes Argon2 for example), and 
more doc.libsodium.org news.ycombinator.com. Importantly, it chooses safe 
defaults – for instance, using Curve25519 and Ed25519 for public key crypto, 
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which are state-of-the-art and avoid many pitfalls of old RSA usage. Libsodium is 
cross-platform and has bindings for many languages, including Node.js (via 
libsodium.js or sodium-native), Python (pynacl), etc. Many security 
professionals recommend libsodium for application-level cryptography because 
“the abstractions make it difficult to make mistakes” news.ycombinator.com. 
Instead of needing to remember to call getAuthTag() or to generate a random 
IV yourself (as we did in the Node example), libsodium can handle those details. 
By using libsodium, developers can implement encryption and key derivation 
with far less risk of error compared to using low-level primitives. It’s a powerful 
tool to have in your arsenal when you need to do custom cryptographic 
operations beyond what built-in frameworks offer. Always ensure you use the 
latest version (to get the latest security fixes and algorithm improvements). In 
short, libsodium helps you do crypto right with minimal fuss – it’s like a secure 
toolbox that has already combined the tools correctly. 

• Other Notable Tools/Libraries: In addition to the above, it’s worth mentioning a 
few others. OpenSSL is the foundational library that underpins a huge amount of 
encryption on the internet (it’s what Node’s crypto uses under the hood, for 
example). While you might not use OpenSSL directly in application code (unless 
you’re writing C/C++), it’s often used for generating keys, certificates, and doing 
command-line encryption tasks. There are also language-specific libraries like 
Python’s cryptography (which wraps OpenSSL with a nicer API), Java’s JCE/JCA 
providers (built-in to the JDK), and JavaScript’s Web Crypto API (for in-browser 
encryption). For password protection, tools like bcrypt or Argon2 libraries are 
crucial (and indeed libsodium provides Argon2). And for managing secrets 
(credentials, API keys), dedicated secrets management tools like HashiCorp 
Vault can be used (though Vault is more about storing secrets than performing 
crypto, it can generate dynamic secrets and also tie into HSMs). Finally, when it 
comes to databases, many provide native encryption or tokenization features 
(for example, MongoDB’s client-side Field Level Encryption, or SQL Server’s 
Always Encrypted) – which are tools to offload the heavy lifting of crypto from 
your app to either the client driver or the database engine. Choosing the right 
tool depends on your context: for cloud deployments, a KMS is extremely handy; 
for application code that needs to encrypt data, a library like libsodium or 
Google Tink can reduce errors; and for secret management, Vault or cloud 
secret managers ensure keys and secrets stay out of your codebase. The good 
news is that there are plenty of reliable tools so you rarely need to implement 
crypto all by yourself – use them to your advantage. 
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5.6 References (NIST FIPS 140-3) 

• OWASP Top 10:2021 – A02: Cryptographic Failures: This OWASP category 
details the many ways that improper cryptography leads to vulnerabilities. It 
highlights issues such as using old or weak algorithms, failing to encrypt 
important data, reusing or hardcoding keys, and not managing keys properly 
owasp.org owasp.org. The OWASP guidance for A02 emphasizes that developers 
must “ensure up-to-date and strong standard algorithms, protocols, and keys 
are in place; use proper key management” owasp.org to prevent sensitive data 
exposure. In essence, this reference underscores why encryption needs to be 
done correctly: many real-world breaches (OWASP gives examples like unsalted 
password hashes being cracked, or data transmitted in cleartext) occur due to 
cryptographic misconfigurations or omissions. Reading the full OWASP Top 10 
explanation of A02 can provide concrete examples of what can go wrong (e.g., a 
scenario of unsalted hashes being rainbow-tabled) and reinforces the 
importance of the best practices we’ve discussed. 

• OWASP Cryptographic Storage Cheat Sheet: This is a comprehensive guide by 
OWASP on how to securely store sensitive data at rest using cryptography. It 
provides practical recommendations for developers, such as: use AES for 
symmetric encryption with at least 128-bit keys (256-bit preferred) and a secure 
mode like GCM cheatsheetseries.owasp.org; use strong public-key crypto 
(prefer ECC over RSA, or if using RSA, 2048 bits minimum) 
cheatsheetseries.owasp.org; don’t store sensitive data if you don’t need to (data 
you don’t have can’t be compromised); and avoid custom encryption – “Don’t do 
this” is literally the advice for inventing custom algorithms 
cheatsheetseries.owasp.org. The cheat sheet also discusses where to perform 
encryption (application vs database vs filesystem) and the trade-offs involved 
cheatsheetseries.owasp.org cheatsheetseries.owasp.org. By following this 
cheat sheet, developers can ensure they choose the right algorithms and 
properly protect things like database fields, files, and backups. It’s an excellent 
quick reference for do’s and don’ts (for instance, it reminds you that if you have 
regulatory constraints like FIPS 140-2/3 or PCI-DSS, those may dictate your 
choices cheatsheetseries.owasp.org). In summary, the OWASP Cryptographic 
Storage Cheat Sheet distils a lot of cryptography wisdom into actionable bullets 
for safely handling data at rest. 

• OWASP Key Management Cheat Sheet: A sister document to the above, 
focusing specifically on managing cryptographic keys in an application. This 
cheat sheet provides guidance on key lifecycle management – covering 
generation, distribution, storage, rotation, and destruction of keys 
cheatsheetseries.owasp.org. It stresses the importance of having a plan and 
consistent practices for keys across the organization. Key points include: never 

https://owasp.org/Top10/A02_2021-Cryptographic_Failures/#:~:text=,default%20or%20in%20older%20code
https://owasp.org/Top10/A02_2021-Cryptographic_Failures/#:~:text=,all%20sensitive%20data%20at%20rest
https://owasp.org/Top10/A02_2021-Cryptographic_Failures/#:~:text=,all%20sensitive%20data%20at%20rest
https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html#:~:text=For%20symmetric%20encryption%20AES%20with,used%20as%20the%20preferred%20algorithm
https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html#:~:text=For%20asymmetric%20encryption%2C%20use%20elliptical,is%20at%20least%202048%20bits
https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html#:~:text=Custom%20Algorithms%C2%B6
https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html#:~:text=Where%20to%20Perform%20Encryption%C2%B6
https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html#:~:text=Which%20layer,to%20compromise%20the%20server%20remotely
https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html#:~:text=,how%20widely%20supported%20is%20it
https://cheatsheetseries.owasp.org/cheatsheets/Key_Management_Cheat_Sheet.html#:~:text=This%20Key%20Management%20Cheat%20Sheet,harmonize%20rules%20and%20practices%20for


deriving keys insecurely or reusing keys inappropriately, ensure keys are of 
adequate strength and obtained from reliable sources, and plan for key 
compromise (e.g., have a process to re-encrypt data if a key leaks). The cheat 
sheet also references the need for key custodianship (who/what has access to 
keys) and auditing key usage. It aligns closely with NIST recommendations on 
key management. For example, it echoes that secret keys should be stored in 
secure hardware or vaults when possible, and that every key should have an 
owner and an intended purpose (to avoid one key being a single point of failure). 
By following the Key Management Cheat Sheet, developers and security teams 
can avoid the very common pitfalls of sloppy key handling. This is crucial 
because, as noted in NIST literature, effective encryption depends on 
protecting the keys – a breach can be rendered harmless if keys are safe, or 
catastrophic if keys are compromised cryptomathic.com. This reference serves 
as a checklist to ensure your key management is as robust as the algorithms you 
use. 

• NIST FIPS 140-3 (Security Requirements for Cryptographic Modules): FIPS 
140-3 is a U.S. government standard that specifies security requirements for 
cryptographic modules (the hardware or software that perform encryption and 
manage keys). In practice, it’s a certification that cryptographic tools (HSMs, 
libraries, etc.) meet certain security levels. FIPS 140-3, published in 2019 as the 
successor to the well-known FIPS 140-2, is used by government and industry to 
ensure a crypto module is designed and implemented securely en.wikipedia.org. 
It covers aspects like approved algorithms and key lengths, secure key storage 
and zeroization, physical tamper-resistance of hardware, and more 
encryptionconsulting.com encryptionconsulting.com. While as a developer you 
might not directly implement to FIPS specs, this standard matters when 
selecting tools: for instance, AWS KMS uses FIPS 140-3 validated HSMs 
docs.aws.amazon.com, and OpenSSL can be built in FIPS mode for compliance. 
If you work in a regulated environment (government, finance, healthcare), you 
may be required to use FIPS-validated crypto modules. The key takeaway from 
FIPS 140-3 as a reference is the assurance level – it’s essentially a seal of 
approval that a cryptographic engine has been independently validated for 
strong security. It’s a deep and complex standard, but its presence in 
requirements means you should prefer libraries and services that are FIPS 140-
2/3 compliant when necessary. In summary, FIPS 140-3 is about trusting the 
crypto under the hood – it’s a reference point for what it means to have a secure 
crypto implementation. Developers should know that when someone asks “Is 
this encryption FIPS compliant?,” they are asking if the underlying module meets 
those stringent criteria. 

• NIST SP 800-57 Part 1 – Key Management Guidelines: This NIST Special 
Publication (Part 1) is a cornerstone document providing best practices for 
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cryptographic key management. It emphasizes that strong encryption is only as 
strong as the keys kept secret and properly handled cryptomathic.com. The 
guideline covers the entire lifecycle of keys: from generation (using quality 
random sources), to distribution (securely getting keys to where they need to be, 
e.g., using key exchange protocols), to storage (protecting keys in memory and at 
rest, perhaps in hardware or encrypted form), to rotation and expiration (keys 
shouldn’t be used forever; define usage periods), and destruction (securely 
erasing keys when no longer needed). It provides recommendations on key 
lengths and algorithms to meet various security strength levels (for example, 
that AES-256 and RSA 2048 are acceptable for top-level security through 2030 
and beyond), aligning with standards like FIPS 140-3 and others. For developers, 
SP 800-57 can be heavy reading, but it’s the authoritative source on things like 
how often to change keys, how to derive keys safely (hint: use NIST-approved 
KDFs), how to handle key backup and recovery, and so on. A practical example 
of guidance from this document: it might recommend that if you’re encrypting 
highly sensitive data, you should use distinct keys for encryption vs. MAC to 
follow the principle of key separation, or that you should implement dual control 
(two people required) for accessing master keys in production. The document is 
also useful to justify practices to auditors — many compliance regimes point to 
NIST 800-57 as “the way” to do key management. In summary, this reference is 
the go-to for the care and feeding of cryptographic keys. It underlines that 
managing keys is as important as the encryption algorithms themselves, and it 
offers a framework to do it systematically. Developers and security teams can 
use these guidelines to design their key management processes (or evaluate 
cloud key management offerings) to ensure they meet a high security bar. 
cryptomathic.com 
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6. API Security (Rate Limiting, Schema Validation, 
OAuth2) 

6.1 Overview 

Modern applications often expose APIs (Application Programming Interfaces) for client 
apps (like web or mobile) or third-party integrations. API security is about protecting 
these endpoints so they are used only as intended and not abused. It involves 
controlling who can access the API (authentication and authorization), validating the 
data exchanged (so no malicious input causes harm), and ensuring the API can’t be 
overwhelmed or manipulated by bad actors. In simple terms, think of your API as a 
public doorway into your application’s data and functionality – API security is the guard 
at that door, checking IDs, scanning packages, and rate-limiting how fast people can 
come through. 

APIs introduce unique considerations. They are often stateless and can be accessed 
programmatically, which means attackers can automate requests easily. A secure API 
design anticipates that someone might try to call endpoints in ways the normal UI 
wouldn’t – for example, calling an admin-only API, sending overly large payloads, or 



rapidly repeating requests. Good API security defends against these scenarios by 
design. This includes requiring proper auth tokens (e.g., OAuth2 access tokens or API 
keys) for every request, enforcing input schemas so that only expected data gets 
through, and adding safeguards like rate limiting to throttle abuse. 

Because APIs are commonly used as integration points, following standards is key. 
Using OAuth2 for authentication/authorization in APIs, for instance, allows you to 
delegate and verify identities securely (rather than inventing a custom auth scheme that 
might have flaws). Likewise, enforcing HTTPS for all API traffic (as covered in Secure 
Communication) is mandatory. In summary, API security ensures that your 
application’s programmatic interface is locked down just as much as the web UI – so 
that an API endpoint isn’t a secret backdoor for attackers. 

6.2 Risks (Denial of Service, Broken Authorization) 

If APIs are not secured, several types of vulnerabilities can arise: 

• Denial of Service (DoS) via Abuse: Without rate limiting or resource quotas, an 
attacker could flood the API with a huge number of requests or very large 
payloads, overwhelming the application or database. For example, a public 
search API that allows unlimited requests could be script-automated to spike 
CPU or memory usage, making the service unavailable to normal users. This is 
essentially a denial-of-service attack. Lack of rate limiting also enables brute-
force attacks (like trying many credentials on a login API). 

• Broken Authentication/Authorization: APIs that don’t enforce proper 
authentication or permission checks for each request risk exposing data to 
unauthorized parties. A common issue is when an API endpoint is not protected 
by an auth check because developers assumed it would only be called from a 
trusted UI. Attackers can directly call these endpoints if discovered. For 
instance, if an API has /admin/getAllUsers and it’s not verifying that the caller 
is an admin, anyone who finds that URL could retrieve sensitive user data. 
Another example is not validating OAuth2 tokens properly – if the API accepts 
expired or tampered tokens due to poor verification, attackers could 
impersonate users. These flaws correspond to OWASP API Top 10 issues like 
Broken Object Level Authorization (similar to IDOR) and Broken User 
Authentication. 

• Injection and Data Tampering: Without strict schema validation, an API might 
accept input that leads to SQL injection, command injection, or other issues on 
the server side. For example, a poorly validated JSON payload could include a 
field that the backend code directly uses in a database query (userId": "105 
OR 1=1 scenario) or in object construction (leading to mass assignment 



vulnerabilities, where an attacker sets fields they shouldn’t be able to). Mass 
Assignment is a risk particularly in APIs: if the API automatically binds request 
JSON into a database object, an attacker could add extra fields (like 
"isAdmin": true) that get persisted because the developer forgot to blacklist 
or validate unexpected fields. This is essentially an authorization bypass through 
input manipulation. 

• Excessive Data Exposure: APIs often return data in a structured form (JSON, 
XML). If developers aren’t careful, they might return more data than necessary. 
An example is an API that returns user profile info might inadvertently include 
internal fields like isAdmin or accountBalance that the client didn’t need. 
Attackers love to call APIs and see if additional data comes back. If the API 
doesn’t filter or mask sensitive fields, it can leak information. This is often due to 
convenience (serializing entire objects) but is a security risk. 

In summary, the major API security risks include an attacker overwhelming the service 
(if no throttling), gaining unauthorized access to data or functions (if auth is broken or 
inputs are not validated), and gleaning sensitive info from overly generous responses. 
Many high-profile breaches have been via insecure APIs, so these risks are very real. 

6.3 Best Practices (Throttling, Input Validation) 

To secure your APIs, apply these best practices: 

• Use Strong Authentication and Authorization: Every API call should be 
authenticated (unless it’s explicitly public) and enforce authorization checks. 
Use standards like OAuth2 or JSON Web Tokens (JWT) for authentication. 
OAuth2 allows you to issue access tokens with specific scopes (permissions) – 
for example, a token that permits reading a user’s own data but not modifying 
admin settings. Validate these tokens on each request (checking signature, 
expiry, and scope). Avoid homemade auth; use well-tested libraries or services 
(Passport.js or NextAuth for Node, Spring Security for Java, etc.). Also, ensure 
authorization at the object level – the API should verify that the authenticated 
user is allowed to access the specific resource ID they’re requesting (preventing 
IDOR). In practice, that means checking that userId in the token matches the 
owner of the data being accessed, or that the user has an admin role if they’re 
trying an admin action. 

• Implement Rate Limiting and Throttling: Protect your API from abuse by 
limiting how often clients can call it. You can enforce a limit like “100 requests 
per minute per IP or per user account”. Many frameworks and API gateways 
support this easily. For instance, in an Express.js app you might use the 
express-rate-limit middleware to apply rate limits to routes. Throttling 



ensures that even if someone tries to spam the API, they get blocked after a 
reasonable threshold, preventing Denial of Service by request flooding. You 
might set different limits for different endpoints (e.g., allow more calls to a 
lightweight GET API than to a heavy data-modifying POST). Also consider overall 
bandwidth quotas or payload size limits (reject super large JSON bodies) to avoid 
resource exhaustion. 

• Strict Input Schema Validation: Treat incoming API data as untrusted and 
validate everything. Define a schema for your JSON inputs – exactly which fields 
are expected, their types, allowed ranges or patterns, etc. Then enforce that: if 
anything doesn’t match (unexpected field, wrong type, too long, fails regex), 
reject the request with an error. This prevents attackers from sneaking in 
malicious data. For REST APIs, you can use libraries like Joi or Yup (for 
Node/JavaScript) to define schemas, or use built-in validation frameworks (e.g., 
Spring’s @Valid annotations in Java). For GraphQL APIs, the schema inherently 
defines types and can reject out-of-spec input. Schema validation also stops 
mass assignment by disallowing properties that aren’t explicitly defined. For 
example, if your User update API expects only name and email, the schema 
validator will reject a request that includes isAdmin or other fields, protecting 
you from privilege escalation attempts. 

• Output Filtering and JSON Responses: Ensure your API responses only include 
necessary data. Do not simply serialize entire database objects with all fields. 
Instead, explicitly construct response DTOs (Data Transfer Objects) or use 
mechanisms to exclude sensitive fields. Many frameworks let you specify hidden 
fields or use view models. For instance, if using Mongoose (MongoDB ORM for 
Node), you can set certain fields to select: false so they don’t output by 
default. Always review what data you’re sending out – for example, if returning 
user info, you might include id, name, email but exclude passwordHash, 
lastLoginIp, roles unless needed. By minimizing data exposure, you reduce 
what an attacker can learn even if they access an API. 

• Enable CORS Carefully for Web APIs: If your API is consumed by web browsers 
(e.g., a Single Page App), configure CORS (Cross-Origin Resource Sharing) 
properly. Only allow the domains that need to access your API, and only the 
methods/headers needed. A misconfigured CORS (like allowing all origins with 
credentials) could let any website trick a user’s browser into making API calls on 
their behalf. CORS doesn’t protect the API by itself (it protects the user’s 
browser), but it’s part of secure API setup for front-end integrations. Essentially, 
lock down Access-Control-Allow-Origin to your domains. 

• Use an API Gateway or WAF: In more complex deployments, an API gateway 
can act as a central enforcement point for many of the above controls. 
Gateways (like Kong, Apigee, AWS API Gateway) can handle authentication, rate 



limiting, and even basic payload validation before requests hit your service. 
Similarly, a Web Application Firewall (WAF) can detect and block common 
malicious patterns in API requests (like SQL injection strings). While not 
foolproof, these add defence in depth. For example, if you put AWS API Gateway 
in front of a Lambda API, you can configure it to require API keys or usage plans 
(throttling) and use request validation templates. This can save development 
effort and provide a consistent security layer for all your APIs. 

• Logging and Monitoring: As with any part of your app, keep good logs of API 
access, especially authentication failures, rate limit triggers, or invalid input 
attempts. Monitoring tools can alert you if an API endpoint suddenly gets a spike 
in traffic or errors, which could indicate an attack in progress. For example, if 
you notice hundreds of 429 “Too Many Requests” responses for a particular user 
or IP, you know someone is hitting the rate limits – possibly an attack you should 
investigate. By keeping an eye on logs, you can respond quickly to abuse and 
also fine-tune your limits and rules. 

By following these best practices, your API will enforce that only properly authenticated 
and well-formed requests get through, and even those are limited in frequency. This 
dramatically lowers the chance of both data breaches and service outages due to 
malicious activity. 

6.4 Example Scenario 

Example – Preventing Mass Assignment in a User Update API: Imagine you have a 
mobile app where users can update their profile via an API call to 
/api/users/updateProfile. The intended request JSON includes fields like 
{"name": "New Name", "email": "new@example.com"}. Now, suppose the 
backend naively takes whatever JSON comes in and merges it into the user object in the 
database. An attacker figures this out and crafts a request: 

json 

CopyEdit 

{ 
  "name": "Eve", 
  "email": "eve@evil.com", 
  "isAdmin": true 
} 
 

If the server code doesn’t explicitly filter out isAdmin, it might update the user’s 
isAdmin flag in the database. Suddenly, the attacker “Eve” becomes an admin by 
simply adding a field in the API call – a classic mass assignment vulnerability. This 

mailto:new@example.com
mailto:eve@evil.com


actually happened in some older frameworks where mass-assignment was the default 
behavior (developers had to blacklist or whitelist fields, and if they forgot, attackers 
could set arbitrary fields). 

Secure Design Applied: To prevent this, the API should enforce a schema. Using a 
validation library, define exactly which fields are allowed for profile updates. For 
example, using Joi in Node.js you might have: 

javascript 

CopyEdit 

// Define schema for expected input 
const schema = Joi.object({ 
  name: Joi.string().max(100).required(), 
  email: Joi.string().email().required() 
}); 
 

When a request comes in, you validate req.body against this schema. If isAdmin is 
present (not in schema), validation fails and you reject the request. The attacker’s 
attempt to include extra fields is stopped before it even reaches the database layer. 

Additionally, your database update code should not blindly apply user input. Instead of 
something like User.update(userId, req.body) (which updates all fields from 
input), it could explicitly set name and email from the validated input. This double-
check ensures even if someone bypassed one layer, another layer protects the data. 

Now let’s add rate limiting to this scenario: suppose the attacker tries to brute-force 
different user IDs on an admin-only endpoint 
/api/admin/getUserData?userId=XYZ. With no rate limits, they could iterate userId 
from 1 to 100000 and harvest data. However, because we implemented rate limiting, 
after, say, 60 requests in a minute, the system starts rejecting further requests from 
that attacker’s IP or account. This slows down or thwarts mass enumeration. In 
practice, the attacker might give up because it’s taking too long or their script is getting 
blocked frequently. 

One more layer: using OAuth2, each request carries an access token that encodes the 
user’s roles/scopes. The /api/admin/getUserData endpoint checks that the token 
has an “admin” scope. So even if an attacker obtains a normal user’s token, when they 
try to call an admin API, the lack of appropriate scope results in a 403 Forbidden. This is 
defense in depth – the token prevents unauthorized role usage, the code logic checks 
resource ownership, and the rate limiter mitigates brute force. 



In summary, this scenario shows a chain of protections: schema validation stopping 
sneaky inputs, role-based checks stopping unauthorized access, and rate limiting 
mitigating brute-force enumeration. All these are part of API security best practices 
working together. 

6.5 Recommended Tools 

Developers don’t have to implement API security from scratch – many tools and 
libraries can help enforce these best practices: 

• API Schema Validators: For REST APIs, libraries like Joi (JavaScript/Node), 
celebrate (an Express middleware for Joi), Flask-Inputs (Python), or JSON 
Schema validation libraries in many languages can automatically check request 
bodies. These tools let you define allowed schema in a declarative way and will 
reject or sanitize anything that doesn’t conform. Using them greatly reduces 
manual input checking. For instance, Joi can validate nested objects, enforce 
string patterns, etc., with a single function call. In strongly typed languages 
(Java, C#), frameworks often generate validation errors if JSON doesn’t map to 
the expected DTO class – leverage that. 

• Rate Limiting Middleware/Services: Almost every tech stack has a solution for 
rate limiting. In Node.js, express-rate-limit is a popular middleware; in Laravel 
(PHP) there’s a throttle middleware; Django (Python) has django-ratelimit. These 
are usually one-liner integrations where you set rules like “max X requests per Y 
seconds.” There are also external services and API gateways (like Cloudflare, 
AWS API Gateway, or Kong) that can enforce rate limits at the edge. If you’re on 
Kubernetes, an API gateway like NGINX Ingress or Istio can apply rate limits too. 
The key is to choose a tool that integrates with your stack and configure sensible 
defaults (like start with a fairly generous limit that real users won’t hit, but 
attackers will if they brute force). 

• OAuth2 and JWT Libraries: Implementing OAuth2 from scratch is very complex, 
so use existing libraries or providers. For example, Passport.js (Node) has 
strategies for OAuth2 and JWT verification; Spring Security (Java) can handle 
OAuth2 resource server checks; Python has Flask-JWT-Extended or django-
rest-framework-simplejwt. These tools verify tokens for you – checking 
signatures, expiration, issuer – so you don’t accidentally skip an important step. 
If using a cloud identity provider (Auth0, AWS Cognito, Azure AD B2C), they often 
provide SDKs that make protecting APIs easier (you essentially configure the JWT 
audience/issuer, and the library enforces that incoming tokens are valid). 

• API Gateways & Managed Services: Tools like Kong, Traefik, or cloud API 
gateways can act as a first line of defense. They often have plugins for auth and 
rate limiting. For example, Kong has an OAuth2 plugin and rate-limiting plugin 



which you can enable with a config file instead of coding it in each service. AWS 
API Gateway can require API keys or Usage Plans. These tools are especially 
useful in microservice architectures to avoid duplicating security logic in every 
service. A gateway can also do request body size limiting, IP allow/deny lists, 
and even some caching to mitigate repetitive requests. 

• Web Application Firewalls (WAFs): WAFs such as ModSecurity or cloud WAFs 
(AWS WAF, Azure WAF) can help catch common attack patterns. They often 
come with rulesets (like the OWASP Core Rule Set) that include API-specific 
protections. For example, they might detect if someone is trying SQL injection in 
an API parameter and block that request. While WAFs can produce false 
positives and are not a substitute for proper validation, they are a useful tool to 
have in front of your API as an additional filter. Some WAFs even have bot 
detection to distinguish script abuse from legitimate use. 

• OpenAPI/Swagger Tools: Defining your API with an OpenAPI (Swagger) 
specification can indirectly improve security. There are tools that take an 
OpenAPI spec and auto-generate validators or tests. For instance, Prism by 
Stoplight can act as a mock server or validator for your API based on the spec. 
Some API frameworks can import a Swagger definition and ensure incoming 
requests conform to it. By having a formal spec, you reduce the chance of 
“undocumented endpoints” which are often the ones lacking proper security. 

In summary, use the tools available: don’t reinvent rate limiting or token parsing. By 
leveraging proven libraries and services, you get robust implementations of security 
controls and can focus on your application logic. Combine multiple tools (e.g., 
framework middleware + an API gateway + external monitoring) for defense in depth. 
Most of these solutions are either free or have free tiers, especially for open-source 
projects, so there’s little excuse not to use them in a modern API. 

6.6 References 

• OWASP API Security Top 10 (2019 & 2023) – OWASP’s list of the top API 
vulnerabilities. It highlights issues like Broken Object Level Authorization, 
Excessive Data Exposure, Lack of Resources & Rate Limiting, etc. Reading this 
gives your insight into what specific API flaws attackers look for, with examples 
salt.security security.stackexchange.com. The OWASP API Top 10 is essentially 
a specialized version of the OWASP Top 10, focusing on API-specific concerns – 
a must-read for understanding API threats. 

• OWASP Cheat Sheet: REST Security – A detailed cheat sheet that provides best 
practices for securing RESTful APIs cheatsheetseries.owasp.org. It covers things 
like requiring HTTPS, how to do authentication and input validation for APIs, 
CORS configuration, and output encoding. It’s a concise checklist style 

https://salt.security/blog/owasp-api-security-top-10-explained#:~:text=OWASP%20API%20Security%20Top%2010,key%20security%20challenges%20in
https://security.stackexchange.com/questions/249369/access-control-for-rest-apis-owasp-recommendation#:~:text=Access%20Control%20for%20REST%20APIs,monolithic%20applications%20implement%20this
https://cheatsheetseries.owasp.org/cheatsheets/REST_Security_Cheat_Sheet.html#:~:text=REST%20Security%20,keys%20or%20JSON%20Web%20Tokens


reference that can be used during development to ensure you didn’t forget a key 
aspect (for example, it reminds to send security headers even in API responses). 

• OAuth 2.0 Authorization Framework (RFC 6749) – The official IETF specification 
for OAuth2. It’s heavy reading, but sections of it explain the reasoning behind 
token-based auth, different grant types (authorization code, client credentials, 
etc.), and security considerations for implementing OAuth2. If you use OAuth2 
via a library or provider, you might not need to read it end-to-end, but it’s a good 
reference to understand concepts like refresh tokens, scopes, and why OAuth2 
is designed a certain way. Additionally, RFC 8252 (OAuth for Native Apps) gives 
guidance on mobile/native app OAuth, which is relevant if you’re securing a 
mobile API integration. 

• OWASP Cheat Sheet: Mass Assignment – Discusses the mass assignment 
vulnerability and ways to prevent it. Since APIs often directly map JSON to 
objects, this cheat sheet provides insight on how to safely handle object binding. 
It suggests using allow-lists of fields or specialized mapping functions rather 
than generic ones. This is a good reference if your stack has features that 
automatically bind request data to models – it will tell you what to watch out for. 

• NIST SP 800-204A: Building Secure Microservices-based Applications – This 
NIST guidance (800-204 series) covers security strategies for APIs and 
microservices. It includes recommendations like using an API gateway, service 
mesh security features, and enforcing authentication/authorization between 
services. It’s more aimed at architects, but developers can glean practices for 
designing secure APIs in a microservice environment. It underscores principles 
like zero trust (don’t trust calls just because they originate internally) and the 
importance of centralized identity management in an API ecosystem. 

 

 

 

 

 

 

 

 

 



 

 

 

 

7. Database Security (SQL Hardening, ORM Safety) 

7.1 Overview 

The database is often where an application’s most sensitive information lives, so 
securing it is paramount. Database security in a coding context means writing code and 
queries in a way that the database is not compromised by malicious input or misuse. 
It’s about hardening how your application interacts with the database. This includes 
preventing injection attacks (where attackers send malicious queries through your 
app), using secure configurations (like least-privilege accounts), and leveraging 
frameworks (ORMs – Object-Relational Mappers) safely to avoid common pitfalls. 

In simpler terms, think of the database as a treasure vault. Database security measures 
are like the combination lock and guard rules for that vault: even if someone tries a 
clever trick (SQL injection) or steals a key (database credentials), the layers of security 
ensure the data inside remains safe. As a developer, you control many of those layers 
through how you write database queries and manage connections. 

A key concept is that your application should never trust data to form database 
commands directly. Instead of building SQL strings by concatenation (which is error-
prone and dangerous), we use parameterized queries or ORMs that handle the SQL 
generation, thereby neutralizing malicious input. Another concept: the principle of least 
privilege – the database user that the app uses should have only the minimal rights 
needed (for example, it may only have access to its own schema, and maybe only 
perform SELECT/UPDATE on certain tables if that’s all that’s required). This way, even if 
the app is tricked into doing something unintended, the DB account’s limitations can 
act as a safety net. 

Additionally, database security involves things like ensuring sensitive data is stored 
securely. This crosses into cryptography – e.g., storing passwords hashed, personal 
data encrypted at rest – but from the coding side, it means using proper hashing 
libraries (like Bcrypt) and not hardcoding secrets in your DB code. It also means being 
mindful of how error messages from the database are handled; detailed SQL error logs 
should not leak out to users, or they might reveal database structure. 



In summary, secure coding for databases ensures that your queries are safe from 
injection, your database credentials and permissions are properly restricted, and your 
data storage follows security best practices. It’s about preventing attackers from using 
your database against you via your own queries. 

7.2 Risks (SQL Injection, Privilege Misuse) 

Common risks and vulnerabilities related to databases include: 

• SQL Injection: This is one of the most dangerous web vulnerabilities and occurs 
when an application incorporates untrusted input into an SQL query in an unsafe 
way. If an attacker can inject SQL syntax into a query, they might extract data, 
alter data, or even destroy tables. For example, if a login form builds a query like 
SELECT * FROM Users WHERE username = 'alice' AND password = 

'password' directly from input, an attacker can input alice' OR '1'='1 as 
the username and bypass authentication (as explained in Input Validation 
section). Or they could do '; DROP TABLE Users;-- as input to attempt 
deletion of a table. SQL injection can compromise the entire database. It’s often 
caused by concatenating strings to form queries or not escaping input properly. 
It’s not just SELECT statements – an injected DELETE, UPDATE, or INSERT can be 
just as devastating. Even ORMs can be vulnerable if developers improperly use 
APIs (like using raw SQL methods with untrusted input). 

• ORM Misuse and Query Risks: Many apps use ORMs or query builders (like 
Sequelize, Hibernate, Django ORM). While these tools by default parameterize 
queries, they often have escape hatches – e.g., a method to execute raw SQL or 
to filter using a raw string. If developers use these without caution, they can re-
introduce injection issues. Another risk is the so-called “N+1 query problem” 
(more about performance) but could become a security concern if it leads to 
DoS (inefficient queries that can be exploited to slow the system down). Also, 
some ORMs might generate queries that expose too much if not configured (like 
lazy loading pulling in related data that wasn’t necessary and might include 
sensitive info). 

• Exposed Database Credentials/Endpoints: If the database connection string 
or credentials are exposed (for instance, committed in code or config and 
leaked), an attacker could directly connect to the database. Or if the database is 
not firewalled to only allow the app server, an attacker might find the DB open on 
the internet. This is more of an infrastructure config issue, but it’s related – as a 
dev, you must ensure secrets like DB passwords are not in source control and 
that environment configurations are secure. If an attacker gets DB access, it’s 
usually game over for data. 



• Privilege Escalation via DB: If the application’s DB user is over-privileged, an 
injection attack becomes far worse. For example, if your app connects as a 
database admin (with rights to create users or drop tables), an injection attack 
could not only read data but also create a new admin account or drop the entire 
schema. Even without injection, a bug or backdoor in the app could allow a user 
to execute an SQL query (if an admin tool is mis-implemented, for instance). If 
the DB user has broad rights, that misuse is more damaging. Another angle: if 
multiple applications share a database and the credentials aren’t isolated, a 
vulnerability in one app could be used to pivot and compromise data of another. 

• Lack of Encryption for Sensitive Data: While not an application code 
vulnerability per se, failing to encrypt sensitive data in the database is a risk. If 
someone gains unauthorized access to the DB (via SQLi or credential leak), they 
can directly read things like passwords, personal info, etc. Best practices dictate 
hashing passwords (so even if the Users table is dumped, the actual passwords 
aren’t in plain text) and encrypting high-value fields (like SSNs or credit card 
numbers) at rest. The risk is that developers sometimes store things in cleartext 
out of convenience, which increases impact when a breach occurs. 

• Detailed Error Messages and Metadata Leakage: If the application catches a 
database error (e.g., a SQL syntax error or constraint violation) and displays it 
verbatim to the user, it might leak internal info. For instance, an error revealing 
table or column names gives attackers clues about the schema, which can help 
in crafting injection or other attacks. This ties into Error Handling, but it’s worth 
noting in DB context: errors should be logged but not exposed in detail to end-
users. 

Overall, the biggest risk to focus on is SQL injection, because if present, it can 
circumvent almost all other controls. The other risks either amplify injection (by using 
high privileges) or come into play in specific scenarios (like leaked creds or not 
encrypting data making a breach worse). 

7.3 Best Practices (Parameterized Queries, Least Privilege) 

To mitigate the above risks, developers should adopt the following practices when 
dealing with databases: 

• Always Use Parameterized Queries or Prepared Statements: This is the 
number-one defense against SQL injection. Parameterized queries mean you do 
not concatenate user input into SQL strings; instead, you write SQL with 
placeholders (e.g., SELECT * FROM Users WHERE username = ? AND 
password = ?) and then bind actual values to those placeholders. The 
database treats the values strictly as data, no matter what characters they 



contain, thus injection payloads don’t execute. Virtually all languages and DB 
drivers support this. For example, in Node with MySQL: 
connection.query("SELECT * FROM Users WHERE id = ?", [userId]) 
will safely substitute the userId. In PHP PDO or Python’s psycopg2 for Postgres, 
you use prepared statements or parameter arrays. If using an ORM, by default 
methods like find or where with arguments will parametrize for you (e.g., 
User.findOne({ where: { email: userInput } }) in Sequelize will not 
concatenate the string directly). Stick to these safe methods and avoid dynamic 
SQL construction. 

• Use ORM or Query Builder Features Safely: ORMs abstract a lot of SQL away 
and can make it easier to avoid injection. Use them as intended. That means 
using the model query APIs rather than raw SQL where possible. If you do need 
raw SQL (some complex report or a performance tweak), most ORMs have a safe 
method where you can pass parameters separately. For instance, Sequelize’s 
sequelize.query("UPDATE Products SET price = :price WHERE id 

= :id", { replacements: { price: newPrice, id: prodId } }) 
allows raw query with named parameters. This still uses binding under the hood. 
Avoid string-building like "...WHERE id=" + prodId at all costs. Additionally, 
enable ORM protections – many ORMs have an option to automatically escape 
identifiers, or to log warnings if raw queries are used unsafely. By leveraging 
these tools, you reduce the chance of injecting flaws. 

• Principle of Least Privilege for DB Accounts: Set up your database user 
accounts so that the application only has the permissions it truly needs. For 
example, if your app only performs SELECTs and UPDATES on certain tables, it 
doesn’t need permission to DROP tables or GRANT new users. In MySQL, you 
might create a user like appuser@webserver that only has 
SELECT/INSERT/UPDATE on the specific application schema. In PostgreSQL, 
you might restrict the search_path or use a role with limited grants. This way, 
even if an attacker finds a way to run arbitrary SQL through your app (say, via an 
injection vulnerability you missed), they cannot perform destructive actions 
beyond the scope of that user. They’d be limited, perhaps, to reading and 
modifying data in that schema, not dropping the whole database or accessing 
other databases. Also, never use the default admin account (like sa for SQL 
Server or root for MySQL) in your application code. That’s like giving your app a 
skeleton key to the DB – extremely dangerous. 

• Secure Database Configuration: While this strays into DevOps, developers 
should be aware: ensure the database is not openly accessible. Typically, your 
DB should only accept connections from your application server, not from the 
whole internet. This might be done via network rules or by running the DB on a 
private subnet. Additionally, use strong passwords for database accounts, and 
rotate them if needed. If your app is in a cloud environment, consider using IAM 



roles or cloud-specific auth to connect to managed DBs (for example, AWS RDS 
can use IAM authentication rather than a static password). The code would then 
obtain a temporary token. This removes long-lived credentials from your config. 
At minimum, never hardcode the DB credentials in source code – put them in 
environment variables or config files that aren’t in source control, and use a 
secrets manager if available. 

• Validate and Sanitize Data Before Database Insertion: This overlaps with 
Input Validation, but from a DB perspective, enforcing data format can prevent 
certain attacks or corruption. For example, if an “age” field should be a number, 
validate that it is an integer before it ever goes into an SQL query or an ORM call. 
This prevents odd cases where someone might attempt SQL injection through 
numeric fields (less common, but e.g., ' OR 1=1 as a string where a number is 
expected might just error out rather than inject). Also, sanitizing inputs can 
prevent stored XSS or other issues – e.g., if a user can store a comment in the 
DB, and you later display it, you might want to strip scripts (this is more an 
output encoding issue, but could be considered at storage time too). Essentially, 
ensure the data going into the database is clean and conforms to expected 
patterns, which also protects the integrity of your database (garbage in, garbage 
out). 

• Encrypt Sensitive Data at Rest: In your code, when dealing with very sensitive 
info (passwords, API keys, personal data), use cryptographic functions before 
storing. For example, always hash passwords with a strong algorithm (bcrypt, 
Argon2, PBKDF2) before saving to the Users table. That way, even if the table is 
exposed, passwords aren’t in plaintext. For things like credit card numbers or 
SSNs, consider using encryption libraries to encrypt the data, and store the 
ciphertext in the DB (with proper key management so that the app can decrypt 
when needed). Some databases support transparent encryption or can encrypt 
at the column level too. The idea is to reduce the value of what’s stored: an 
attacker who somehow reads the DB shouldn’t immediately get everything in 
clear. As a developer, this might involve using libs like PyCrypto/Crypto++ etc., 
or using vaults to handle encryption. While this goes a bit beyond “coding” and 
into policy, it’s worth including in your design. 

• Handle Database Errors Securely: Make sure that if an SQL query fails (due to 
syntax error, constraint violation, etc.), the error that propagates to the user is 
generic (like “Server error” or a custom message), not the raw SQL error. Log the 
detailed error on the backend for debugging. This prevents leakage of info such 
as table names or SQL syntax that could aid an attacker. Many frameworks will 
throw exceptions for SQL errors – catch them and respond with a safe error 
message. For example, if a registration fails because a username must be 
unique (unique index violation), instead of showing an SQL error to the user, 



catch that and show a friendly “Username already taken” message (or whatever 
is appropriate). This ties into secure error handling, ensuring you’re not 
accidentally disclosing internals via DB error messages. 

By following these practices, you guard against the majority of code-level database 
vulnerabilities. Parameterized queries and least privilege alone dramatically cut down 
the risk of injection and its impact. When you add encrypted storage and careful secret 
management, even if an attacker somehow gets through, the damage can be 
contained. 

7.4 Example Scenario 

Example – Mitigating SQL Injection in a Search Feature: Suppose you’re developing a 
simple search function where users can search products by name. A naive 
implementation in Node.js might do: 

javascript 

CopyEdit 

// Vulnerable approach (do NOT do this): 
app.get('/search', (req, res) => { 
    const query = req.query.q; 
    db.query(`SELECT * FROM Products WHERE name LIKE '%${query}%'`, 

(err, results) => { 
        // ... send results ... 
    }); 
}); 
 

Here, if a user enters camera as q, it searches product names containing “camera”. But 
an attacker could enter camera%' OR '1'='1 as the search term. The resulting SQL 
becomes: 
 SELECT * FROM Products WHERE name LIKE '%camera%' OR '1'='1%' 
 The '1'='1' always true condition could make the query return all products, ignoring 
the intended filter. With more complex injection, they might union other tables or etc. 

Safe approach with parameterization: 

javascript 

CopyEdit 

app.get('/search', (req, res) => { 
    const query = req.query.q; 
    const sql = "SELECT * FROM Products WHERE name LIKE ?"; 
    db.query(sql, [`%${query}%`], (err, results) => { 



        // ... send results ... 
    }); 
}); 
 

Now the database receives the query with a parameter for the name filter. If the 
attacker tries the same trick, the parameter value literally is %camera%' OR '1'='1% 
(as a string). The database will look for product names matching that bizarre string 
(likely none) rather than treating OR '1'='1 as SQL logic. The injection is neutralized, 
and the attacker just gets no results instead of all results. 

Now consider database privileges: your application’s DB user only has SELECT on the 
Products table. Even if the attacker found another injection vector where they 
attempted DROP TABLE Products, the database would refuse because that user isn’t 
allowed to drop tables. So you had two layers: the code prevented the injection, and the 
DB permissions would mitigate impact if an injection slipped by. 

Another scenario: Least privilege in action. Imagine a reporting feature where an 
admin can input an SQL-like filter (like choosing a date range) and the app 
concatenated it into a WHERE clause (still not ideal, but let’s say someone did this). An 
attacker manages to abuse this to add ; DELETE FROM Orders;-- into the filter. The 
app’s DB user, however, has been set up to only have SELECT rights on the reporting 
views, no DELETE permissions. So the malicious DELETE command in the injection fails 
due to permissions. The attacker’s attempt to wipe data is thwarted by DB privilege 
settings, even though they found a way to inject. Of course, the goal is to not have 
injection at all, but this shows how privilege restriction can save the day if one occurs. 

Example – Hardcoded Credentials Risk: Consider a developer accidentally leaves a 
database connection string (with username and password) in the GitHub repo of the 
project. An attacker browsing GitHub finds these credentials. If the database server is 
publicly accessible (maybe it’s a cloud DB with a public IP and no IP restrictions), the 
attacker can now connect directly and run queries. If the credentials are for an admin 
user, the attacker has full control – reading all data, dropping tables, etc. This actually 
happens in real life: people find DB creds in code and breach systems. To avoid this, 
the team should have used environment variables for the password (not commit it), and 
ensured the DB is not open to the internet (only internal network). They rotate the creds 
as soon as discovered. The lesson is that secure coding extends to how we handle 
secrets: always assume your code might be seen by others and don’t embed secrets in 
it. 

These scenarios illustrate why the practices we discussed are critical. The search 
example shows how easy it is to fix injection with parameterized queries. The privilege 



example shows defense in depth. The creds example underscores the importance of 
secret management and secure config in tandem with code. 

7.5 Recommended Tools 

Several tools and technologies can assist in writing and maintaining secure database 
interactions: 

• ORMs and Query Builders: Using an ORM like Entity Framework (C#), 
Hibernate (Java), SQLAlchemy (Python), or Prisma/Sequelize (Node.js) can 
automatically parameterize queries and handle escaping, making injection less 
likely. They also often provide migration tools and schema constraints at the 
application level. These tools serve as an abstraction layer – as long as you use 
their API, you’re generally safe from injection. For example, in Entity Framework, 
if you do context.Users.Where(u => u.Name == inputName), it will 
generate a safe parameterized SQL under the hood. Just be cautious with any 
raw SQL methods they provide. 

• Static Code Analysis for SQL: Linters or static analysis tools can catch risky 
SQL usage. For instance, tools like ESLint (with plugins) can detect string 
concatenation that looks like SQL queries in Node apps. For Java, SonarQube 
can identify hardcoded SQL and check if you’re using prepared statements. 
These tools scan your source code for patterns (like 
executeQuery("SELECT ... " + userInput)) and flag them. Integrating 
such a tool into your CI can prevent an unsafe query from ever being merged. 
There’s also Bandit for Python which can catch use of Python’s subprocess or 
SQL strings, etc. 

• Database Firewalls/Proxies: Some databases or third-party products offer a 
firewall that monitors queries. For example, Azure SQL Database has threat 
detection that can alert on suspicious queries (like ones that look like injection 
attacks). There are tools like SQLFirewall or DbDefender that sit between the 
app and DB to block obvious injection patterns. While these aren’t common in 
every stack, enterprises sometimes use them as an extra layer. They might, for 
instance, detect if a query comment -- or always-true condition shows up and 
reject it. This is more of an ops tool, but developers might work with DBAs to set 
up rules if needed. 

• Input Sanitization Libraries: Before even hitting the DB, you can sanitize inputs. 
For instance, if you expect a numeric ID, you can use libraries or functions to 
ensure it’s numeric (some ORMs might do this inherently). While 
parameterization is usually sufficient, for extra paranoia you can strip out certain 
characters from inputs that go into queries (like removing quotes if not needed, 
etc.). Libraries like validator.js (for Node) have functions like isInt, 



isAlphanumeric that can be used to pre-validate. This is more of a validation 
step than a specific DB security tool, but it contributes to the overall safety of DB 
operations. 

• Secret Management Tools: To avoid hardcoding credentials, use secret 
managers or vaults. Tools like HashiCorp Vault, AWS Secrets Manager, or even 
Docker secrets can store the DB password securely and your application 
fetches it at runtime. This way, the secret isn’t in code or in your repository. 
Some frameworks integrate with these out-of-the-box. For example, Spring Boot 
can integrate with Vault to load credentials into config at startup. Using these 
tools ensures that even if your code is public, the credentials are not. They also 
often handle rotation (you can automate changing the DB password and the app 
picking up the new one). 

• Database Configuration Scanners: There are benchmarks and scanners (like 
CIS Benchmarks for databases) that can be used to audit your database setup. 
For instance, CIS MySQL benchmark will list recommended settings (disable 
test accounts, require strong auth, etc.). While this is more on the ops side, as a 
developer you can at least ensure your local/dev setup follows some of these so 
it translates to prod (e.g., not using "root" user in dev either). Tools like pgAudit 
for PostgreSQL can log queries, which you can review to ensure no raw 
unsanitized queries are running. If you integrate such tools in testing, you might 
catch an injection attempt because it will appear in logs as a weird query. 

• OWASP ZAP and SQLMap (for testing): During development or QA, using 
security testing tools can reveal injection flaws. OWASP ZAP can fuzz your 
inputs and see if it can break your app – it often tries SQL injection payloads in 
any parameters it finds. SQLMap is a tool that specifically targets SQL injection 
vulnerabilities; testers (or developers curious about security) can run it against 
an API endpoint to see if any injection is possible. While these are tools an 
attacker might use, they are also available for you to proactively test your own 
application. If SQLMap finds an injection hole, you know you missed 
parameterizing somewhere. Treat these tools as part of your security testing 
arsenal. 

In summary, rely on ORMs or parameterized query libraries for all DB access – they are 
your first line of defense. Use linters or static analysis to catch any unsafe code 
patterns. Manage your secrets properly so you’re not exposing the keys to the kingdom. 
And consider security testing tools or database auditing to double-check that at 
runtime everything is behaving securely. By using these tools, you make secure 
database coding much easier and less error-prone. 



7.6 References 

• OWASP SQL Injection Prevention Cheat Sheet – A comprehensive guide by 
OWASP on how to prevent SQL injection in various languages 
cheatsheetseries.owasp.org. It outlines the do’s and don’ts of query building, 
emphasizing prepared statements and ORM usage. It also covers special cases 
like dynamic queries (ORDER BY injection, etc.). If you ever wonder “am I 
handling this query safely?”, this cheat sheet is the go-to reference. It provides 
example code for correct parameterization in multiple programming languages. 

• OWASP Database Security Cheat Sheet – This reference focuses on securely 
configuring and interacting with databases cheatsheetseries.owasp.org. It 
discusses aspects like least privilege, secure password storage, and even things 
like segregating database duties. It’s a good high-level checklist to ensure your 
database usage and settings follow security best practices (for example, it 
reminds you to turn off sample default databases, enforce TLS on DB 
connections, etc.). 

• OWASP Top 10 – Injection (A03:2021) – The OWASP Top 10 category for 
Injection encompasses SQL injection as a primary example. The OWASP page 
for A03:2021 explains how injection flaws occur and their severity. It often 
includes SQLi as the poster child. It’s useful to show to developers or 
management why preventing SQLi is so crucial (often ranked as one of the most 
critical web app vulnerabilities). It also links to real-world examples of SQLi 
incidents, which underline the importance of our best practices. 

• CWE-89: SQL Injection – The Common Weakness Enumeration entry for SQL 
Injection. It provides a formal definition and background of the weakness. It’s 
more of a classification, but it’s referenced in many scanning tools and 
standards. Knowing that “CWE-89” is SQL Injection could be useful if you’re 
reading a security report or using a tool like Fortify/SonarQube which might label 
findings by CWE numbers. 

• NIST Database Security Guidelines – While NIST doesn’t have a single 
standalone “DB security” publication, various publications (such as NIST SP 
800-53, the control framework) include controls related to databases (like AC-3 
for access enforcement, SC-28 for protection of data at rest, etc.). NIST SP 800-
123 (Guide to General Server Security) also applies, emphasizing least privilege 
for service accounts and patching database software. Essentially, NIST 
guidance will back the idea of restricting privileges, using encryption for 
sensitive data, and monitoring. It’s a more organizational view, but it aligns with 
what we do in code. 

• CIS Benchmarks for Databases – The Center for Internet Security (CIS) 
provides security configuration benchmarks for many DBMSs (MySQL, 

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html#:~:text=SQL%20Injection%20Prevention%20,SQL%20Injection
https://cheatsheetseries.owasp.org/cheatsheets/Database_Security_Cheat_Sheet.html#:~:text=Database%20Security%20Cheat%20Sheet%C2%B6,designed%20to%20be%20used


PostgreSQL, Oracle, etc.). These include recommendations like “ensure no 
anonymous accounts”, “enable logging”, “set secure file permissions on config 
files”, etc. While not code-level, developers can benefit from being aware of 
them, especially if you also manage dev/test database setups. It’s a good 
reference if you need to harden the database environment around your 
application. 

8. Secure Configuration and Secrets Management 

8.1 Overview 

Secure configuration and secrets management is about setting up software and 
infrastructure with safe defaults and protecting sensitive information like passwords, 
API keys, and credentials. In practice, this means eliminating default passwords, 
disabling unnecessary features, and storing secrets in a way that they aren’t exposed to 
unauthorized users. Misconfiguration and poor secrets handling are a leading cause of 
breaches – OWASP Top 10 ranks Security Misconfiguration among the most critical 
web app risks (A05:2021). A classic example is an admin console left with the vendor’s 
default login; an attacker who finds it can walk right in. Likewise, if secret keys or 
database passwords are scattered in code or config files, it’s like leaving a house key 
under the doormat – an invite for attackers. 

Modern applications often rely on many configuration parameters and third-party 
services, which means more secrets to manage (database passwords, API tokens, 
encryption keys, etc.). Secrets management focuses on handling these sensitive 
config values safely throughout their lifecycle. Instead of hardcoding secrets or keeping 
them in plain text, developers should centralize and control them. This reduces 
“secrets sprawl” – the tendency for credentials to end up in countless places. For 
example, one OWASP study noted that secrets are commonly found hardcoded in 
source code and config files across organizations cheatsheetseries.owasp.org. When 
config and secrets are not managed securely, the impact can be severe: researchers 
found that in 2023 alone, developers accidentally exposed over 12 million sensitive 
secrets on public GitHub repos – credentials that could grant attackers access to 
critical systems bleepingcomputer.com. In short, secure configuration and secrets 
management ensures that your application’s knobs and keys are set correctly – 
tightening anything an attacker could loosen and locking away anything an attacker 
could steal. 

https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html#:~:text=Secrets%20are%20being%20used%20everywhere,files%20and%20configuration%20management%20tools
https://www.bleepingcomputer.com/news/security/over-12-million-auth-secrets-and-keys-leaked-on-github-in-2023/#:~:text=GitHub%20users%20accidentally%20exposed%2012,remaining%20valid%20after%20five%20days


8.2 Risks (Default Passwords, .env Exposure) 

Failing to securely configure applications and handle secrets can introduce numerous 
vulnerabilities. Some common risks include: 

• Default Credentials Left Unchanged: Many software products (databases, 
admin panels, IoT devices) ship with default usernames/passwords (e.g. 
admin/admin). If these defaults aren’t changed, attackers can easily guess 
them and gain full access. For instance, OWASP notes cases where an admin 
console left with default passwords allows an attacker to log in and take over the 
system owasp.org. This risk extends to API keys or default encryption keys 
included in sample code – if you use them in production, you’re essentially 
publishing the “secret” to the world. 

• .env File and Config Exposure: It’s common to use environment files (like .env) 
or config files to store secrets and app settings. If these files are accidentally 
exposed – say, checked into a public repo or served by the web server due to 
misrouting – an attacker can download them and obtain API keys, database 
logins, and other secrets. Even in private repos, secrets in .env are at risk if 
access control fails or a developer’s account is compromised. In web 
deployments, a misconfiguration might allow browsing of config directories or 
download of files like .env or config.yaml, yielding a treasure trove of 
sensitive info. 

• Hardcoded Secrets in Code: Embedding secrets directly in source code 
(passwords, tokens, encryption keys) is dangerous. If the code is leaked or even 
briefly made public, those secrets are compromised. Attackers actively scan 
platforms like GitHub for API keys or credentials committed by mistake. 
Hardcoded secrets are also difficult to rotate or revoke – they often survive in 
many code versions. This risk is essentially an exposure time bomb: at some 
point the code might be visible (through open-source, a leaked backup, etc.), 
and the secret will leak with it. 

• Insecure Default Configurations: Aside from credentials, many applications 
have default settings that are insecure if left as-is. Examples include debug or 
verbose error modes enabled in production (revealing stack traces or sensitive 
info), sample applications or endpoints left enabled (which may have known 
flaws), or open ports/services that aren’t needed. These misconfigurations 
broaden the attack surface. An attacker might find an unprotected admin page 
or an open directory listing because the default config wasn’t hardened. Such 
mistakes can lead to data exposure or serve as entry points for deeper attacks. 
(These issues are so common that 90% of apps tested showed some form of 
misconfiguration owasp.org.) 

https://owasp.org/Top10/A05_2021-Security_Misconfiguration/#:~:text=Scenario%20,default%20passwords%20and%20takes%20over
https://owasp.org/Top10/A05_2021-Security_Misconfiguration/#:~:text=,configured%20permissions%20on%20cloud%20services


• Lack of Secret Rotation and Stale Credentials: If credentials and keys remain 
the same indefinitely, any exposure can lead to long-term compromise. For 
example, a database password that leaks will still work a year later if it’s never 
changed. Without rotating secrets, organizations sometimes don’t notice 
credentials were stolen until damage is done. Stale or orphaned secrets (leftover 
tokens, accounts that are no longer used) can also accumulate, providing 
attackers with unnoticed ways in. Not rotating or cleaning up secrets regularly 
means one leak can haunt you permanently. 

8.3 Best Practices (CIS Benchmarks, Secrets Rotation) 

To mitigate the above risks, developers and DevOps teams should adopt secure 
configuration and secrets management best practices. Key practices include: 

• Establish Secure Baselines (Use CIS Benchmarks): Start by configuring 
systems and applications to secure default settings. The Center for Internet 
Security (CIS) publishes Benchmarks – consensus-based guides for securely 
configuring OS, servers, databases, cloud services, etc. – which are widely used 
as a baseline learn.microsoft.com. Applying these benchmarks (or vendor 
hardening guides) ensures you’ve turned off unnecessary services, set strong 
defaults, and closed common holes. For example, CIS benchmarks will remind 
you to disable directory listing on web servers, change default passwords, and 
enforce password complexity. Incorporate these settings from the outset for all 
environments (development, QA, production) so that every system starts in a 
hardened state. 

• Change Defaults and Remove Unused Features: As a rule, never deploy with 
default credentials or sample config. During setup, immediately replace 
default admin passwords with strong, unique ones. Remove or disable sample 
databases, guest accounts, or demo functionality that you don’t need in 
production. The principle is least functionality: turn off anything not required for 
your app. This reduces the avenues attackers have. For instance, if your web 
framework comes with a default admin page or unnecessary endpoints, strip 
them out before going live. By eliminating insecure defaults and extras, you 
shrink the attack surface significantly. 

• Protect Secrets Outside of Code: Treat secrets like keys to your most valued 
asset – never hardcode secrets or leave them in plain text in your repository 
learn.microsoft.com. Use secure alternatives for managing configuration 
secrets: environment variables, configuration files that are excluded from 
version control, or dedicated secrets management services. For example, 
instead of putting a database password in config.js, store it in an environment 
variable or in a secure vault, and have your code read it at runtime. Ensure that 

https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark#:~:text=CIS%20benchmarks%20are%20configuration%20baselines,PCI%20DSS%2C%20HIPAA%2C%20and%20others
https://learn.microsoft.com/en-us/azure/security/fundamentals/secrets-best-practices#:~:text=Avoid%20hardcoding%20secrets


these secrets are encrypted or at least stored in a secured location (for instance, 
in Kubernetes you might use Kubernetes Secrets, which are base64-encoded by 
default, or better, backed by KMS encryption). This practice keeps secrets out of 
source code and reduces the chance of accidental exposure. Infrastructure-as-
Code tools (like Terraform or Ansible) should reference secrets by secure means 
(pulling from a vault or secure store) rather than embedding them directly in 
config scripts. 

• Use Centralized Secrets Management: It’s much easier to keep secrets safe if 
you centralize their storage and control access. Use a secrets manager or vault 
system (such as HashiCorp Vault, AWS Secrets Manager, Azure Key Vault, etc.) 
to store API keys, credentials, certificates, and other secrets. These systems 
encrypt secrets at rest, offer fine-grained access control, and often provide 
audit logs (so you know who accessed what and when). By centralizing, you 
avoid secrets sprawled in countless files. Access to the secrets can then be 
given to applications at runtime via secure APIs or injected through environment 
variables. The vault acts as the single source of truth. For example, store your 
database credentials in HashiCorp Vault and have your app request them at 
startup – the secret never lives in the code or config files, and Vault can ensure 
only that app (or role) can fetch it. Centralized secrets management also 
typically makes it easier to implement rotation and monitoring of secret usage. 

• Enforce Least Privilege in Configuration: Configure every component with the 
minimal privileges and access it needs. This applies not only to user accounts 
but also to service accounts, API keys, and config settings. For instance, if your 
application uses a database, create a DB user with only the necessary 
permissions (e.g., if the app only reads data, the user shouldn’t have DROP 
TABLE rights). Similarly, API keys should have scopes or permissions narrowed 
to what the app actually uses. Don’t use a single “god mode” config or 
credential for multiple purposes – segment them. Many cloud breaches happen 
because an API key had far broader access than required. Tie this into config 
management by reviewing config files for overly permissive settings (e.g., an S3 
bucket config set to public read when it shouldn’t be). By limiting privileges 
everywhere in your config, you contain the damage if any one secret or setting is 
abused. 

• Regularly Rotate and Revocate Secrets: Secrets rotation is crucial – 
passwords, keys, tokens should not be static for years. Aim to change secrets 
periodically (e.g., rotate database passwords every 90 days or whenever a 
developer who knew them leaves the team). Rotation limits the time window an 
exposed secret is valid. It’s even better to automate rotation: many secrets 
managers can auto-generate new credentials and update systems (for example, 
AWS Secrets Manager can trigger a Lambda to rotate a database password). 



Regularly rotating your secrets greatly reduces the risk of unauthorized access 
learn.microsoft.com. In addition, have a process to revoke secrets 
immediately if a leak is detected. For example, if an API key is accidentally 
pushed to GitHub, you should assume it’s compromised – revoke it and issue a 
new one. Automation can help here too (e.g., GitHub’s secret scanning can alert 
you, and you can have scripts to invalidate leaked keys). The goal is to minimize 
the damage from secret exposure by ensuring secrets don’t live forever. 

• Automate Configuration Management and Auditing: Use configuration 
management tools (like Ansible, Puppet, or Terraform) to enforce secure 
settings consistently across environments. Automation not only saves time but 
prevents human error (e.g., forgetting to disable something on one server). You 
can codify your secure configuration (firewall rules, enabled protocols, allowed 
ciphers, etc.) and apply it uniformly. This makes it easy to bring up new 
environments that mirror your security baseline (as OWASP recommends: 
having a repeatable hardening process owasp.org). Additionally, implement 
auditing of configurations and secrets. Continuously scan for misconfigurations 
or exposed secrets – for example, use tools to check that no servers have default 
creds, or run secret-scanning on your repositories to catch credentials before 
they slip into production. Regular audits and automated tools (like CIS-CAT for 
compliance scanning or Git secret scanners) can quickly highlight if someone 
introduced an insecure setting or leaked a secret. Treat your configuration as 
code and your secrets as critical assets, monitoring both for any deviations. 

By following these best practices, you build a secure foundation: your applications run 
with secure settings, and your sensitive secrets are locked down, rotated, and 
monitored. This dramatically lowers the chances that an attacker can exploit a simple 
oversight like an unchanged password or an exposed key file. 

8.4 Example (AWS Secrets Manager) 

Let’s illustrate secure secrets management with a concrete example: using AWS 
Secrets Manager to manage a database password. Imagine you have a Node.js 
application that needs to connect to a production database. Instead of storing the 
database password in a config file or .env on the server, you decide to use AWS 
Secrets Manager to store and retrieve it securely at runtime. 

Below is a simplified example of retrieving a secret from AWS Secrets Manager in a 
Node.js app: 

js 

CopyEdit 

https://learn.microsoft.com/en-us/azure/security/fundamentals/secrets-best-practices#:~:text=Rotate%20secrets%20regularly
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// Initialize the AWS SDK and Secrets Manager client 
const AWS = require('aws-sdk'); 
const secretsManager = new AWS.SecretsManager({ region: 'us-west-

2' }); 
 
// Retrieve the secret value (DB password) by its name/ID 
secretsManager.getSecretValue({ SecretId: 'Prod/DBPassword' }, (err, 

data) => { 
  if (err) { 
    console.error("Failed to retrieve secret:", err); 
    return; 
  } 
  const dbPassword = data.SecretString; 
  // Use the dbPassword to configure the database connection 
  startAppWithDatabase(dbPassword); 
}); 
 

What’s happening here: The code initializes an AWS Secrets Manager client and 
requests the secret named "Prod/DBPassword" (which we assume was previously 
stored in AWS Secrets Manager via the AWS console or CLI). AWS Secrets Manager 
stores secrets encrypted at rest, and the application fetches the latest value on 
startup instead of reading from a local file. In the callback, the secret’s value is 
returned (as data.SecretString) and then used to start the app or connect to the 
database. 

Why this is secure: The database password is never stored in the application code or 
config files – it resides in AWS Secrets Manager. Even if someone got access to the 
code repository, they’d find no passwords there. The app, when running on AWS (for 
example, on an EC2 instance or AWS Lambda), can be given permission (via an IAM 
role) to access the secret. This means no static AWS credentials in the app either; AWS 
handles authentication behind the scenes. The communication between the app and 
Secrets Manager is encrypted (HTTPS), and the secret itself is encrypted in AWS, so it’s 
protected in transit and at rest. 

Additional benefits: AWS Secrets Manager can be configured to automatically rotate 
the secret. For example, it could generate a new database password every 60 days and 
update the database for you, while keeping track of the current version – the application 
code doesn’t need to change at all to get the new password, it still asks Secrets 
Manager for “Prod/DBPassword” and gets the updated secret. This greatly reduces the 
window of exposure if an old password leaked. The service also provides audit logs, so 
you can see every time the secret was accessed (and by which service), helping detect 



any unusual access patterns. In summary, using a secrets manager like this removes 
the need to hardcode secrets, centralizes secret storage, enables easy rotation, and 
limits who can access sensitive config values. 

8.5 Tools (HashiCorp Vault, Ansible) 

When implementing secure configuration and secrets management, several tools and 
frameworks can help you do it effectively: 

• HashiCorp Vault: Vault is a popular open-source secrets management system 
designed to store and tightly control access to tokens, passwords, certificates, 
API keys, and other secrets. Vault acts as a central vault (hence the name) 
where all secrets are encrypted and access is governed by strict policies. 
Developers and applications authenticate to Vault (for example, via tokens, 
cloud IAM roles, or Kubernetes service accounts) and can then read secrets 
they’re allowed to see. Vault can also generate dynamic secrets on the fly – for 
instance, it can create a database credential with certain permissions when an 
application needs it, and automatically revoke it after a lease time. This means 
credentials aren’t long-lived at all. It supports secret versioning, detailed audit 
logs, and even encryption as a service (apps can send data to Vault to be 
encrypted/decrypted without ever handling the key). By integrating Vault into 
your infrastructure, you remove secrets from source code and config files; 
applications ask Vault when they need a secret. Vault is cloud-agnostic and can 
run on-premises or in the cloud. Many organizations use it to manage everything 
from API tokens to TLS certificates. In practice, using Vault might look like: a 
CI/CD pipeline pulls an API key from Vault at build time, or a microservice 
requests its database password from Vault at startup. Vault ensures that even if 
one app or server is compromised, an attacker cannot trivially retrieve all 
secrets, and it simplifies rotating and revoking secrets in one place. 

• Ansible (with Ansible Vault for secrets): Ansible is an open-source 
configuration management and automation tool. It’s used to provision servers, 
deploy applications, and enforce configuration settings (often described as 
“Infrastructure as Code”). In the context of secure configuration, Ansible lets 
you codify all those secure settings and best practices (firewall rules, user 
accounts, file permissions, software configurations) in playbooks so that each 
system is configured consistently and securely. Instead of manually configuring 
10 servers and possibly missing a step on one, you run an Ansible playbook and 
it applies the hardened configuration to all of them. This ensures things like OS 
security settings, package versions, and application config files are the same 
(and secure) everywhere. Ansible can also audit and remediate configuration 
drift by re-applying the desired state. Regarding secrets, Ansible has a feature 



called Ansible Vault (not to be confused with HashiCorp Vault) which allows 
you to encrypt sensitive values or files (like passwords, API keys, certificates) 
within your Ansible playbooks or inventory. For example, you might have an 
Ansible playbook that needs to configure a database with a password – you can 
store that password encrypted (so it’s not visible in plain text in the Git repo) and 
Ansible will decrypt it at runtime when applying the config. This way, you still get 
the benefits of version-controlling your configuration (since the secret is in the 
file, but encrypted) without exposing the secret. Ansible, combined with Ansible 
Vault, thus helps manage secure configurations and secrets in deployment 
automation. It’s especially useful for maintaining CIS Benchmark settings 
across many servers or ensuring that every new VM starts with the same secure 
setup. By using Ansible, teams can achieve consistent hardening and avoid the 
“it was secure on one server but not on another” problem, and by using its Vault 
feature, they can keep passwords/keys out of plain sight even as they automate. 

8.6 References (OWASP A05:2021) 

• OWASP Top 10 2021 – A05: Security Misconfiguration: Explanation of common 
misconfiguration issues and how to avoid them owasp.org owasp.org. 
(Highlights the prevalence of default passwords, open cloud storage, and other 
insecure settings in real-world incidents.) 

• OWASP Secrets Management Cheat Sheet: Guide covering best practices for 
handling application secrets (keys, passwords, tokens), including centralization, 
rotation, and auditing of secrets cheatsheetseries.owasp.org 
cheatsheetseries.owasp.org. 

• CIS Benchmarks – Secure Configuration Standards: A set of industry-
approved checklists and baseline configurations for securely setting up systems 
and software learn.microsoft.com. These benchmarks (e.g., for Linux, Windows, 
Docker, Kubernetes, cloud services) provide recommended settings to harden 
your environment against common threats. 
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9. Mobile Backend Considerations (Token Storage, OTA 
Updates) 

9.1 Overview 

Mobile applications introduce unique security considerations because the client (the 
mobile app running on a user’s device) is not under our full control. Unlike a web app 
where sensitive operations stay on the server, a mobile app holds some secrets (like 
authentication tokens, cached data) and interacts with hardware and operating 
systems that can be compromised (through malware or rooting/jailbreaking). “Mobile 
Backend Considerations” refers to the practices we must follow on both the mobile app 
side and the server side to keep user data and the system secure in a mobile context. 
This includes how we store and manage tokens or credentials on the device, how we 
ensure secure communication and updates, and what the backend should enforce 
knowing that mobile apps can be tampered with. 

One key difference is that mobile apps often have long-lived sessions (you don’t want to 
log the user out frequently) and need to store an access token or refresh token. If an 
attacker steals that token (say by extracting it from the device), they could impersonate 
the user. Therefore, secure token storage on the device is crucial – typically using the 
OS-provided secure storage (like iOS Keychain or Android Keystore) which are designed 
to protect secrets even if the app is compromised. It’s also why mobile tokens are often 
short-lived JWTs plus a refresh token: so that even if a token is stolen, it’s only valid 
briefly. 

Another consideration is over-the-air (OTA) updates. Mobile apps need to be updated 
regularly to patch vulnerabilities. Ensuring that updates are delivered securely (and 
can’t be spoofed by an attacker) is important. For app binaries, the app stores (Apple 
App Store, Google Play) handle this by verifying signatures on app updates. If you 
distribute outside official stores, you need your own code signing and update 
verification. Additionally, your backend might enforce a minimum app version – for 
instance, if a critical vulnerability is found in version 1.0 of the app, the server can 
refuse requests from 1.0, forcing users to update. This is a backend check to ensure 
users aren’t running insecure clients that could be exploited. 

Mobile backend security also includes things like device attestation – using services 
(SafetyNet/Play Integrity on Android, DeviceCheck on iOS) to verify that the app is 
running on an unmodified device and the app itself is the legitimate one (not a 



repackaged clone). While more advanced, this helps the backend trust that requests 
indeed come from your genuine app and not a bot or tampered app. 

In simpler terms: we assume mobile apps can be running in hostile environments 
(someone could have root access, or intercept traffic). So we store as little sensitive 
info on the device as possible (and protect what we must store), always use secure 
communication, and design the backend to not blindly trust the mobile client. It should 
verify tokens, enforce server-side checks (never rely solely on client-side validation), 
and encourage/require app updates for safety. 

9.2 Risks (Token Theft, Insecure Updates) 

Security risks specific to mobile app backends include: 

• Token or Credential Theft on Device: If a user’s authentication token (say a JWT 
or session ID) is stored insecurely on the device, malware or a person with 
device access could steal it and then use that token to call backend APIs, 
impersonating the user. Unlike a web app where the token lives in memory or a 
secure cookie, mobile apps might inadvertently store tokens in plaintext (like in 
SharedPreferences on Android without encryption, or in a file). Similarly, API 
keys or secrets hardcoded in the app (for example, an AWS API key embedded in 
the binary) can be extracted by decompiling the app. Attackers often analyze 
mobile apps to find such secrets, which they then misuse directly against 
backend services. 

• Lack of Encryption in Communication: If a mobile app for some reason isn’t 
using proper HTTPS/TLS for all network calls (or if someone manages to force it 
to use HTTP via proxy), an attacker on the same Wi-Fi or controlling a router 
could sniff the traffic. They might steal tokens or see sensitive data in transit. 
This risk is mitigated by always using TLS (which is standard), but additional 
issues can occur if the app doesn’t validate certificates properly (e.g., all TLS but 
the app accepts any certificate – a man-in-the-middle with a self-signed cert 
could intercept). This is why practices like certificate pinning exist (to ensure the 
app only trusts your server’s cert). 

• Outdated App Versions: Users might not update their apps regularly. If an older 
version of the app has a known security flaw (like it doesn’t validate server 
responses properly or has a vulnerable library), attackers can target users who 
still run that version. For instance, an old version might trust any SSL certificate 
due to a bug – an attacker could exploit that for those users. Or an old version 
might be missing a critical authentication check in the client, which could be 
abused if the server isn’t also checking. Essentially, outdated clients can 
become a weak link. This is risky especially when the backend changes – if the 



backend becomes stricter but still allows old clients to operate in a 
compatibility mode, attackers might use the old client behavior as a loophole. 

• Tampering and Repackaging: Attackers may download a legitimate app, 
reverse engineer it, add malicious code (like a trojan), and trick users into 
installing the modified app (perhaps via phishing: “Install this special version of 
Pokemon GO that gives free coins!”). If users install it, that fake app could log 
their keystrokes or send their token to the attacker’s server. From the backend 
perspective, this is hard to detect – it looks like the user’s device, just running a 
slightly different app. This risk is more on the user’s side, but it underscores the 
need for the backend to not trust the app too much. Device attestation can 
sometimes detect this (the app signature changed, so attestation fails). 

• Insecure Custom Update Mechanisms: Some apps have their own update 
mechanism (especially outside app stores or for enterprise apps). If this update 
channel is not secure (say the app downloads an APK from a URL and installs it, 
without verifying a signature), an attacker could intercept that and deliver a 
malicious update (man-in-the-middle attack). This is similar to supply chain 
attacks. If the app doesn’t verify the update integrity, an attacker could 
essentially install malware on the device via a fake update. 

• Backend Trusting Client Input Too Much: A generic risk, but worth noting: if the 
backend assumes the mobile app will always enforce certain rules, an attacker 
could bypass those by crafting their own requests. For example, suppose the 
mobile app UI prevents a user from setting an account credit > $100 via client-
side logic, but the backend API doesn’t enforce that limit server-side. An 
attacker can call the API directly (using the token from their app) and set a 
$1,000 credit because they bypassed the UI. This is similar to web, but mobile 
devs sometimes put a lot of logic on client expecting it to handle things, which is 
dangerous because a determined attacker won’t use the app UI at all – they’ll 
call the APIs from a script or a modified app. 

In short, the biggest risks revolve around stolen data (tokens, personal info) from 
lost/compromised devices, network eavesdropping, and misuse of the backend via 
modified or outdated clients. These can lead to unauthorized account access, fraud, or 
leakage of user data. 

9.3 Best Practices (Secure Storage, Enforce Updates) 

To address the above risks, developers should implement the following best practices 
for mobile-related security: 

• Secure Token Storage on Device: Never store sensitive tokens or secrets in 
plaintext on the device’s file system where other apps or an attacker with the 



phone can easily access them. Use the platform-provided secure storage 
mechanisms. On iOS, this means the Keychain for things like auth tokens or API 
keys. Data in Keychain is encrypted and tied to the device unlock PIN/biometrics 
(depending on settings), making it hard for malware to extract. On Android, use 
the Android Keystore system (which can store cryptographic keys in a 
hardware-backed secure element). If you must store a token, you can encrypt it 
with a key from the Keystore or store it in something like 
EncryptedSharedPreferences (which under the hood uses the Keystore). The 
idea is that even if the app’s sandbox is compromised, the token remains 
encrypted. Also, avoid storing tokens in logs or sending them in broadcasts, 
etc. – basically keep them as protected as possible. Many mobile dev 
frameworks (like React Native’s Expo SecureStore or Flutter secure_storage) 
provide easy access to these secure storage features. 

• Use Short-Lived Tokens and Refresh Tokens: Design your auth such that the 
access token JWT (or session token) expires relatively soon (e.g., in 15 minutes 
or 1 hour), and use a refresh token for silent re-auth. The refresh token can be 
longer-lived but should be stored just as securely. The benefit is if an access 
token is stolen, it has a short window of usefulness. The backend should also 
implement refresh token revocation – e.g., if a user reports a lost device, you 
can invalidate the refresh token server-side so that even if the attacker has it, 
they can’t use it to get new tokens. Many OAuth2 flows for mobile (like using 
OAuth2 PKCE for login) inherently do this. By limiting token lifetime, you reduce 
the impact of theft. 

• Always Use HTTPS (TLS): Ensure all communication between the app and 
backend is over HTTPS, and ideally pin the certificate. For almost all modern 
apps this is default (both iOS and Android actually require or strongly encourage 
HTTPS by default now). But the nuance is certificate validation: an attacker with 
device control might install a malicious root CA to intercept traffic. To counter 
this, implement certificate pinning – the app is coded to only trust a specific 
certificate or public key for your server, rather than any CA on the device. Many 
libraries support this (e.g., Alamofire on iOS or OkHttp on Android have pinning 
features). Pinning ensures that even if the user’s device trusts a malicious cert, 
the app will refuse to send data to a fake server. One thing to manage is 
certificate rotation – pinning usually pins to a CA or intermediate’s public key to 
allow cert renewals. Using TLS correctly with pinning dramatically lowers MITM 
risk. 

• Minimal Data Caching: Be mindful of what data your mobile app caches or 
stores locally. For example, if your app displays some sensitive info (like a 
financial statement), avoid storing it on disk unless necessary. If you do store it 
(maybe for offline use), consider encrypting it. Both iOS and Android provide file 



encryption APIs (FileProtection in iOS, or using libraries on Android). Also mark 
sensitive data as not to be backed up to cloud (so it doesn’t land in 
iCloud/Google backups in plaintext). And when the user logs out, make sure to 
clear any cached personal data and tokens. The goal is to minimize what an 
attacker could get from a lost phone. Many messaging apps do this well: they 
don’t keep messages unencrypted on the device, or they auto-expire. For typical 
apps, just think: do I need to store this? If not, don’t – just fetch when needed. 

• Enforce Server-Side Checks Regardless of Client: As noted, the backend 
should never assume the mobile app UI will enforce a rule. Always duplicate 
important validations on the server. For instance, if only premium users should 
access an endpoint, the server must check the user’s role from the token – not 
rely on the app to hide that button. If an operation should be limited (like one 
free use per day), track that on server side. Essentially treat the mobile app as if 
it could be compromised – so every request is validated as if it could be crafted 
by an attacker. This overlaps with general API security, but it’s worth reiterating 
because mobile developers sometimes put a lot of logic in the app for user 
experience reasons. You can have that logic for UX (e.g., greying out a button 
after one use) but still have the server enforce it definitively. 

• Encourage and Enforce App Updates: Encourage users to update by informing 
them of new versions or important fixes. But more strongly, from the backend 
perspective, consider version checks. When the app calls the API, include an 
app version in the headers or as part of the request. The server can then 
compare against the minimum allowed version. If the app is too old, the server 
can reject the request with a specific error (maybe with a message code 
indicating “upgrade required”). For example, if you discovered a severe 
vulnerability in version 2.0, once most users have migrated to 2.1 with the fix, 
you could set the minimum version to 2.1. This way, any lingering 2.0 instances 
get refused (perhaps with an error that triggers the app to show a dialog “Please 
update the app to continue”). This ensures that users (and potential attackers 
using an old exploit) can’t continue on an unsafe version indefinitely. Implement 
this carefully to not lock out users arbitrarily, but as a security measure it’s very 
effective. Both Apple and Google allow forced updates through their store 
mechanisms too for critical issues. 

• Mobile Device Attestation: For high-security apps (like banking, payments), use 
device attestation services. These services (SafetyNet/Play Integrity API for 
Android, DeviceCheck for iOS) allow your app to ask the OS or a trusted server: 
“Is this app running on a real device that hasn’t been tampered with, and is it the 
genuine app binary?”. The service typically returns a token that your backend 
can validate. If the attestation fails (e.g., device is rooted with no proper security, 
or the app signature doesn’t match), you can decide to limit functionality or 



refuse certain actions. It’s not foolproof (rooted users can use Magisk to hide 
from SafetyNet, etc.), but it raises the bar. At least it can differentiate ordinary 
users from obviously modified environments. If attestation fails, you might still 
allow basic read-only actions but block sensitive transactions. This helps 
mitigate scenarios where an attacker is using a modified app to send valid 
tokens – the attestation might reveal the modification. 

• Secure OTA Updates for Out-of-Store apps: If your app does have its own 
update mechanism (common in enterprise or in frameworks like React Native 
code push updates), ensure those updates are delivered over TLS and are 
signed. For example, Microsoft’s CodePush for React Native allows you to push 
JS bundle updates to apps – those updates are code, so they must be signed by 
your key. The app will verify the signature before applying the update. If you roll 
your own update, at least include a hash or signature verification step. Without 
that, an attacker on the network could intercept and send a fake update 
containing malicious code, and the app would execute it. Always assume the 
network is hostile and use cryptographic verification for any code you deliver to 
clients. 

• User Awareness and Controls: Provide users with options like an explicit logout 
(which should clear tokens) and maybe a way to deauthorize devices. For 
instance, a banking app might have a feature to “remove this device’s access” 
from the user’s online account management. On the backend, that would revoke 
tokens for that device. This way if a phone is lost, the user or the bank can 
remotely invalidate its session. It’s more of an operational practice, but tied to 
backend: design your auth to support device-specific revocation (e.g., keep 
track of device IDs or push notification tokens associated with refresh tokens). 
This helps limit damage if a device is lost or stolen. 

By following these best practices, you significantly strengthen the security posture of a 
mobile app and its backend. You’re basically preparing for the worst (device 
compromised, app tampered, network eavesdropped) and ensuring that even in those 
scenarios, there are safeguards (encryption, short token life, server checks) that 
protect user accounts and data. 

9.4 Example Scenario 

Example – Stolen Phone, Secure Token Storage: Imagine a user’s phone is stolen. 
The phone unfortunately did not have a lock screen. The thief opens a financial app on 
the phone which was left logged in. In a bad scenario, if the app stored the auth token in 
plain text, the thief could find it (some apps might store it in a preferences file for quick 
startup). They could use a tool or connect the phone to a PC and read that token, then 



use it to call APIs impersonating the user fully – potentially initiating transfers, etc., if 
the app didn’t require re-auth for that. 

Now consider if the app followed best practices: the token was stored in the iOS 
Keychain with the policy that it’s not accessible if the device is locked. Because the 
phone was not locked, initial access might be possible – but if the app also required the 
phone to have been unlocked once for Keychain access, the thief has that (device is 
unlocked in this scenario). Still, the token by itself might not be enough if the server has 
device binding (maybe the refresh token is tied to device ID). And importantly, the app 
might have a secondary PIN or biometric prompt for high-risk actions. But let’s say the 
thief got the token anyway – since the app uses short-lived tokens, within 15 minutes 
that token expires. The thief tries some actions a bit later and finds they need to log in 
again because the token expired. Without the user’s credentials (and perhaps with the 
user remotely deactivating the session), the thief is stuck. This scenario shows how 
secure storage + short token life + server ability to cut off sessions mitigate the damage 
of a stolen device. 

Example – MitM vs. Certificate Pinning: An attacker sets up a rogue Wi-Fi hotspot 
named “CoffeeShop_WiFi” in a public area. Users connect, including someone using a 
mobile banking app. The attacker uses a tool like MITMproxy with a self-signed 
certificate to intercept traffic. A poorly implemented app (say it allowed HTTP or didn’t 
properly check certs) might unknowingly send the login API request through HTTP or 
accept the attacker’s cert and send it. The attacker logs those credentials or tokens and 
now has access. In contrast, our securely coded app refuses to connect because the 
certificate pinning fails – the certificate presented by the proxy is not the bank’s cert. 
The app either drops the connection or shows an error “Cannot connect securely”. The 
attacker sees nothing useful. This demonstrates why always-on TLS and pinning protect 
against even sophisticated network attacks. 

Example – Outdated App Version Blocked: Consider an app version 1.0 that didn’t 
implement certificate pinning, and also had a vulnerability where it didn’t verify server 
responses properly. The company fixed these in 1.1. An attacker discovers that users 
on 1.0 are susceptible to a certain exploit (maybe the app would execute some 
malicious script from a response because it didn’t validate it). The company, having 
learned from the past, had put a version check on the server. The server sees “App-
Version: 1.0” in the request header and responds with a special error code. The 1.0 app 
doesn’t know what to do with that (since it’s old), but it effectively can’t proceed with 
normal operation because key API calls are being denied. The user is forced to update 
(maybe the app shows a generic error that prompts them to check for update). The 
attacker trying to exploit 1.0 finds that they can’t actually get those old apps to do much 
because the backend isn’t allowing those requests. This saved the company from 



having to support an insecure client. Yes, it might annoy some users to update, but it’s 
a security necessity. 

Example – Repackaged App Detected: An attacker repackages a popular app with 
malware. A few users fall for it and install it (perhaps on Android from an APK link). This 
rogue app sends legitimate requests but also tries some disallowed actions or snoops 
on user input. The backend notices something off via attestation: the SafetyNet 
attestation for these sessions is failing (the app signature or device check not 
matching). As a result, the backend either blocks those requests outright or flags those 
accounts for review. Perhaps it even sends a push notification to the real app (if 
present) or email to user saying “We noticed a login from an untrusted app version, 
please reinstall from official source.” This might tip off users that they have a fake app. 
In any case, the attacker doesn’t get full access without detection. This is an advanced 
scenario, but in high-security apps this is a realistic defense. 

These scenarios illustrate the value of the best practices: device security features 
protecting tokens, network security preventing eavesdropping, and backend logic 
compensating for client issues. Mobile security is all about layers – securing the device, 
the app, the connection, and the server – so that even if one layer is weak, others can 
catch the problem. 

9.5 Recommended Tools 

There are several tools and services to help implement mobile security best practices: 

• Keychain/Keystore Access Libraries: As a developer, using the raw Keychain 
API on iOS or Keystore on Android can be a bit low-level. Fortunately, there are 
libraries that simplify this. For iOS, SAMKeychain or Apple’s own Security 
framework provide wrappers to store data securely. For Android, Google’s 
Jetpack Security library (EncryptedSharedPreferences and EncryptedFile) 
makes it easy to store encrypted preferences using the Keystore. Cross-platform 
frameworks have their plugins, e.g., React Native Keychain or Cordova-
secure-storage. These tools make it straightforward to implement secure 
storage without being a crypto expert – they handle key generation, encryption, 
and storage for you. 

• Mobile Analytics for Version and Integrity: Tools like Firebase Analytics or 
Microsoft App Center can track app versions in the wild. This is more for 
knowing who is on what version so you can judge when to enforce updates. They 
might also help identify if a modified app is connecting (some tools can 
fingerprint unusual app binaries if configured). Also, Crashlytics can include the 
app version in reports – if you start seeing crashes only on an old version after an 



update is out, you know some are lagging. While not a direct security tool, 
analytics data aids in decisions about deprecating versions. 

• Attestation Services: For Android, integrating the Play Integrity API (which 
replaced SafetyNet Attestation) is the way to verify device and app authenticity. 
Google provides sample code and an SDK for this. On iOS, DeviceCheck and 
the newer App Attest service can be used. Apple’s DeviceCheck gives you a 
simple yes/no style trust verdict for a device (and you can store flags per device). 
App Attest actually allows the app to prove to your server that it’s untampered (it 
uses a key stored in the device’s secure enclave). Implementing these might 
require some backend development as well to validate the attestation tokens. 
There are third-party services (like Approov or SafeNet) that provide a unified 
API for attestation and threat detection if you want an easier integration (they 
often come as an SDK you add). 

• VPN and MDM Solutions: In enterprise scenarios, using Mobile Device 
Management (MDM) or forcing app traffic through a secure VPN can reduce risk. 
For example, a company might ensure the app only connects when the device is 
on a certain VPN, adding network-level security. MDMs can enforce device 
security policies (like requiring a PIN, disallowing rooted devices). While these 
are more organizational tools, developers should be aware if their app will run 
under such conditions and possibly include hooks (like responding to MDM 
config changes or checking device compliance if available). Apple’s Managed 
App Config and Android’s Work Profile APIs allow some integration with MDM 
settings. 

• Penetration Testing Tools for Mobile: There are tools specifically for testing 
mobile app security. OWASP Mobile Security Testing Guide (MSTG) isn’t a tool 
but a guide, and its companion Mobile Application Security Verification 
Standard (MASVS) provides a checklist. For tools: MobSF (Mobile Security 
Framework) is an automated pentest tool that can analyze your mobile app 
(APK/IPA) for hardcoded secrets, insecure permissions, etc. Running your app 
through MobSF during development can catch things like “Oops, I left an API key 
hardcoded” or “I’m not using TLS for this analytics endpoint”. Frida is a dynamic 
instrumentation tool that advanced testers (or attackers) use to manipulate app 
behavior at runtime – as a dev, you can use it on your own app to see where it 
might be hookable or if sensitive data in memory can be extracted. Knowing 
these tools helps you defend – e.g., you might add jailbreak detection if Frida 
hooking is a concern (there are libraries for jailbreak/root detection such as 
libsysdetect for iOS or RootBeer for Android). 

• Push Notification Services: While not obviously a security tool, push 
notifications (Firebase Cloud Messaging or Apple Push Notifications) can be 
leveraged for security. For instance, if you detect a suspicious login to the 



mobile account, you can push a notification to the device “Did you just log in? If 
not, change your password.” Also, some apps use push as a second factor – 
e.g., when logging in on a new device, the old device gets a push to confirm. 
These patterns enhance security. Implementing them requires using these 
services and setting up handlers in the app. They’re tools to implement features 
like device-based 2FA or alerting. 

• Secure Update Frameworks: If you are doing in-app updates, use frameworks 
that enforce signing. On Android, Google Play In-App Updates is now a thing (the 
app can trigger an update via Play Store UI, which ensures authenticity). For out-
of-store updates, libraries like Sparkle (for macOS/iOS apps distributed outside 
store) ensure downloaded updates are signed with your developer cert. In the 
React Native world, CodePush (by Microsoft) ensures code updates are signed 
by your key before the app accepts them. The general tool here is digital 
signatures. Use OS-provided code signing for full app packages, and for any 
content delivered at runtime, use your own signing or at least strong checksums 
delivered via a secure channel. 

All these tools can significantly reduce the burden of implementing mobile security and 
help you follow best practices without reinventing the wheel. They address the various 
layers: device storage, network, attestation, user communication, and updates. By 
integrating the right ones for your use case, you can achieve a robust security posture. 

9.6 References 

• OWASP Mobile Application Security Verification Standard (MASVS) – This is a 
standard that outlines security requirements for mobile apps owasp.org. It’s like 
OWASP ASVS (for web) but focused on mobile. It has different levels (MASVS L1, 
L2) depending on the app’s security needs. It covers areas such as local data 
storage, authentication, network communication, cryptography, and 
environmental interaction. As a developer, you can use MASVS as a checklist. 
For example, MASVS would remind you that “No sensitive data is stored in 
insecure storage” (a requirement) and “The app implements certificate pinning 
for critical connections” if you aim for a higher security level. It’s an excellent 
reference to gauge if you’ve covered the important bases. 

• OWASP Mobile Top 10 – Similar to OWASP’s Top 10 for web, there’s a list for 
mobile risks (last major update was 2016, and a newer one in progress). It 
highlights issues like M1: Improper Platform Usage, M2: Insecure Data Storage, 
M3: Insecure Communication, etc. Reading the Mobile Top 10 gives insight into 
the most common mistakes developers make in mobile apps – like not using 
Keychain properly, leaving data in logs, not validating TLS certs, etc. For 
instance, M5: Insufficient Cryptography would cover cases where devs might try 

https://owasp.org/www-project-mobile-app-security/#:~:text=The%20OWASP%20Mobile%20Application%20Security,used%20by%20mobile%20software


to “encrypt” data with a hardcoded key (which can be easily extracted). The Top 
10 provides not just the list of risks but also example scenarios and general 
mitigation strategies, serving as a good introductory reference. 

• Google Android Security Best Practices – Google’s developer documentation 
has a section on security for Android apps cheatsheetseries.owasp.org. It 
includes advice on using the Jetpack Security library, on handling credentials, 
using SafetyNet APIs, etc. It’s a practical resource since it often links to code 
samples or official libraries (like how to implement network security config for 
certificate pinning in Android Pie and above, how to use BiometricPrompt for 
fingerprint auth, etc.). Similarly, Apple has an “iOS Security Guide” (for the 
platform internals) and the developer docs have guides on Keychain Services 
and best practices for storing secrets. Consulting the platform vendor’s guides 
ensures you align with the latest features (for example, Apple might emphasize 
using FaceID/TouchID for certain keychain access to double-lock sensitive info). 

• NIST Guidelines on Mobile Device Security – NIST SP 800-124 (Guidelines for 
Managing the Security of Mobile Devices in the Enterprise) and NIST SP 800-163 
(Vetting the Security of Mobile Applications) are two publications that, while 
aimed at organizations, contain useful guidance for developers as well. SP 800-
163 in particular talks about what to look for in mobile app security (essentially 
what an auditor would check in your app). It includes things like secure coding 
practices, use of authorized APIs, and avoiding unsafe functions. These 
documents are lengthy and not code-specific, but they provide a high-level 
framework that can guide your secure development process. For instance, they 
reinforce principles like least privilege (don’t request more permissions on the 
device than necessary) and secure defaults (app should default to secure 
settings out-of-the-box). 

• Cert Pinning and Public Key Pinning Resources – Since pinning is tricky (in 
terms of certificate rotation and implementation), references like OWASP’s 
Pinning Cheat Sheet or even the IETF RFC 7469 on Public Key Pinning (HPKP – 
which was for web but has insights applicable to mobile) can be useful. They 
outline strategies for pinning (like pinning to a CA’s key vs pinning end-entity 
certs) and pitfalls (like what if you lose the key – always have a backup pin!). 
Understanding these helps in implementing pinning correctly in mobile apps to 
avoid locking out users unintentionally. 

• “Mobile App Security” by Collin Mulliner & Johannes Klaus (book) and other 
mobile security research – There are some community resources and books that 
delve into mobile app vulnerabilities. Reading about real mobile app pen-tests 
can be eye-opening (for example, finding that some popular app was storing 
auth tokens in a world-readable location on Android). These stories and case 

https://cheatsheetseries.owasp.org/cheatsheets/Mobile_Application_Security_Cheat_Sheet.html#:~:text=Ensure%20that%20your%20mobile%20app,Regularly%20update%20and%20rotate


studies serve as references for what not to do, complementing the checklist-
style references with real context. 

By consulting these references, a developer can get both a broad understanding of 
mobile security landscape (OWASP top 10, MASVS) and concrete guidance on specific 
tasks (like Android’s guide for secure storage, OWASP cheat sheets for pinning). In 
mobile security, details matter – so having references on-hand during development is 
extremely helpful to ensure nothing slips through the cracks. 

 

 

10. Secure Deployment and Environment Hardening 

10.1 Overview 

Secure deployment and environment hardening involve locking down the 
infrastructure where your application runs, ensuring that production systems have 
minimal attack surfaces, are patched against known vulnerabilities, and are configured 
following best security practices. Even a perfectly coded application can be 
compromised if it’s deployed on an insecure server or misconfigured cloud 
environment. By “hardening,” we mean removing unnecessary services, applying 
strict firewall rules, segmenting networks, enforcing secure defaults, and continuously 
monitoring for weaknesses. 

Modern DevOps practices often emphasize immutable infrastructure (treating servers 
as disposable, always redeploying from a secure base image) and infrastructure as 
code (managing environment configuration in version control). These approaches 
reduce “drift” (where one server quietly becomes different from others) and make it 
easier to maintain consistent, locked-down environments. 

Hardening also applies at multiple layers: operating system (patching, removing 
unneeded services), container or VM (restricting capabilities, limiting ports), cloud 
services (securing S3 buckets, disabling public access, restricting IAM policies), and 
network (segmenting internal services from the internet, limiting blast radius). 
Combined, these measures ensure an attacker can’t trivially escalate from one 
foothold to full system compromise. 



10.2 Risks (Unpatched Servers, Open S3 Buckets) 

• Unpatched or Outdated Systems: Operating systems, containers, and 
frameworks frequently receive security updates. If your servers or container 
images are not regularly patched, attackers can exploit known vulnerabilities 
(like a widely disclosed CVE in the OS kernel or a library). For instance, an 
unpatched Ubuntu server with a year-old kernel might be vulnerable to a 
privilege escalation bug, letting an attacker gain root access. Similarly, outdated 
container images may contain known flaws in system libraries or runtime 
dependencies. Failing to update promptly can lead to easy compromises. 

• Open S3 Buckets and Misconfigured Cloud Storage: In cloud environments, a 
common misconfiguration is leaving an Amazon S3 bucket (or Azure Blob 
storage, or GCS bucket) publicly accessible. Attackers scan the internet for such 
public buckets containing sensitive data (like user records or private backups). 
Many breaches occur simply because a developer created a bucket, enabled 
“public read/write” for testing, and never reverted it. Attackers can read or even 
overwrite files. Another scenario is incorrectly configured file sharing or using a 
too-broad IAM policy. Essentially, misconfigured cloud storage is a major risk 
that can expose data at scale. 

• Default Credentials or Services Left Enabled: Just like with application 
misconfiguration, deployment environments also come with defaults that can 
be insecure. For instance, a new Ubuntu installation might have SSH running on 
port 22 with password login allowed. If you leave a weak password, that’s a 
major entry point. Similarly, some cloud images or on-prem boxes may have 
vendor services or sample apps still running. If they have default admin 
credentials or known vulnerabilities, attackers can leverage them. In a container 
environment, you might forget to remove an exposed admin panel from a base 
image. 

• No Network Segmentation: If your production environment is a flat network 
where all servers and services can talk to each other freely, a single 
compromised server or container can become a stepping stone to the entire 
infrastructure. Attackers who breach one host often scan laterally for others. 
Without segmentation or strong firewall rules, they can pivot easily, access 
internal services, or exfiltrate data from databases. Lack of segmentation also 
complicates detection—everything can communicate with everything, so 
malicious traffic is not obviously “out of place.” 

• Excessive Permissions and Privilege: Over-permissioned AWS IAM roles or a 
root-level user running processes in every container/VM is dangerous. If an 
attacker compromises a process running as root, they control that entire 
system. If the system’s IAM role has broad cloud privileges (like full S3 or EC2 



access), they can pivot across accounts, spin up cryptominers, or steal data. 
This principle extends to databases and networks—using root or admin 
accounts for routine tasks is an invitation for catastrophic damage if 
compromised. 

• No Visibility or Monitoring: Even if you attempt to harden an environment, 
failing to monitor logs, network traffic, or system changes means you may not 
notice active attacks or misconfigurations. Attackers thrive when no one is 
watching. Logging, alerting, and intrusion detection are part of environment 
hardening—without them, you can’t respond to suspicious activity. For example, 
an attacker might brute force SSH or move laterally inside your network for 
months if you have no alerting on unusual connections. 

10.3 Best Practices (Immutable Infrastructure, Network Segmentation) 

• Adopt Immutable Infrastructure: Instead of manually patching and updating 
long-lived servers, build new instances from a secure, up-to-date image and 
redeploy. This is a DevOps pattern where servers (or containers) are treated as 
disposable. If you need an update or config change, you rebuild an image with 
that change and redeploy everything. The old instances are destroyed. This 
ensures each deployment uses a consistent, hardened baseline (all OS patches, 
minimal services installed) instead of drifting over time. Tools like Packer (for VM 
images) or Docker (for containers) let you bake a hardened OS image (or 
container) with all security updates, tested once. Then every production node 
runs that same image. If a critical patch is released, you integrate it into the 
image and redeploy. This approach drastically reduces the risk of unpatched 
systems and ensures environment parity across dev, test, and production. 

• Regular Patching and Updating: Even with immutable infrastructure, you must 
keep your base images current. If you’re not fully immutable, at least automate 
patching. For instance, enable automatic security updates on Linux systems, or 
set up a patching schedule for Windows servers. Monitor advisories (like from 
distro maintainers, container base images, etc.) so you know when critical 
vulnerabilities appear. The same principle applies to container images—use 
official images or images you trust, keep them updated, and rotate running 
containers frequently. For example, a Docker-based microservice might get 
redeployed weekly with the latest patched image, ensuring minimal window for 
exploitation. 

• Network Segmentation (Zero Trust Approach): Break your environment into 
segments or subnets. Critical databases or internal services should never be 
directly accessible from the internet. Use private subnets, internal load 
balancers, and strict firewall rules or security groups to limit traffic flows. For 
instance, your front-end web servers or application servers might be in a DMZ or 



public subnet with minimal inbound ports open (e.g., only 443 for HTTPS). 
Behind them, database servers or internal APIs might be in a private subnet with 
only port 3306 open to the app servers’ security group. Additionally, adopt a 
“zero trust” mindset—don’t assume traffic from your internal network is 
automatically trusted. Each service authenticates requests (e.g., mTLS, tokens). 
If an attacker compromises one service, they can’t waltz into others without 
further authentication. By segmenting and restricting traffic, you reduce the 
blast radius if one component is breached. 

• Least Privilege for Cloud Resources: Use locked-down IAM roles or service 
accounts so that each microservice or server has only the minimal privileges 
needed. For example, if a microservice only needs access to one S3 bucket for 
reading, create an IAM policy granting s3:GetObject for just that bucket. Don’t 
grant it s3:* or root-level privileges. Similarly, do not run containers as root if not 
necessary—use a non-root user inside the container so a compromise of the 
app doesn’t equate to a root-level takeover of the container. Apply the principle 
of least privilege everywhere: OS accounts, container privileges (capabilities in 
Docker), database permissions, and cloud IAM. This approach ensures that if a 
system or process is compromised, the attacker can’t pivot easily or do 
catastrophic harm. 

• Lock Down Storage (S3, Blob, etc.): For AWS S3, enable private bucket policies 
by default. Use resource-based or IAM policies to limit who can list or read 
objects. If some objects need public read, consider storing them in a separate 
bucket or using presigned URLs for controlled access. Enable server-side 
encryption (SSE) so data is encrypted at rest. Optionally enable “Block Public 
Access” at the account or bucket level to prevent accidentally making buckets 
public. Monitor with AWS Config or third-party scanners that alert if a bucket is 
suddenly made public. Similar logic applies to Azure Blobs, GCS Buckets, or any 
cloud storage—disable public read/write unless absolutely necessary, and 
prefer fine-grained access policies. 

• Infrastructure as Code (IaC) and Automated Hardening: Manage your 
environment configuration (servers, networks, security groups, etc.) in code 
using tools like Terraform, CloudFormation, or Ansible. Version-control these 
definitions and apply them consistently to each environment. This reduces 
human error and ensures consistent security settings (like firewall rules, OS 
hardening tasks). By describing your environment in code, you can run security 
scans (e.g., Checkov, tfsec) that check for misconfigurations (like open ports or 
default passwords). You can also embed security best practices in the 
templates (e.g., forcing encryption on S3, ensuring IMDSv2 in AWS). If a new 
server is spun up, it uses the same hardened configuration as all others. 



• Continuous Security Monitoring and Logging: Set up logging and alerting at all 
layers. For example, gather OS logs (syslog), container logs, application logs, 
plus network flow logs (like VPC Flow Logs in AWS). Use a centralized logging 
system (ELK/EFK stack, Splunk, or a cloud-based service). Monitor for 
suspicious traffic or system changes. Tools like CIS-CAT or OpenSCAP can 
periodically check server configurations against known benchmarks. If you 
detect anomalies (e.g., a server enabling new services or an unexpected open 
port), investigate promptly. You should also track changes to cloud resources—
many providers have config audit features (e.g., AWS Config or Azure Policy) that 
show when a bucket or security group changes. Ideally, all config changes 
happen via IaC commits, so if something changes outside that path, you know 
it’s suspicious. 

• Secure the OS and Container Layers: Remove unnecessary packages, disable 
SSH root login, set up a firewall (like iptables or ufw), and use strong SSH keys or 
Single Sign-On for admin access. For containers, use minimal base images (like 
distroless images) so there’s less software to exploit. Drop capabilities in 
Docker (e.g., CAP_NET_RAW) that your container doesn’t need. Also keep your 
container orchestrator (Kubernetes, ECS, etc.) locked down—only authorized 
admins can deploy or read secrets. Turn on Kubernetes pod security policies or 
their replacement (Pod Security Admission) so that containers can’t run as root 
or mount sensitive host paths by default. 

• Routine Hardening Audits: Hardening isn’t a one-time event—each time you 
deploy new infrastructure or services, re-validate your security posture. Tools 
like the CIS Benchmarks for Linux, Docker, Kubernetes, AWS, etc., provide 
checklists to ensure you have best-practice configurations (like turning off IPv6 if 
not used, ensuring file permissions, etc.). The “CIS-CAT” tool can automate 
checks for these benchmarks. Periodic pen tests or vulnerability scans can 
reveal if you missed something. Continual vigilance is necessary—if you adopt 
new technology or open new ports, double-check you haven’t introduced a hole. 

Following these best practices—immutable infrastructure, network segmentation, 
restricting privileges, locking down cloud storage, and ongoing monitoring—ensures 
your environment remains solid. Even if an attacker finds a flaw in your app, 
environment hardening can hamper their progress and contain the damage. 

10.4 Example (AWS S3 Hardening) 

A concrete scenario: Suppose you have a web application that stores user-uploaded 
documents in an S3 bucket. By default, you might be tempted to make the bucket 
public so users can retrieve their files easily. However, that’s insecure and can leak 
sensitive data. A hardened approach is: 



1. Create a Private Bucket: In AWS S3 console or via IaC (Terraform), set Block 
all public access to On, ensuring the bucket can’t be publicly listed or read. 

2. Use an IAM Policy: Attach a policy that allows only your application’s IAM role to 
read and write objects. For instance, a policy statement granting s3:GetObject 
and s3:PutObject for the specific bucket arn. This role is assumed by your 
application (e.g., an EC2 or ECS task role). 

3. Application Logic for Access: When a user wants to download a file, your 
backend calls the S3 API to generate a presigned URL (valid for, say, 1 minute). 
The user can then use that presigned URL to download their file. This ensures 
only authenticated users can request the link from your backend, and the link 
expires quickly. 

4. Enable Server-Side Encryption (SSE-S3 or SSE-KMS) so data is encrypted at 
rest. Optionally, use a custom KMS key if you want more control. 

5. Enable Logging and Versioning: Turn on S3 access logging or AWS CloudTrail so 
you know who/what is accessing objects. Turn on versioning if you need to track 
or restore overwritten files. 

6. Use Bucket Policies Carefully: If you must allow some public objects (like 
static images), store them in a dedicated sub-bucket or prefix, with a carefully 
scoped policy for read-only access. Don’t open the entire bucket. 

With this approach, you never set the entire bucket to “public.” The data remains 
private except when the app specifically grants temporary access. This eliminates the 
risk of accidentally exposing all files. 

10.5 Tools (Terraform, CIS-CAT) 

• Terraform: A popular Infrastructure as Code (IaC) tool that lets you define your 
cloud resources—servers, networks, S3 buckets, IAM roles—using declarative 
config files. You can then apply those configs to spin up or update your 
environment. This encourages consistent, repeatable deployments and 
integrates with version control. Terraform also supports modules and 
community best-practice templates (e.g., a secure VPC or a locked-down EKS 
cluster). Integrating Terraform with a CI pipeline can automatically test for 
misconfigurations or run security checks (like tfsec, Checkov) before changes go 
live. 

• CIS-CAT (CIS Configuration Assessment Tool): Provided by the Center for 
Internet Security (CIS), CIS-CAT can scan systems and compare them against 
CIS Benchmarks. For example, it can check an Ubuntu server and see if you’ve 
disabled root SSH login, set password complexity, updated packages, etc. It can 
also scan Docker images or Kubernetes clusters. The results show which 
benchmark controls you pass/fail and provide remediation steps. This is very 



handy for scheduled audits of your servers or images to ensure they remain 
hardened over time. It automates what would otherwise be a manual checklist. 

• Other Tools: 
o Packer: Automates building machine images that are already hardened 

(e.g., applying patches, removing unneeded packages, setting correct 
sysctl values). You can then deploy those images consistently. 

o Cloud Provider Security Tools: For AWS, services like AWS Config, 
GuardDuty, and Inspector can find misconfigurations, suspicious 
activity, or vulnerabilities. Azure Security Center and Google Cloud 
Security Command Center do similar checks. 

o Kubernetes Hardening Tools: If you use Kubernetes, tools like kube-
bench can check your cluster’s compliance with CIS Benchmarks. kube-
hunter can do a penetration test style check for common 
misconfigurations. OPA/Gatekeeper can enforce security policies in real 
time. 

o Host Intrusion Detection Systems (HIDS): Tools like OSSEC or Wazuh 
monitor system files and logs to detect malicious changes or intrusions. 
They can help catch compromise early. 

o Vulnerability Scanners: Tools like Nessus, OpenVAS, or Qualys can 
scan your network and servers for known issues. Container-specific 
scanners like Trivy can detect vulnerable packages in Docker images. 

By adopting IaC plus scanning/assessment tools, you ensure your environment is built 
from secure templates and is continuously checked for new weaknesses. 

10.6 References (NIST SP 800-123) 

• NIST SP 800-123: Guide to General Server Security: This publication by the 
National Institute of Standards and Technology offers foundational guidance on 
securing servers. It covers installing, configuring, patching, and maintaining 
servers securely. Though somewhat older, it remains a solid baseline for system 
hardening—covering topics like principle of least privilege, reducing attack 
surface, logging, and monitoring. Many principles in 800-123 still apply to 
modern cloud or container-based systems. 

• CIS Benchmarks: The Center for Internet Security publishes detailed 
configuration guides (“benchmarks”) for OSes (Linux, Windows), server software 
(Apache, Nginx), container platforms (Docker, Kubernetes), and cloud providers 
(AWS, Azure, GCP). Each benchmark enumerates recommended settings (e.g., 
“Disable root login via SSH,” “Enable audit logs,” “Set file permissions on 
/etc/passwd,” etc.). Adopting these benchmarks helps systematically harden 
your environment. Tools like CIS-CAT automate checking compliance. 



• OWASP Server Security Configuration Cheat Sheet: While OWASP is often 
associated with web apps, it also has resources on securing the underlying 
servers. This cheat sheet outlines typical misconfigurations and how to mitigate 
them—like turning off directory listing in a web server, restricting file 
permissions, using chroot jails or containers, etc. It’s a quick reference for many 
common tasks in environment hardening. 

• NIST SP 800-53 (Security and Privacy Controls for Information Systems): A 
broader standard enumerating a huge catalog of security controls, including 
those relevant for deployment environment hardening (like AC-3 for access 
control, CM-2 for baseline configurations, RA-5 for vulnerability scanning). 
Organizations under certain compliance regimes (federal agencies) must 
implement these. It can be heavy reading, but it’s authoritative for government-
level security requirements. 

• PCI-DSS Requirements: If you handle payment card data, the Payment Card 
Industry Data Security Standard has detailed requirements on how servers 
should be configured, how to limit access, firewall configuration, patching 
frequency, etc. Even if you’re not strictly under PCI scope, it can be a useful 
reference for robust server security. 

 

 

 

 

 

 

 

 

 

 

 

 

 



11. Security Testing and Code Review 

11.1 Overview 

Security testing and code review are the quality assurance of security – they ensure that 
vulnerabilities are caught and fixed before software is released. This process involves 
both automated scanning and human oversight. For example, Static Application 
Security Testing (SAST) analyzes source code for flaws (like injection vulnerabilities or 
insecure API usage) without running the program, whereas Dynamic Application 
Security Testing (DAST) simulates attacks on a running application to find issues that 
manifest in real-time circleci.com. Used together, SAST and DAST provide a 
comprehensive approach, covering both pre-deployment code analysis and post-
deployment vulnerability assessment circleci.com. In addition, manual code reviews 
by developers or security engineers add a crucial layer – humans can spot logic errors, 
design oversights, or insecure practices that automated tools might miss owasp.org. 

In practice, incorporating security testing means integrating tools and practices 
throughout the development lifecycle. This “shift-left” approach catches issues early, 
when they are easier and cheaper to fix sonarsource.com. For instance, a team might 
run static analysis on every pull request and have testers run OWASP ZAP or Burp Suite 
against staging builds. The goal is to find and fix weaknesses (SQL injections, XSS, 
misconfigurations, etc.) before attackers do. Effective security testing and code review 
create a feedback loop for developers – much like running unit tests to catch 
regressions, you continuously test and review for security regressions and flaws. By 
making security an integral part of development (often called DevSecOps), teams build 
software that is not only functional but resilient against attacks. 

11.2 Risks (Undetected SQLi, Logic Flaws) 

Skipping thorough security testing or code review can leave serious vulnerabilities 
invisible until it’s too late. Two common risk areas are injection flaws and business 
logic flaws: 

• Undetected SQL Injection (SQLi): SQL injection is a classic and dangerous 
vulnerability where malicious inputs trick the application into executing 
unintended database queries. If developers don’t manually review code for safe 
query practices or run security scans, an SQLi bug can slip into production. The 
risk is huge – attackers could dump databases or escalate privileges. Injection 
vulnerabilities remain one of the most common and dangerous web app security 
risks indusface.com (OWASP Top 10 lists injection in the top tier of threats). For 
example, an e-commerce app might have a search feature that directly 
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concatenates user input into a SQL query; without tests or review, a hacker 
could input something like '; DROP TABLE users;-- and potentially wipe or 
steal data. Undetected SQLi can lead to data breaches, financial loss, and 
reputational damage. 

• Logic Flaws and Authorization Bypass: Business logic vulnerabilities arise 
when the application’s workflow or state assumptions can be manipulated in 
unintended ways. These flaws are often subtle – for instance, an online banking 
system might allow a fund transfer to be initiated and approved by the same user 
due to a logic oversight, or a shopping cart might apply a discount multiple times 
if calls are repeated, leading to getting items for free. Such issues usually won’t 
be caught by automated scanners because they exploit valid application flows in 
a clever sequence. Logic flaws are often invisible to routine testing and 
require a creative attacker’s mindset to discover portswigger.net. Without code 
reviews and dedicated security testing, these flaws go unnoticed. The result can 
be severe: attackers exploiting logic gaps to bypass authentication, escalate 
privileges, or cause financial harm. For instance, a lack of an integrity check in 
an order process might let a user change a price field on the client side and have 
the system accept a $0 purchase. These kinds of issues can undermine the 
entire business process and typically evade detection by standard functional 
tests. 

In summary, failing to do security testing and code reviews is akin to leaving your 
system’s back door unlocked. Critical vulnerabilities like SQLi, cross-site scripting, 
insecure direct object references, etc., may remain in your code. Attackers actively 
seek out these weaknesses. Many high-profile breaches have been traced to simple 
bugs that were not caught in testing. The risk isn’t just theoretical – without a rigorous 
testing and review regimen, you’re relying on luck to stay secure, and that’s a risky 
bet. 

11.3 Best Practices (SAST/DAST, Pen Testing) 

To mitigate the above risks, organizations should adopt a combination of automated 
and manual practices. Key best practices include: 

• Security-Focused Code Reviews: Treat code review as a security checkpoint, 
not just a style or logic check. When peers review code, they should follow a 
security checklist – for example, verifying that input validation is in place, 
authentication and access control logic is correct, errors aren’t leaking sensitive 
info, and cryptographic practices are sound. It helps to have guidelines or the 
OWASP Code Review Guide on hand for what to look for. Code reviews can 
catch issues like misuse of APIs (e.g., using a vulnerable crypto algorithm or 
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improper random number generation) or logical mistakes (like forgetting an 
authorization check) that automated tools might miss. Ensure that at least one 
reviewer has a “paranoid” eye on each change. For critical code (authentication 
flows, payment processing, etc.), consider an extra review by a security 
specialist. Remember, while automated scans are great, manual review is still 
essential in the SDLC because scanners can’t understand the intent of the code 
owasp.org. 

• Integrate SAST into the CI/CD Pipeline: Static Application Security Testing 
should be an automated part of development. Use tools like SonarQube, 
Checkmarx, CodeQL, or similar to scan the source code for vulnerabilities on 
every commit or build. These tools examine code for patterns of insecure coding 
(like SQL injection, XSS, buffer overflows, use of dangerous functions, etc.) 
without running the app. A good SAST setup will flag issues such as unsanitized 
inputs flowing into database queries. Modern SAST tools can even trace data 
flow (taint analysis) to find complex injection paths. By integrating SAST in CI, 
you get quick feedback – developers are notified of security issues early, when 
the code is still fresh in their mind sonarsource.com. Set up quality gates: for 
instance, fail the build if any high-severity vulnerability is found. Over time, this 
keeps the codebase free of known flaws. SAST is great for catching the “low-
hanging fruit” automatically, and it enforces a baseline of secure coding (for 
example, SonarQube comes with rules mapping to OWASP Top 10 categories to 
ensure common flaws are caught sonarsource.com). Always keep the tool’s rule 
sets updated and tune them to reduce false positives so developers trust the 
results. 

• Regular DAST Scans and Penetration Testing: In addition to code-level 
scanning, perform Dynamic Application Security Testing on running 
applications. Tools like OWASP ZAP (open source) or Burp Suite (commercial) 
can automate attacks against your web app to discover vulnerabilities that 
manifest at runtime. Schedule regular scans (e.g., with ZAP weekly on a QA 
environment) to probe for things like XSS, SQLi, insecure cookies, misconfigured 
HTTP headers, etc. DAST acts like an external hacker – it doesn’t know the code, 
but it will poke and prod the live app through HTTP requests. This can uncover 
issues such as broken access control or configuration errors that static code 
analysis might not catch. Make sure to include authenticated testing (log in as a 
test user) so that the scanner can exercise all parts of the application behind 
login. Furthermore, at least annually or for major releases, invest in a 
penetration test by experienced security professionals. Automated tools are 
useful, but skilled human testers will find deeper issues by trying creative attack 
vectors and chaining multiple weaknesses. Pen testers can discover business 
logic flaws, race conditions, or subtle access control gaps by actively trying to 
“think like an attacker” beyond what a scanner does. Their findings provide an 
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invaluable outsider perspective on your security. Incorporate penetration testing 
as a complement to your regular DAST/SAST checks – for example, an external 
pen test before a big product launch, or ongoing bug bounty programs to 
incentivize researchers to report issues. 

• Use Test Cases for Security and Abuse Cases: Just as you write unit tests for 
functionality, you can write tests for security behaviors. For example, create 
automated tests to ensure that forbidden actions are indeed prevented (an 
access control unit test) or that input validation functions correctly (e.g., sending 
nasty inputs to a validation function and asserting it rejects them). Consider fuzz 
testing critical components – fuzzing feeds random or specially crafted inputs to 
find unexpected crashes or behaviors (which often indicate vulnerabilities). 
Many modern frameworks allow adding security tests; for instance, if you have a 
regex validation for emails, add tests with very long or malicious patterns to see 
if it’s robust. Also, think in terms of “abuse cases”: when designing tests, 
include scenarios of how a malicious user might misuse the feature. For 
example, if there’s a file upload, test uploading a script instead of an image. If 
there’s an account registration, test creating a very long username or SQL meta-
characters in fields. These targeted tests can catch issues early. By 
incorporating such security test cases in your automated test suite, you ensure 
that once a vulnerability is fixed, it remains fixed (regressions are caught if 
someone reintroduces the flaw). 

• Continuous Improvement and Tooling: Treat security testing as an evolving 
practice. After each incident or pen test report, update your processes and 
checklists. For instance, if a penetration test uncovers a new type of flaw, add a 
specific check for it either in code reviews or by tuning your SAST/DAST tools. 
Leverage linters or IDE plugins that highlight insecure code as you type (e.g., 
ESLint plugins for security, PMD rules, etc.). Many teams adopt a “security 
champion” model – a developer on the team advocates for security, helps triage 
tool findings, and stays current on emerging threats to update the team’s 
practices. Also, ensure that dependency scanning (for vulnerable libraries) and 
configuration scanning (for cloud infrastructure as code, container images, etc.) 
are part of your pipeline – these might be covered in other sections of your guide, 
but they intersect with testing (e.g., using OWASP Dependency-Check or Snyk to 
catch vulnerable components is a best practice). By continuously refining 
tooling, training, and processes, your security testing and code review will keep 
pace with the evolving threat landscape. 

11.4 Example (OWASP ZAP Workflow) 

Example – Using OWASP ZAP for a Web App Security Test: Imagine you’ve built a new 
web application feature (say a user profile page with a form that updates account info). 



Before deploying it, you want to ensure it has no obvious security holes. OWASP ZAP, 
an open-source DAST tool, can be used to perform a quick security assessment. Here’s 
a typical workflow: 

1. Setup ZAP as a Proxy: Launch OWASP ZAP and configure your browser (or test 
environment) to route traffic through ZAP’s proxy. ZAP acts as a “middleman” 
between your browser and the web app. This allows it to record and modify all 
HTTP requests and responses. For example, if your app is running at 
http://localhost:3000, you’d set your browser’s proxy to ZAP’s address (by 
default, ZAP listens on 127.0.0.1:8080). Now, when you navigate the app, ZAP 
will capture the traffic. 

2. Explore the Application (Spidering): Next, populate ZAP with as much of your 
application’s attack surface as possible. You can do this by using ZAP’s Spider 
feature or by manually browsing your app through the proxy. For instance, log in 
as a normal user and click through the profile page, forms, links, etc. ZAP’s 
Spider will crawl the site – following links and submitting forms with test data – 
to map out all the pages and parameters. As it does this, ZAP performs passive 
scanning (looking at responses for signs of vulnerabilities). Simply exploring the 
app can reveal issues like missing security headers or error messages that leak 
information, which ZAP would flag as passive scan alerts. 

3. Configure Scan Policy (Optional): ZAP allows you to set the aggressiveness of 
the scan and which types of tests to perform. For a quick scan, the defaults are 
fine, but if you know certain inputs are sensitive (e.g., a SQL field), you can 
ensure SQL injection tests are enabled. You might also define scope so ZAP 
doesn’t attack unrelated domains (to avoid stray requests). 

4. Active Scan (Attack Phase): Now comes the active scanning. In ZAP’s UI, under 
the “Quick Start” tab, you can enter the URL to attack (e.g., your profile page 
URL) and click “Attack”. ZAP will then automatically send a battery of test 
payloads to each parameter and endpoint it discovered – attempting things like 
SQL injection, cross-site scripting, file inclusion, OS command injection, etc. 
This is essentially an automated pen test. ZAP’s active scanner might, for 
example, insert ';-- into text fields to see if a SQL error results, or try script tags 
in inputs to see if they’re reflected (potential XSS). During this phase, you might 
see in the ZAP interface a series of requests being made to your server. ZAP is 
careful to categorize and not flood everything at once, but it will thoroughly test 
each input it found. (Be sure you’re testing against a non-production 
environment, as active scans do send malicious payloads which could alter data 
or crash a fragile app.) 

5. Review Alerts and Results: Once the scan completes, or even as it’s running, 
check the Alerts tab in ZAP. ZAP will list any potential vulnerabilities it found, 
each with a severity level (e.g., high, medium, low) and details jit.io. For 
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example, you might see an alert: “SQL Injection – High risk – Description: The 
parameter userId appears to be vulnerable to SQL injection. ZAP sent a payload 
' OR '1'='1 and received a response indicating a database error. jit.io” Along 
with this, ZAP provides info on the request that triggered it and sometimes 
suggests remediation (like “use parameterized queries”). Similarly, you might 
find an XSS alert if any input was reflected unencoded. Each alert can be 
expanded to see a detailed description, the evidence (e.g., snippet of the 
response that showed a vulnerability), and references. This step is crucial – you 
interpret the findings to confirm if they are true vulnerabilities (sometimes there 
are false-positives or low-impact issues). In our profile page example, suppose 
ZAP flags a SQL injection in the profile update form – you would take note of this 
specific issue. 

6. Remediation and Re-test: Now you have actionable output. For each real issue 
found, fix the code and then run the test again to validate the fix. In the SQL 
injection example, you would go to the server-side code for the profile update 
and perhaps switch from string-building an SQL query to using prepared 
statements (or ORM parameter binding). After the fix, run ZAP’s scan again 
specifically for that area to ensure the SQLi is no longer exploitable. ZAP’s 
repeatability makes it easy to verify remediation – it’s regression testing for 
security. You can also generate a report from ZAP (HTML or XML) to keep a 
record of what was found and fixed. 

7. Automate for Ongoing Testing: This example was an interactive use of ZAP, but 
you can also automate ZAP in a CI/CD pipeline. For instance, ZAP provides a 
Docker image and CLI that can run the above steps headlessly zaproxy.org. You 
might incorporate a nightly ZAP scan of the latest dev build and have it output a 
report or fail the pipeline on high-severity findings. This ensures that as new 
features are added, obvious vulnerabilities are caught continuously. In our 
scenario, after fixing the initial SQLi, adding ZAP to CI would prevent a developer 
from accidentally reintroducing that bug later. While manual exploration is still 
valuable (especially for logic flaws), automation with tools like ZAP provides a 
baseline of security testing on every iteration of your app. 

Through this OWASP ZAP workflow, you’ve conducted a mini penetration test on your 
application. In our example, ZAP discovered a SQL injection that might have otherwise 
gone unnoticed until an attacker found it. By proactively using such tools, developers 
can catch and fix vulnerabilities early. This example highlights the importance of using 
free, effective tools like ZAP as part of secure coding practice – it lowers the barrier to 
performing regular security tests, even for teams without dedicated security engineers. 
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11.5 Tools (SonarQube, Burp Suite) 

When implementing security testing and code review, a variety of tools can assist. Here 
are two notable ones: 

• SonarQube: SonarQube is a popular platform for continuous code quality 
inspection, including static security analysis. It plugs into your development 
workflow – for example, running automatically on each code check-in or pull 
request. SonarQube comes with a rich set of security rules that cover common 
vulnerabilities. It will highlight issues in the code like SQL injection risks, cross-
site scripting, hard-coded passwords, use of weak encryption functions, and 
more. For instance, SonarQube has injection detection rules that trace 
untrusted user input through the code to see if it reaches a database query or 
command interpreter without proper sanitization docs.sonarsource.com. If such 
a path is found, it raises an alert (often called a “security hotspot” or 
vulnerability) to the developer. SonarQube categorizes findings by severity and 
even maps many of them to standards like OWASP Top 10 and CWE, which 
helps developers understand the significance sonarsource.com. A typical use 
case is to set up a quality gate: if SonarQube finds any Critical or High severity 
security issues in a merge request, it fails the pipeline, forcing the team to 
address the issues before merging. This prevents new vulnerabilities from 
sneaking into the codebase. SonarQube can be extended with plugins and 
supports multiple languages (Java, Python, JavaScript, C#, and more). The 
Community Edition is free and open-source, which makes it accessible (though 
certain advanced security rules are available in commercial editions). By using 
SonarQube, teams effectively get an automated code security reviewer that runs 
24/7 – it’s not a replacement for human review, but it significantly improves 
coverage and consistency in finding security problems in code. 

• Burp Suite: Burp Suite is a professional-grade web security testing toolset 
developed by PortSwigger, and it’s considered the de facto standard for web 
penetration testing. In practice, if you hear about a security engineer testing a 
web app, they’re probably using Burp Suite for a large portion of that work. Burp 
is an intercepting proxy at its core – it allows you to intercept, inspect, and 
modify HTTP(S) traffic between your browser and the target application 
vaadata.com. This is incredibly powerful: testers can manipulate requests on 
the fly (for example, change parameters or cookies to test security) and see how 
the server responds. But Burp Suite is much more than a proxy. It includes an 
automated scanner that can crawl and attack the application for vulnerabilities 
(similar to ZAP’s active scan). It also provides tools like Repeater (to replay and 
tweak individual requests manually), Intruder (for automating customized 
payloads to fuzz or brute-force things like form fields or authentication), and 
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Decoder/Comparer utilities for analyzing data. Burp Suite is highly extensible; a 
rich ecosystem of extensions can integrate additional scans (for example, for 
JWT vulnerabilities, or CMS-specific issues). Security professionals favor Burp 
Suite for its depth and flexibility – one survey result noted that pentesters spend 
the majority of their time (upwards of 90%) using Burp during a web app test 
vaadata.com. There is a free Community Edition of Burp which is great for 
learning and small-scale testing (it has a slower scanner and some features like 
Intruder are rate-limited), and a paid Professional Edition which unlocks the full 
power (blazing fast scanning, advanced automation, project saving, etc.). In a 
secure coding practice, developers can use Burp or its free alternatives to 
manually probe their apps just as an attacker would. For example, after 
implementing a new feature, a developer could run Burp in proxy mode, try 
sending unexpected inputs via Repeater, and see if any anomalies occur. Burp’s 
scanner might flag things like “reflected XSS” or “insecure cookie attributes” 
that the developer can then fix. Integration tip: While Burp is generally a manual 
tool for interactive testing, it can be semi-automated in CI using the Burp CLI or 
by writing scripts that utilize Burp’s engine, but that’s advanced usage. The 
primary value of Burp Suite in the toolchain is for thorough manual and semi-
automated testing of web applications, especially when you need to uncover 
complex or deeply hidden issues. Together with OWASP ZAP (which can be used 
in automation or as a second opinion), Burp Suite helps ensure your application 
is scrutinized from a hacker’s point of view. 

(Other tools worth mentioning in this space include OWASP ZAP (covered in the 
example above, an open-source DAST scanner), Semgrep (a lightweight static analysis 
tool with security rules), Bandit for Python security linting, ESLint plugins for catching 
security issues in JavaScript, and Veracode or Fortify for enterprise SAST. Additionally, 
integrating security into CI might involve tools like GitHub Advanced Security/CodeQL 
to automatically scan pull requests. The landscape of tools is broad – the key is to 
choose tools that integrate well with your workflow and cover the technology stack you 
use. SonarQube and Burp are highlighted here because they are widely used and 
exemplify static and dynamic analysis capabilities, respectively.) 

11.6 References (OWASP Testing Guide) 

• OWASP Web Security Testing Guide (WSTG): A comprehensive guide by 
OWASP for web application security testing. It covers methodologies, test cases 
for common vulnerabilities, and best practices used by professionals worldwide 
owasp.org. It’s an excellent resource for learning how to systematically test web 
apps for security issues (from information gathering to business logic testing). 
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• OWASP Code Review Guide: In-depth guidance on performing secure code 
reviews. This guide explains the “why and how” of code reviews and lists specific 
vulnerability patterns to look for in code, organized by categories (injection, 
authentication, etc.). It emphasizes that despite advances in automated 
scanning, manual code review remains crucial in the SDLC owasp.org. It also 
provides checklists and code examples for reviewers. 

• OWASP Testing Guide & Cheat Sheets: Aside from the WSTG, OWASP offers 
cheat sheets and smaller guides on specific areas (e.g., SQL Injection Testing, 
Auth testing). These can be handy references during both development and 
testing to ensure you’re covering the standard scenarios. 

• NIST SP 800-115 (Technical Guide to Information Security Testing and 
Assessment): NIST’s publication that outlines how to conduct security 
assessments, including pen testing and code review processes. It’s more on the 
policy/procedure side, but it can provide a framework for establishing a formal 
testing program. 

• OWASP Top 10 and ASVS: While not guides to testing per se, the OWASP Top 10 
(most critical web app risks) is a good reference for the kinds of issues your 
testing should be targeting (e.g., injections, XSS, broken access control, etc.). 
The OWASP ASVS (Application Security Verification Standard) is a checklist of 
security requirements at different levels of rigor – teams often use it to measure 
their application’s security posture. You can use ASVS as a list of things to verify 
(test) in your application – essentially a testing requirement guide that dovetails 
with secure coding. 

By leveraging the above resources and tools, developers and security professionals can 
systematically enforce security in the development process. Security testing and code 
review, done thoroughly, give confidence that the software behaves as expected and is 
resistant to common attack techniques. They turn secure coding principles into verified 
reality. 
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12. Secure Next.js and Web Framework Best Practices 

12.1 Overview 

Modern web frameworks like Next.js provide powerful abstractions and tooling for 
building full-stack applications. However, even the best frameworks cannot guarantee 
security if developers misconfigure them or overlook common pitfalls. In Next.js (and 
similar frameworks like Nuxt.js or Remix), you’ll find a unique blend of server-side 
rendering (SSR), static site generation (SSG), and API routes living in the same 
project. Each of these can introduce security concerns—like potential XSS when 
rendering dynamic content in SSR, or insecure logic in an API route that’s missing 
proper authentication checks. 

“Secure Next.js and Web Framework Best Practices” focuses on how to harden these 
frameworks against threats such as Cross-Site Scripting (XSS), insecure API 
endpoints, and misconfigured security headers. By leveraging built-in features (like 
Next.js’ automatic HTML escaping) alongside manual configurations (like Content 
Security Policy headers) and specialized libraries (like Helmet or NextAuth), you can 
build robust Next.js apps that stand up to real-world attacks. The overarching idea is 
that while frameworks streamline development, you must still actively enforce safe 
patterns—such as validating inputs, sanitizing HTML, and configuring strict headers—to 
ensure you don’t accidentally introduce vulnerabilities. 

12.2 Risks (XSS, Insecure API Routes) 

• Cross-Site Scripting (XSS): Even though React-based frameworks (like Next.js) 
auto-escape text by default in most scenarios, XSS can still occur if developers 
bypass these protections. For instance, using dangerouslySetInnerHTML or 
injecting raw HTML from untrusted sources can reintroduce classic XSS 
vulnerabilities. Also, server-side rendering can generate HTML that, if not 
carefully sanitized, might embed malicious scripts. An attacker who finds a way 
to inject script tags or event handlers into SSR responses can run arbitrary 
JavaScript in the victim’s browser. Another subtle vector is usage of certain 
dynamic styling or attribute injections that bypass typical React escaping. When 
building a Next.js page, you need to confirm that any dynamic content displayed 
is sanitized, and carefully handle edge cases where SSR might inadvertently 
produce injection points. 

• Insecure API Routes: Next.js includes a convenient API layer—files in 
pages/api/ become endpoints. If you rely solely on client-side checks or forget 
to add proper authentication/authorization checks, an attacker can directly call 
these endpoints with custom requests. This can lead to scenarios like IDOR 



(insecure direct object references) or broken access control. Additionally, if the 
API route processes input unsafely (e.g., no validation), it could enable injection 
attacks (SQL injection, NoSQL injection, command injection, etc.) in a backend 
context. Because Next.js lumps UI code and server logic together in one 
codebase, it’s easy to forget that an api/ route is fully exposed to the internet. 
Another pitfall is not setting CSRF protections for state-changing routes, 
allowing an attacker on another site to trick a user’s browser into sending 
malicious requests. 

• Over-Reliance on Client-Side Protections: Some devs assume that if they hide 
a button or link in the React UI, no one can call that function. But in frameworks 
like Next.js, the server code in api/ can still be reached if a user crafts a direct 
HTTP request. If that server code lacks robust authorization checks, an attacker 
can bypass the UI and directly call the endpoint. So the risk is failing to 
implement server-side authorization or validations, believing the front-end alone 
“protects” it. 

• Configuration Omissions (Headers, CSP, etc.): Another area of risk is ignoring 
recommended security headers. Without setting a Content Security Policy, you 
leave the door more open to XSS. Without X-Frame-Options or a suitable CSP 
directive, you might be vulnerable to clickjacking. If you skip Strict-
Transport-Security (HSTS), users can be downgraded to HTTP or become 
victims of SSL stripping. Because Next.js is opinionated about routing and 
deployment, developers sometimes assume everything is secure out of the box. 
But in reality, you still need to configure secure headers or rely on a library to 
handle them. Not doing so can create exploitable gaps. 

In summary, Next.js significantly reduces the typical raw HTML or direct DOM 
manipulation errors that lead to XSS. But the framework can’t automatically protect 
your custom code or server-side endpoints. Insecure handling of dynamic content or 
insufficient API route checks remain major pitfalls. Attackers can exploit these if you 
don’t adopt safe patterns consistently across SSR, SSG, and the integrated API layer. 

12.3 Best Practices (CSP, Input Sanitization) 

• Use a Strict Content Security Policy (CSP): A CSP header instructs the browser 
to only allow scripts, styles, or other resources from certain trusted sources. 
This helps mitigate XSS by preventing inline scripts or loaded scripts from 
unknown domains. In Next.js, you can set CSP headers using a custom 
_document.js or via server configuration if you’re deploying on a platform like 
Vercel. A typical approach is to generate a nonce for each request (for allowed 
inline scripts) or rely on strict rules that forbid inline scripts entirely. For 
instance: 



js 
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Content-Security-Policy:  
   default-src 'self';  
   script-src 'self' 'unsafe-inline' 'nonce-<randomNonce>';  
   style-src 'self' 'unsafe-inline';  
   ... 
 

The stricter your CSP, the safer you are from script injection. For an even better posture, 
avoid unsafe-inline if you can, and rely on hashed or nonced scripts. By using 
Next.js, you often don’t need inline script tags at all, so you can adopt a policy that 
disallows them. This single configuration can catch many accidental XSS issues if an 
attacker tries to inject <script> tags. 

• Sanitize or Escape Dynamic Content: While React (and by extension Next.js) 
automatically escapes text inserted via JSX, vulnerabilities arise if you use 
dangerous patterns like dangerouslySetInnerHTML. If you really need to 
render raw HTML from user input (e.g., a WYSIWYG editor), pass it through a 
sanitizer library such as DOMPurify before rendering. For instance, you could 
have: 

js 
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import DOMPurify from 'dompurify'; 
const sanitizedHTML = DOMPurify.sanitize(untrustedHTML); 
return <div dangerouslySetInnerHTML={{ __html: sanitizedHTML }} />; 
 

This ensures malicious script tags or event handlers are removed. Also, be cautious 
with user-provided attributes or dynamic styling (like <div 
style={somethingUserProvided}>), which can lead to injection. If possible, store 
only sanitized versions in your database. 

• Validate Inputs in API Routes: Next.js pages/api/*.js or the newer [App 
Router / app/api approach] each define serverless endpoints. Validate all 
request data server-side: 

o Check Authentication/Authorization: If the route changes data or 
returns sensitive info, confirm the user is logged in and has the right 
privileges. Don’t rely on the front-end to hide or block unauthorized 
actions. 

o Sanitize Incoming Data: For text fields, use a known library (e.g., 
validator.js or custom checks) to ensure only expected input is 



accepted. If you expect an integer ID, parse it as an integer and reject if 
it’s not valid. If you expect certain fields, enforce their presence and type. 
This guards against injection attacks like SQLi or NoSQL injection if you 
call a database. 

o Check Rate Limits: If an endpoint can be abused (e.g., password reset 
requests), add rate limiting to curb brute-force or spam. Tools like 
express-rate-limit can be adapted or you can use serverless-friendly 
approaches like Vercel Edge Middleware. 

• Use Safe SSR Patterns: In Next.js, server-side rendering fetches data and 
renders HTML on the server. Typically, the data is automatically escaped, but 
watch out for any manual string concatenation you do. For example, if you 
generate HTML in getServerSideProps that includes user input, ensure you 
never directly insert it unescaped. Usually, Next.js will handle this if you pass 
data through props. But if you ever build your own HTML strings, apply escapes 
or sanitization. Similarly, if you create meta tags or inline scripts with user data, 
you must carefully encode them to avoid injection. 

• Protect API Endpoints with CSRF Mitigations if State-Changing: If your Next.js 
app uses traditional cookie-based sessions for authentication, you must 
consider cross-site request forgery (CSRF). An attacker could embed a form or 
script in another domain that sends requests to your domain with the user’s 
cookies. If your API route changes data (like /api/deleteAccount), a user’s 
browser might inadvertently carry out that request if you lack CSRF tokens or 
SameSite cookie controls. If you enable SameSite=lax or strict on your 
session cookies, many CSRF scenarios are mitigated. For additional coverage, 
you can use something like the csurf package or NextAuth’s built-in CSRF if you 
do traditional forms. A strong CSP also helps, but the main line of defense is 
making sure state-changing requests validate a CSRF token or rely on sameSite 
cookies. 

• Harden Your Deployment Layer: If you deploy Next.js to a platform like Vercel, 
AWS, or Docker, ensure you’re enabling HTTPS, setting secure headers (like 
HSTS, X-Frame-Options, etc.), and monitoring logs for suspicious traffic. Even 
the best-coded Next.js app can be compromised by a misconfigured server 
environment. Tools like Helmet (in a custom Next.js server or middleware) can 
set many of these headers automatically, although Next.js 13 and beyond also 
has built-in next.config.js approaches. 

In short, always treat Next.js as a powerful framework but remember it doesn’t auto-
solve security for you. Combine CSP, sanitization, robust input validation, and 
appropriate checks in your API routes so no hidden holes remain. 



12.4 Example (Next.js CSP Config) 

Below is a simple illustration of how you might set a Content Security Policy in Next.js 
via a custom middleware approach (applicable in Next.js 12+). Suppose you have a 
middleware.js or pages/_middleware.js (depending on version) that adds headers 
to responses: 

js 
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// middleware.js (Next.js 12+ example) 
import { NextResponse } from 'next/server'; 
 
export function middleware(request) { 
  const response = NextResponse.next(); 
 
  // A strict CSP: only 'self' for scripts, plus a 'nonce' 
  // For example: 
  const csp = ` 
    default-src 'self'; 
    script-src 'self' 'nonce-random123'; 
    style-src 'self' 'unsafe-inline'; 
    img-src 'self' data:; 
    connect-src 'self'; 
    object-src 'none'; 
    base-uri 'self'; 
    frame-ancestors 'none'; 
  `.replace(/\n/g, ''); 
 
  response.headers.set('Content-Security-Policy', csp); 
  response.headers.set('X-Content-Type-Options', 'nosniff'); 
  response.headers.set('X-Frame-Options', 'DENY'); 
  response.headers.set('Strict-Transport-Security', 'max-

age=31536000; includeSubDomains; preload'); 
   
  return response; 
} 
 

What’s happening here? 

1. We define a custom middleware function that modifies the response headers 
before sending them back. 



2. We create a CSP string that only allows resources from self (our domain) plus 
an example 'nonce-random123' for inline scripts if needed. In reality, you’d 
generate a random nonce for each request. 

3. We set standard security headers like X-Content-Type-Options: nosniff 
(prevents MIME type sniffing), X-Frame-Options: DENY (no iframes 
embedding), and HSTS for 1 year. 

4. The result is every request goes through this middleware, and the browser 
enforces these policies. 

If your site does not need any inline scripts, you can remove 'unsafe-inline' or the 
'nonce-' references from script-src. A truly strict CSP can break some third-party 
scripts if they aren’t whitelisted. Tweak as needed, but the principle is the same. 

When rendering pages server-side, if you want to inject a dynamic nonce, you’ll have to 
coordinate between this middleware and the SSR code. Typically, you’d generate a 
nonce per request and pass it into your SSR pages for <script nonce="theNonce">. 
Then set script-src 'nonce-theNonce'. This is more advanced but well-
documented in Next.js or general CSP guides. 

12.5 Tools (NextAuth, Helmet) 

• NextAuth: A popular authentication library for Next.js. It simplifies implementing 
secure sign-in with providers like Google, GitHub, or username/password. 
NextAuth handles session tokens, includes CSRF protection for sign-in routes, 
and can manage refresh tokens if needed. This spares you from rolling your own 
auth logic and session handling, which is error-prone. For example, in NextAuth 
you declare providers in next.config.js or [...nextauth].js and the 
library automatically sets secure cookies with HttpOnly, SameSite, etc. If you 
follow best practices (like enabling useSecureCookies in production with 
HTTPS), NextAuth sets up a robust authentication flow. It also supports JWT-
based sessions if you prefer stateless auth. Overall, NextAuth is a security boon 
because it centralizes and standardizes Next.js auth flows, limiting the chance 
of custom-coded mistakes. 

• Helmet (or next-safe): Helmet is widely used in Express apps to set common 
security headers, like CSP, HSTS, X-Frame-Options, etc. While Next.js often runs 
without a custom server, you can still incorporate Helmet if you run a custom 
Express server for Next. Alternatively, you can use a specialized Next.js library 
like next-safe that helps generate or manage secure headers. Either way, these 
solutions provide a straightforward way to implement a recommended baseline 
of HTTP headers, e.g.: 

js 
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import helmet from 'helmet'; 
app.use(helmet({ 
  contentSecurityPolicy: { 
    directives: { 
      defaultSrc: ["'self'"], 
      scriptSrc: ["'self'"], 
      // etc. 
    } 
  } 
})); 
 

Or using next-safe in a Next.js config or custom _document.js. This ensures you 
systematically set XSS protection, no-sniff, etc., across all routes. Relying on proven 
libraries is easier than manually setting headers yourself for each route or page. 

Other useful tools for Next.js: 

• DOMPurify for sanitizing HTML if you render user-supplied HTML content. 
• ESLint with security plugins: Lint your Next.js code to catch usage of 

dangerous patterns like eval or suspicious inline scripts. 
• Vercel or Cloud Provider Security: If deploying on Vercel, they have 

environment variable encryption and recommended best practices. If self-
hosting, container scanning or server scanning helps. 

12.6 References (OWASP React Cheat Sheet) 

• OWASP React Security Cheat Sheet – While Next.js is a layer on top of React, 
many React security recommendations apply directly. This cheat sheet explains 
how React’s auto-escaping works, pitfalls of dangerouslySetInnerHTML, and 
guidelines for safe usage of JSX. If you’re building Next.js pages (which ultimately 
render React components), the React cheat sheet helps avoid XSS or injection 
flaws. It also touches on typical library usage for sanitizing user content or 
controlling HTML injection. 

• Next.js Security Documentation – The official Next.js docs have a Security 
page which outlines best practices for CSP, setting up secure cookies, and 
more. They also mention how Next.js deals with XSS for SSR content. 

• OWASP Top 10 – A general reference for common vulnerabilities. XSS is #3 in 
the 2021 edition, “Injections” are also highlighted, and “Security 
Misconfiguration” can happen if you skip setting headers or ignore 
recommended defaults. 



• Mozilla Observatory – Although not Next.js-specific, you can use it to scan your 
deployed site’s HTTP headers and see if you have CSP, HSTS, etc. This helps 
verify your configuration is correct. 

• OWASP Cheat Sheets on XSS Prevention, REST API Security – Next.js includes 
an API layer, so the REST API Security cheat sheet is relevant for server route 
best practices (authentication, rate limiting, input validation). The XSS 
prevention cheat sheet clarifies how to handle dynamic content safely. 

 

 

 

 

 

 

 

 

13. Dependency Management and Supply Chain 
Security 

13.1 Overview 

Modern applications rely heavily on third-party libraries, frameworks, and services. 
Dependency management and supply chain security focuses on controlling the risks 
introduced by these external components. A single vulnerable or malicious 
dependency can compromise an entire application. This section emphasizes the 
importance of tracking and governing your software dependencies to ensure they 
remain up-to-date, secure, and trustworthy. Effective supply chain security practices 
help developers maintain insight into what goes into their software and prevent threats 
from “upstream” components from propagating into their own codebase. In summary, 
managing dependencies diligently is now a critical part of secure software development 
and DevSecOps, given the rise of supply chain attacks. 



13.2 Risks (Outdated Libraries, Malicious Packages) 

Third-party components can introduce serious risks if not properly managed. Two of the 
most significant dangers are outdated libraries and malicious packages: 

• Outdated and Vulnerable Libraries: Using older versions of libraries or 
frameworks means you may be running code with known security vulnerabilities. 
Attackers actively exploit popular bugs in widely used components. For 
example, the critical Log4j vulnerability (“Log4Shell”) in late 2021 impacted 
thousands of systems because many applications included an outdated Log4j 
library. Unpatched components provide an easy entry point for attackers since 
public exploits often exist for known CVEs. Insecure outdated dependencies are 
so prevalent that “Using Components with Known Vulnerabilities” is a 
highlighted issue in industry guides (e.g., OWASP Top Ten). 

• Malicious or Compromised Packages: Open-source ecosystems (npm, PyPI, 
Maven Central, etc.) have occasionally been targeted by attackers who insert 
malicious code into packages. This can happen via typosquatting (publishing 
packages with names similar to legitimate ones), or by compromising an existing 
project’s maintainer account and pushing a tainted update. For instance, there 
have been incidents on npm where a popular package’s dependency was 
modified to steal environment variables or credentials. Because applications 
implicitly trust and run dependency code, a malicious package in your supply 
chain can exfiltrate sensitive data, install backdoors, or otherwise compromise 
your system. These supply chain attacks can be stealthy and widespread, 
affecting even well-known software if dependency integrity is not verified. 

Without controls in place, these risks can lead to severe breaches. It’s crucial to 
recognize that even though dependencies are external code, your team is responsible 
for their security impact. 

13.3 Best Practices (SBOM, Version Pinning) 

To mitigate dependency-related risks, adopt robust best practices as part of your 
development lifecycle. Key practices include: 

• Maintain a Software Bill of Materials (SBOM): An SBOM is an inventory of all 
third-party components and their versions in your application. Maintaining an 
SBOM (often generated automatically via build tools) gives you visibility into your 
dependency tree, including transitive dependencies. This visibility is invaluable 
when a new vulnerability is disclosed – you can quickly determine if your 
application uses the affected component. Use standardized formats (e.g., SPDX 
or CycloneDX) to generate SBOMs and update them whenever dependencies 



change. An up-to-date SBOM ensures you know exactly what software (and 
which versions) you are shipping, which is a cornerstone of supply chain 
security. 

• Version Pinning and Lockdown: Practice strict version control for your 
dependencies. Version pinning means specifying exact dependency versions 
(for example, using an exact version number in requirements.txt or 
maintaining a lockfile like package-lock.json or yarn.lock). This ensures 
that everyone on the team and in CI/CD uses the same vetted version, 
preventing accidental upgrades to a potentially vulnerable or untested version. 
Pinned versions, combined with checksum verification (where supported), also 
protect against adversaries tampering with packages upstream. However, 
version pinning does not mean “set and forget” – you should regularly review and 
update pinned dependencies to pull in security patches. The goal is to only 
upgrade intentionally and with awareness, rather than automatically pulling the 
latest (which could introduce issues or malicious code). 

• Regular Updates and Patching: Keep dependencies up-to-date through a 
consistent process. Outdated components should be upgraded on a frequent 
schedule (e.g., as part of each sprint) rather than waiting for a crisis. Leverage 
automated update tools (like Dependabot or similar services) to be notified of 
new releases, especially security updates. When a critical vulnerability is 
announced in a library you use, update to a fixed version as soon as possible. In 
practice, teams often establish a policy that defines acceptable update 
timelines based on severity (for example, critical fixes must be applied within 
days). Regular, proactive patching of libraries significantly reduces risk 
exposure. 

• Automated Vulnerability Scanning: Incorporate dependency vulnerability 
scans into your CI/CD pipeline. Tools can analyze your project’s dependency list 
and flag known vulnerabilities (this process is often called Software 
Composition Analysis, or SCA). For example, integrating OWASP Dependency-
Check or running npm audit/yarn audit during builds will alert you if any 
component has a known flaw. Automated scanners cross-reference your 
dependency versions against vulnerability databases (like NVD) and provide 
reports so you can address issues early. Make these scans fail the build or at 
least notify the team for high-severity findings to enforce timely remediation. 

• Use Trusted Sources and Verify Integrity: Only retrieve libraries from official, 
reputable package registries or your organization’s approved artifact repository. 
Avoid pulling dependencies from random URLs or Git commits that are not 
vetted. Where possible, verify the integrity of packages — for instance, by 
checking digital signatures or checksums published by the maintainers. Some 
ecosystems support verifying GPG signatures of packages (e.g., Ruby gems, 



Python packages with pip --verify-signatures), and emerging solutions 
like Sigstore/cosign aim to sign and verify container images and binaries. Using 
cryptographic verification ensures the package hasn’t been tampered with in 
transit and actually comes from the expected source. 

• Least Privilege & Sandboxing (if feasible): In sensitive applications, consider 
running third-party components with restricted privileges. For example, if you 
use plugins or modules that run dynamically loaded code, execute them in a 
sandboxed environment or with limited permissions. While not always 
applicable (you typically can’t easily sandbox a library linked into your process), 
in certain contexts like browser extensions or serverless functions you might 
isolate risky components. At minimum, ensure your application itself follows the 
principle of least privilege (e.g., the process running your app has only necessary 
permissions), so if a malicious dependency is executed, the damage is 
constrained. 

• Continuous Monitoring and Incident Response: Treat dependency 
management as an ongoing activity. Subscribe to security advisories for the 
libraries and frameworks you use (many package managers and repositories 
offer alert services, and GitHub provides automated alerts for vulnerable 
dependencies in your repo). When an alert or CVE is published, promptly assess 
impact via your SBOM and update if needed. Also, have a plan for quickly 
redeploying or patching your application when a critical upstream vulnerability 
emerges. This “continuous monitoring” approach is a key tenet of DevSecOps, 
ensuring that security keeps pace with dependency changes. 

• Minimize and Review Dependencies: Finally, be judicious about adding new 
libraries. Each dependency is an additional attack surface. Remove unused or 
unnecessary packages from your project to reduce bloat and potential 
vulnerabilities. For those that are necessary, prefer well-maintained libraries 
with an active community. Before introducing a new dependency, review its 
update history and health (when was it last updated? does it have known issues? 
how is the maintainer’s reputation?). In code reviews, include scrutiny of new 
third-party imports. This vetting process helps avoid pulling in poorly maintained 
or outright malicious components. 

By following these best practices, teams can significantly enhance their software 
supply chain security. The combination of visibility (knowing what you use), control 
(pinning and verifying what you allow in), and automation (scanning and updating) 
creates a strong defense against dependency-related threats. 



13.4 Example (Dependabot Configuration & Yarn Audit) 

To illustrate these concepts, consider how a development team can automate 
dependency management. One common approach is using GitHub Dependabot to 
handle updates and alerts for outdated or vulnerable packages. For example, the 
following is a simplified Dependabot configuration file (.github/dependabot.yml) 
for a Node.js project: 

yaml 
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# .github/dependabot.yml 
version: 2 
updates: 
  - package-ecosystem: "npm" 
    directory: "/" 
    schedule: 
      interval: "daily" 
 

In this configuration, Dependabot is instructed to monitor the project’s root directory 
for npm dependencies. It will check the npm registry daily for any new versions or 
security patches for the libraries defined in the package.json (and package-
lock.json). When updates are found, Dependabot automatically opens a pull request 
with the updated version, allowing the team to review and merge the change. This 
ensures that even pinned dependencies get regularly bumped to safer versions in an 
automated yet controlled manner. The daily interval helps catch critical updates 
promptly, and the team can adjust the schedule or add rules (e.g. only update minor 
versions) as needed. 

In addition to automating updates, teams should also automate vulnerability 
scanning. For instance, you can use package manager audit commands as part of your 
build process. Running a command like yarn audit --level high (for Yarn 
projects) or npm audit will scan the dependency tree for any known high-severity 
vulnerabilities and list them. Integrating this into CI means that a build can fail if a new 
severe vulnerability is introduced, preventing insecure builds from moving forward. In 
practice, a CI pipeline might run a job to execute yarn audit and produce a report or 
fail the build on findings above a certain severity threshold. 

Example output (excerpt) of yarn audit in CI: (for illustration) 

mathematica 
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┌───────────────┬──────────────────────────────────────┐   
│ Severity      │ High                                 │   
├───────────────┼──────────────────────────────────────┤   
│ Vulnerability │ Prototype Pollution                  │   
│ Package       │ lodash                               │   
│ Patched in    │ >=4.17.21                            │   
│ Dependency of │ your-project                         │   
│ Path          │ your-project > some-lib > lodash     │   
└───────────────┴──────────────────────────────────────┘   
 

In this sample, the audit detected a High severity issue (Prototype Pollution in lodash). 
The report shows the affected package and the fixed version. Using such output, 
developers know to update lodash to 4.17.21 or later (possibly via Dependabot PR or 
manually) before considering the build secure. 

By employing both automated updates (Dependabot) and audit scans, teams create a 
feedback loop: dependencies stay current, and any known vulnerabilities are 
immediately flagged. This example demonstrates a practical DevSecOps workflow 
where supply chain security checks are part of everyday development. It’s far more 
effective than occasional manual checks, and it reduces the window of exposure to 
third-party risks. 

13.5 Tools (Snyk, OWASP Dependency-Check) 

Several tools and services can assist in managing dependencies and securing the 
software supply chain. Here are two prominent examples: 

• Snyk: Snyk is a commercial Software Composition Analysis (SCA) platform 
widely used by development teams. It can automatically scan your project’s 
dependencies (across many languages: Node.js, Python, Java, Docker images, 
etc.) for known vulnerabilities. Snyk provides integration into source code 
repositories, CI/CD pipelines, and even IDEs, alerting developers in real-time 
about issues in open-source components. It also offers automatic fix pull 
requests similar to Dependabot, and monitors projects over time, notifying you 
when new vulnerabilities affecting your components are disclosed. Snyk’s 
vulnerability database is regularly updated, and it provides detailed remediation 
guidance. Teams often use Snyk to enforce dependency policies (for example, 
failing a build if a critical severity issue is found) as part of their DevSecOps 
workflow. 

• OWASP Dependency-Check: This is a free, open-source tool from OWASP that 
helps detect known vulnerable components. Dependency-Check can be run as 



a CLI tool, a Maven plugin, a Gradle plugin, or integrated into CI servers like 
Jenkins. It works by analyzing project files (like pom.xml, package.json, 
packages.config, etc.) to identify dependencies and then checking if any of 
those have CVEs listed in the National Vulnerability Database (NVD) or other 
advisories. The tool generates a report highlighting each vulnerable dependency, 
the severity, and links to more information. While it may require maintaining a 
local copy of the NVD data (which it can automatically update), Dependency-
Check is a powerful option for those looking for an in-house solution. It’s often 
used in conjunction with other security testing in the build pipeline. 

Other helpful tools and services in this space include OWASP Dependency-Track (a 
dashboard for monitoring SBOMs and vulnerabilities over time), GitHub Advisory 
Dependabot Alerts (built into GitHub to warn about vulnerable dependencies in your 
repositories), and built-in audit commands as mentioned earlier (npm audit, pip 
audit, etc.). Each tool has its strengths – for example, Snyk has a very developer-
friendly interface and detailed databases, whereas Dependency-Check is a self-hosted 
solution aligning with open-source principles. The choice of tool can depend on the 
tech stack and whether a team prefers open-source or commercial solutions, but using 
at least one such tool is essential for proactive dependency risk management. 

13.6 References (NIST SP 800-161) 

• NIST SP 800-161 Rev.1: Cybersecurity Supply Chain Risk Management 
Practices for Systems and Organizations (2022). Official guidance from NIST 
on managing risks in the ICT supply chain, providing a comprehensive 
framework for identifying and mitigating supply chain security risks. This 
document is a key reference for understanding industry-standard practices in 
supply chain security at an organizational level. 

• OWASP Top Ten 2021 – A06: Vulnerable and Outdated Components. 
Describes the prevalence and impact of using vulnerable third-party 
components in applications. It highlights why keeping dependencies updated is 
vital and provides general guidance on managing component security. (OWASP 
Top Ten is a well-known security awareness list; A06 specifically covers what 
this section addresses.) 

• OWASP Vulnerable Dependency Management Cheat Sheet. (Optional 
reading) A checklist-style reference from OWASP’s Cheat Sheet Series that 
offers practical steps for handling vulnerable dependencies. It includes advice 
on tracking dependencies, automating updates, and using tools like those 
mentioned above to secure your software supply chain. This cheat sheet aligns 
with many best practices we’ve discussed and can serve as a quick reference 
guide for developers. 



 

 

 

 

 

 

 

 

14. CI/CD Pipeline Security (Linting, Signing, Secret 
Scanning) 

14.1 Overview 

In modern software development, Continuous Integration and Continuous Delivery 
(CI/CD) pipelines automate building, testing, and deploying code. While this 
automation speeds up development, it also introduces another area that needs 
security. CI/CD Pipeline Security is about ensuring that the processes and tools which 
build and ship our software are not themselves leveraged by attackers to introduce 
malicious code or leaks. In simpler terms, think of the pipeline as a software factory 
assembly line – CI/CD security makes sure nobody can tamper with the assembly line 
(for example, by slipping in a malicious component or stealing a secret off the line). 

Key aspects include keeping secrets (like API keys, credentials used in the pipeline) 
safe, validating the integrity of artifacts (binaries, containers) produced by the pipeline, 
and embedding security checks (like linting and scanning) into the pipeline so that 
insecure code doesn’t make it to production. A failure in CI/CD security can lead to 
scenarios like attackers injecting backdoors during the build process (as happened in 
some supply chain attacks) or retrieving sensitive information (like a password in a CI 
log). 

One concrete example: many CI pipelines need cloud credentials or signing keys to 
deploy or sign releases. If those are not stored securely (say they’re in plain text in a 
config file or printed in logs), an attacker who gains access to the CI system could steal 
them and then impersonate the build process or get into cloud resources. Another 
example is build artifact integrity – if we don’t sign our application builds, an attacker 



might compromise our package repository or intercept the artifact and swap it with a 
modified version, and users wouldn’t easily know. Code signing and verification in the 
pipeline help prevent that. 

Additionally, CI/CD security involves access control on the pipeline itself – only 
authorized folks can trigger deployments or push changes to source code. It also 
means making sure the pipeline runs on secure infrastructure (up-to-date agents, no 
broad internet access unless necessary, etc.). However, from a developer’s 
perspective, one of the biggest things we can do is integrate security tools into CI/CD: 
like run linting rules to catch common bugs, run a secret scanning step on each 
commit, run tests (including security tests), and ensure that if any step flags an issue, 
the pipeline fails and stops the deployment. This concept of “security gates” in the 
pipeline implements the idea of “Shift-Left Security” – catching issues early during the 
build rather than after deployment. 

In summary, CI/CD Pipeline Security is about guarding the software delivery pipeline. 
We want to trust that what we build is what we run in production (integrity), that nothing 
sensitive leaks during builds (confidentiality), and that the pipeline won’t be a backdoor 
for attackers (availability and control). By embedding checks for code quality and 
signing artifacts, we reduce the chance of vulnerabilities and unauthorized 
modifications slipping through in our software releases. 

14.2 Risks (Leaked Secrets, Build Tampering) 

Major risks in CI/CD environments include: 

• Exposure of Secrets in Repositories or Build Logs: A very common and 
dangerous scenario is when developers accidentally commit secrets (API keys, 
database passwords, cloud credentials) to source control, or include them in 
CI/CD configuration files. These secrets might then appear in build logs or 
artifacts. If the code repository is public or an attacker gains access to it, those 
secrets are compromised. Even in private repos, insiders or third-party 
integrations could see them. Another angle is that some CI systems print 
environment variables in logs by default – if not configured carefully, a secret 
injected as an env var could get echoed and thus leaked in the log. Secrets 
exposure can lead to immediate compromise of systems (e.g., a leaked AWS key 
could let an attacker spin up their own instances or read your data). 

• Unauthorized Code Changes or Injections: The CI/CD pipeline usually has a 
high level of access – it takes code from source control and produces the 
application or deployment. If an attacker can inject malicious code into this 
process (for example, by compromising the source control, or the build server, 
or a dependency that gets pulled in), that malicious code gets built and 



potentially deployed. This is a supply chain attack. For instance, there have been 
cases where build servers were infected with malware so that every compiled 
binary had a virus inserted (famous Reflections on Trusting Trust). More 
practically today, if someone can push an unauthorized commit (maybe by 
abusing CI service credentials or exploiting a vulnerability in the CI tool), they 
could add a backdoor in the code and the pipeline would dutifully build and 
deploy it. 

• Artifact Tampering and Lack of Signing: If build artifacts (like compiled 
binaries, Docker images, packages) are not cryptographically signed or verified, 
an attacker could intercept or replace them in transit or in the artifact repository. 
For example, if your CI produces a Docker image and pushes it to a registry 
without signing, an attacker who gets partial access to the registry could swap 
that image with their own image containing malware. When you later deploy 
“version 1.2” from the registry, you’re actually deploying the attacker’s version. 
Without signing, you have no easy way to detect the substitution. Similarly, if you 
distribute software (like installers) to users and they aren’t signed, users might 
download a tampered installer if your distribution site is compromised. 

• CI/CD Infrastructure Compromise: CI/CD systems (like Jenkins, GitHub 
Actions, GitLab CI, CircleCI, etc.) themselves can be targets. They often have 
broad permissions (like a GitHub Actions runner might have a token that can 
read/write many repos). If an attacker compromises the CI server (via a software 
vulnerability or stolen credentials), they can manipulate the build process, 
access stored secrets, and even pivot into other systems (since CI systems 
often connect to deployment environments). One risk is that CI servers 
sometimes have weaker security (developers might ignore updates or plugins 
might be vulnerable, as with older Jenkins exploits). Attackers could use CI as a 
stepping stone to prod environments because CI typically is trusted by prod (for 
deployments). 

• Insufficient Security Testing: If the pipeline does not incorporate security 
analysis (like static code analysis, dependency vulnerability scanning, etc.), 
then vulnerabilities might go unnoticed into production. This is more an 
omission risk – essentially, the absence of security gates means a higher 
likelihood that known vulnerabilities (like a dependency with a known CVE or a 
piece of code using an unsafe function) slip by. This could be seen as a risk 
because you’re relying purely on manual code review or luck to catch issues. In 
today’s DevSecOps culture, not using automated scanning is a missed 
opportunity and increases overall risk in the delivered software. 

• Improper Access Control in Pipeline Steps: Many pipelines have multiple 
stages (build, test, deploy) and might use credentials for different environments. 
If these credentials aren’t scoped properly, a compromise in a lower 



environment could escalate. For instance, if the same deploy key is used for dev 
and prod, an attacker who triggers a dev deployment with some tampering could 
also deploy to prod. Or if any developer can approve a pipeline to run on prod, an 
unprivileged user might push something to prod by abusing that. Basically, if the 
pipeline doesn’t enforce who can deploy where, it could be an insider risk or 
configuration risk. 

These risks illustrate how a weakness in the CI/CD process can lead to serious 
breaches, including unauthorized access to code and systems, or shipping 
vulnerable/compromised software to users. 

14.3 Best Practices (Pipeline Scans, Signed Artifacts) 

To mitigate CI/CD security risks, adopt the following best practices in your pipeline 
setup: 

• Secure Secrets Management in CI: Never store sensitive secrets in plaintext in 
your source repo or CI config files. Use the CI/CD platform’s secret storage 
mechanisms (most have encrypted secrets or variables). For example, GitHub 
Actions lets you add secrets via the UI which are then accessible as env vars but 
masked in logs; GitLab CI has a similar secrets vault. Make sure these secrets 
are set to not echo in logs (most systems automatically mask values that match 
secrets). Moreover, use separate credentials for CI tasks with limited scope – for 
instance, use a deploy key that only has permission to deploy to one 
environment, rather than a full admin key. Rotate these credentials periodically. 
Also implement scanning for secrets in code: use tools like GitSecrets or 
Gitleaks as a pre-commit hook or a CI job to detect if any secret slipped into the 
repo history. This way, even if someone accidentally commits a secret, you 
catch it immediately. 

• Implement Code Signing and Verify Integrity: Sign your build artifacts 
whenever possible. If you produce installers or binaries for users, use code 
signing certificates (Authenticode for Windows, codesign for Mac, jar signing for 
Java, etc.). In the pipeline, have a step that signs the artifact as part of release. 
For internal deployments, sign things like Docker images or Helm charts – there 
are tools like Cosign (by Sigstore) which can sign container images, and 
Kubernetes can be set to only run signed images. Also use checksums and 
publish them so consumers can verify downloads. The pipeline can generate an 
SHA-256 checksum of each artifact and store it. On the deploy side, configure 
your deployment tooling to verify that checksum or signature. This ensures the 
artifact wasn’t altered after CI built it. In short, treat artifacts like you would treat 
code: verify authenticity before execution. 



• Integrate Security Scanning Steps: “Shift-left” by adding security scanners into 
the CI pipeline. Examples: 

o Static Application Security Testing (SAST): Use a static analyzer to scan 
your code for vulnerabilities or insecure patterns on each commit/merge. 
Tools like SonarQube, CodeQL (GitHub), or Coverity can be automated 
in CI. If they find, say, an SQL injection risk or hardcoded password, they 
can fail the build or at least alert the team. 

o Dependency Scanning (SCA): Include a step that checks for known 
vulnerabilities in third-party libraries. Tools such as OWASP 
Dependency-Check, Snyk, Dependabot (for GitHub) or npm audit (for 
Node projects) can be run. They will flag if you’re using a version of a 
library with a known CVE. Ideally, set your pipeline to fail (or at least warn 
and require approval) if a critical vulnerability is found in dependencies. 
Dependabot can auto-raise PRs to update libraries, which you then verify 
and merge. 

o Secret Scanning: As mentioned, have an automated check for secrets. 
For instance, GitHub Actions can run Gitleaks on push, which looks for 
patterns like AWS keys. Or use TruffleHog to scan commit history for 
high-entropy strings that look like secrets. 

o Linting & Policy Enforcement: Lint your code not just for style but for 
security/style rules. For example, ESLint with the eslint-plugin-security 
plugin can catch usage of eval() or insecure crypto usage in Node code. 
You might also enforce coding policies (like no usage of banned functions 
such as gets() in C, etc.). Some companies have custom rule sets – you 
can integrate those. 

o Dynamic and Fuzz Testing: This is heavier, but if possible, have stages in 
a pre-production environment where you deploy the new build and run 
dynamic security tests. For example, automatically run OWASP ZAP or 
Burp Suite scanner against a test deployment to see if any common web 
app issues are present. Or run a fuzz testing suite against APIs. While not 
every pipeline does this due to time, it’s becoming more feasible to 
include at least a basic ZAP scan or use tools like GitHub Advanced 
Security which does some dynamic analysis. 

By integrating these into CI, you catch issues at pull request time instead of after 
deployment. It’s much cheaper and safer to fix a vulnerability before it’s live. Treat 
these tools as quality gates – the build shouldn’t pass until critical issues are resolved 
or explicitly waived with justification. 

• Protect the CI/CD Environment: Apply the same security hygiene to your CI 
servers/agents as you would to production servers. That means: keep the CI 



software (Jenkins, GitLab runner, etc.) updated to patch vulnerabilities. Use 
minimal privileges for CI agents – e.g., if using cloud-hosted runners, ensure they 
run in a network that can only reach needed endpoints (if building a container, 
maybe they don’t need open internet except to fetch base images). If using self-
hosted agents, don’t reuse them across untrusted code if possible (there have 
been cases of CI used to run malicious code in forks – ideally use ephemeral 
containers/VMs for each build so one run can’t infect the next run’s 
environment). Also enforce access control: not everyone should be able to kick 
off a production deployment. Use branch protections and require PR approvals 
to get code into main, and maybe separate pipelines/triggers for deployment 
that only certain roles can invoke. Many CI systems allow setting approvals 
before promotion to prod – use that for an extra check. 

• Use Artifact Repositories and Infrastructure as Code: Store your build 
artifacts in a secure repository (like Nexus, Artifactory, ECR for containers, etc.) 
rather than just leaving them on the CI server. These repositories often have 
access control and can be monitored. Plus, they keep a history of artifacts with 
checksums, which helps in auditing. Tie your deployments to these artifacts by 
checksum or version so you always deploy what was built. For infrastructure 
(like cloud resources), treat that as code too and put it through CI. For example, 
if you use Terraform or Kubernetes manifests, apply the same pipeline checks 
(lint the Terraform code, scan it with Checkov for security issues, then apply it). 
This ensures your infrastructure changes also undergo security scrutiny. 

• Sign and Verify Commits/Merges: This might be advanced, but encouraging or 
mandating GPG-signed commits (and signed tags for releases) can add an extra 
layer of trust. In a CI context, you can have the pipeline verify that the commit or 
tag it’s building was signed by a trusted developer. This prevents an attacker who 
somehow can push to the repo (maybe by stealing a Git credential) from going 
unnoticed – if they can’t sign with a dev’s key, the build could refuse to run. 
Platforms like GitHub have features to require signed commits on certain 
branches. It’s not foolproof (someone could steal a key), but it’s another speed 
bump against unauthorized code injection. 

Implementing these practices means the pipeline itself becomes a guardian of code 
quality and security, not just a mechanical build system. It also means even if an 
attacker gets access to part of the pipeline, there are multiple controls (like signing, 
approvals, limited permissions) that limit what damage can be done. Essentially, we 
treat the pipeline as part of our attack surface and secure it like we secure our app. 



14.4 Example Scenario 

Example – Secret Scanning Prevents AWS Key Leak: A developer accidentally 
commits an AWS access key and secret into a repository (maybe in a config file). In a 
pipeline without checks, this might go unnoticed until something bad happens. But in 
our secure pipeline, we have a secret scanning job. Right after the commit is pushed, 
the CI job runs Gitleaks, which detects a pattern that matches an AWS key format. The 
pipeline immediately fails and notifies the team, highlighting the file and line. The 
developers remove the key from the code and rotate it in AWS (since it might have been 
exposed briefly). In this scenario, the secret never made it to production logs or a public 
release, and the issue was caught within minutes of introduction, averting a potential 
disaster. In the real world, GitHub’s own secret scanning has caught countless such 
leaks and saved tokens from abuse. 

Example – Failing Build on Vulnerable Dependency: Suppose your project uses 
Log4j, and the infamous Log4Shell vulnerability came out (CVE-2021-44228). You 
update your dependency scanning tool’s database which now marks Log4j 2.14 as 
critical vulnerability. A developer merges code that still has the old Log4j version. 
During the CI pipeline, the dependency check step flags the Log4j library as having a 
critical CVE. The pipeline fails the build with a message “Critical vulnerability found: 
Log4j CVE-2021-44228 – update to 2.17.0”. The team is forced to address this before 
the pipeline can succeed. They bump the Log4j version to a safe one and re-run, now 
the pipeline passes. This prevented deploying a known-vulnerable component. Without 
this, the app might have gone live with a major hole. The pipeline acted as an 
automated security engineer, catching known bad components. 

Example – Code Signing and Verification: Imagine your CI builds a desktop app 
installer. Without signing, an attacker who had compromised your web server could 
replace the installer file with a trojaned one, and users downloading it wouldn’t know. 
But you instituted code signing in CI: after building the installer, the pipeline uses your 
code signing certificate to sign the installer. Now when users download it, their OS 
verifies the signature and shows it’s from your company and hasn’t been altered. If the 
attacker replaces the file, the signature is broken and users get warnings (“Unknown 
publisher” or “signature invalid”). Furthermore, your pipeline also generates a SHA256 
checksum of the installer and publishes it on your site. A savvy user or an automated 
tool can compare the downloaded file’s checksum to the published one – if an attacker 
swapped the file, the checksums won’t match. In one actual scenario, a Linux distro’s 
download was compromised on the mirror, but because users verified GPG signatures 
of the ISO, they caught that it was tampered. Our CI signing procedure would similarly 
protect our software’s integrity. 



Example – Attack on CI Infrastructure Thwarted by Least Privilege: Consider an 
attack where an attacker gains access to the CI runner machine (maybe through a zero-
day exploit in the CI software). They now try to use that foothold to do damage. They 
look for cloud credentials on the machine – but find that the only credentials present 
are ephemeral and scoped (say a token that only allows pushing artifacts to a storage, 
not full cloud admin). They attempt to push a malicious artifact – but the artifact repo 
requires signed artifacts and the attacker doesn’t have the signing key (which is kept in 
an HSM or only available when pipeline is running and not in an interactive session). 
They then try to run a deployment script – but deployments require a manual approval 
in the pipeline tool which they can’t invoke easily from their shell. Meanwhile, 
monitoring has detected unusual activity on the CI server and alerts ops to shut it down. 
In this story, multiple layers (scoped credentials, signing enforcement, manual 
approvals, and monitoring) combined to limit what an attacker could do and gave time 
to respond. In a less secure setup, the attacker might have found a plaintext production 
AWS key on the CI server and immediately spun up a backdoored server in prod or 
dumped the production database. 

These scenarios show that by implementing these security practices, the pipeline 
becomes resilient. Mistakes by developers (like leaking secrets or using vulnerable libs) 
get caught early, and direct attacks on the pipeline or software distribution are much 
harder to pull off. It’s transforming the CI/CD from a potential weak link into a security 
checkpoint. 

14.5 Recommended Tools 

There are numerous tools and services to help secure CI/CD pipelines: 

• Git Secrets / Gitleaks / TruffleHog: These are tools specifically designed to 
detect secrets in code. Git Secrets (by AWS Labs) can be installed as a git hook 
to prevent commits with secrets and can also scan history. Gitleaks is a popular 
open-source project that can scan repos or run as a CI job; it comes with 
regexes for many types of keys (AWS, Azure, Google, Slack tokens, etc.). 
TruffleHog similarly finds high-entropy strings and known patterns in git history. 
Many CI platforms have integrations or actions for these (e.g., a GitHub Action 
for Gitleaks). Using them is as simple as adding a step in your pipeline config to 
run a docker image or binary that scans the repository. 

• ESLint (with security plugins), Bandit, PMD, etc.: Depending on your language, 
there are linters and static analyzers. For JavaScript/TypeScript, ESLint with 
plugins like eslint-plugin-security or eslint-plugin-sonarjs can catch certain 
patterns (though SonarJS is more code smell). Python has Bandit, which looks 
for insecure Python functions (like use of subprocess with shell=True, or usage 



of pickle on untrusted data). For Java, PMD and FindSecBugs (an extension of 
FindBugs/SpotBugs) can find issues (like hardcoded credentials or dangerous 
deserialization usage). Integrate these into CI to run on pull requests. Many 
projects also use Prettier or standard linters to enforce consistency (which 
indirectly helps, as consistent code is easier to audit). 

• SAST Tools: More advanced static analysis like SonarQube (which can be self-
hosted and configured to run in CI, outputting a report of code issues) or 
CodeQL (GitHub’s analysis engine, free for open-source or via GH Advanced 
Security for private repos). These can find deeper logical issues. Checkmarx, 
Fortify Static Code Analyzer, and Veracode are enterprise SAST offerings that 
can integrate into CI, though they require licenses. For open source projects or 
smaller teams, SonarQube Community or CodeQL are great. CodeQL has a 
concept of queries to detect specific vulnerabilities (and you can write custom 
ones). Running these might add a few minutes to the pipeline, but catching a 
serious bug is worth that time. 

• Dependency Scanners (SCA): OWASP Dependency-Check is an open-source 
tool that scans project dependency files (Maven pom, npm package.json, etc.) 
against a vulnerability database. Snyk, Dependabot, WhiteSource (now Mend), 
Black Duck are other examples (Snyk and Dependabot have free versions). 
Many package managers also have built-in audit: npm/yarn have npm audit, 
Ruby gems have bundle audit, pip has pip-audit. In CI, you might run these 
commands and fail if output shows high severity issues. Some CI services have 
in-house scanning: GitLab has Dependency Scanning as a feature, Azure 
DevOps has Whitesource bolt extension, etc. The key tool is one that checks 
CVEs for any library version you use. 

• Container and Infrastructure Scanners: If your pipeline builds Docker images 
or AMIs, use tools like Trivy or Anchore to scan the images for known 
vulnerabilities (OS packages and included libs). Kubernetes manifests or 
Terraform can be scanned by Checkov, Terraform Validator, or Kics for 
misconfigurations (like open security groups, missing encryption). These can be 
part of CI – e.g., after building a Docker image, run Trivy on it (Trivy can scan 
either image files or running containers for issues like outdated packages). For 
cloud templates, run Checkov on every pull request containing IaC changes; it 
will warn if someone tried to open an S3 bucket to public or disabled encryption. 

• Signing Tools: Cosign (by Sigstore) is a CNCF project that makes signing 
containers and other artifacts easy, tying into transparency logs (Rekor). You’d 
use it in CI to sign an image after building and push the signature alongside. For 
code signing binaries, you’d use platform-specific tools (e.g., osslsigncode for 
Windows .exe in CI, or Xcode command line for macOS code signing). Also, 
Sigstore provides a tool called Git Sign for signing commits with ephemeral keys 



recorded in a transparency log (an alternative to GPG). If you distribute packages 
(npm, PyPI, etc.), consider signing those or using services like npm’s two-factor 
auth on publish to ensure only authorized builds get published. 

• CI Pipeline Security Tools: Some tools specifically focus on analyzing your CI 
setup. For example, Legitify (by Legit Security) can scan GitHub/GitLab configs 
for insecure settings (like lack of branch protection or overly broad tokens) 
cheatsheetseries.owasp.org cheatsheetseries.owasp.org. OWASP has a CI/CD 
Security Risk Project that lists top risks and some checks. Integrating checks 
for things like “Are all GitHub Actions from verified sources?” or “Is our Jenkins 
master up to date and behind a firewall?” is more of a periodic audit task than on 
every pipeline run. Still, tools and scripts can be run occasionally to ensure the 
pipeline’s own config is safe. 

• Access Control & Monitoring: Use your CI tool’s features for role-based 
access. E.g., in Jenkins, ensure only certain users or service accounts can 
modify pipeline jobs. In cloud CI like GitHub Actions, use branch protection: 
require PR reviews and allow only some to push to main or trigger deployments. 
Also, enable audit logging on these platforms – for instance, GitHub Enterprise 
logs actions like who pushed what, who edited a workflow file, etc. and you can 
monitor those for anomalies. Some companies feed CI logs into a SIEM (Security 
Info and Event Management) to detect weird patterns (like a deployment 
triggered at 2 AM by an unknown user). While not a single tool, leveraging logging 
and monitoring tools on CI events is a good practice. 

• Vaults and Key Management: As part of secret management, tools like 
HashiCorp Vault can be integrated such that CI tasks fetch a temporary secret 
at job start, use it, and it expires. For example, Vault can issue a database 
credential that's only valid for an hour for a test job. This way, even if a secret 
leaks, it’s short-lived. CI integration with Vault or cloud secrets managers (AWS 
Secrets Manager, Azure Key Vault) ensures secrets aren’t hardcoded anywhere 
and adds an audit trail on secrets usage. 

By combining these tools in your CI/CD workflow, you create multiple checkpoints: one 
to catch secret leaks, one to find known bad code patterns, one to reject vulnerable 
components, one to ensure outputs are trustworthy, etc. It might sound complex, but 
many modern CI/CD platforms have marketplaces or extensions to plug these in with 
minimal effort. For instance, GitHub Actions has actions for most of these (like “Run 
OWASP Dependency-Check” or “Run Trivy”). Similarly, GitLab has templates for 
SAST/DAST if you enable their security features. So it’s often a matter of enabling or 
adding a config snippet. 

The tools work best when combined – e.g., using both SAST (to find new bugs) and SCA 
(to find known issues in dependencies) covers a lot of ground. And using secret 
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scanning plus vaults covers both prevention and protection of secrets. Over time, these 
become a normal part of the pipeline and developers learn to fix issues as they arise, 
making security a continuous effort rather than a one-time review. 

14.6 References 

• OWASP CI/CD Security Cheat Sheet – A resource by OWASP that provides 
guidance on securing CI/CD pipelines cheatsheetseries.owasp.org. It covers 
recommendations like securing the pipeline environment, storing secrets 
securely, and implementing pipeline security monitoring. It’s a good high-level 
checklist to run through to ensure you haven’t missed an angle (for example, it 
reminds to secure the communication between SCM and CI server with TLS, 
enforce code signing, etc.). Using this cheat sheet, one can audit their pipeline 
setup against OWASP’s best practices. 

• OWASP Top 10 CI/CD Security Risks – An OWASP project that specifically lists 
the top CI/CD risks (similar format to OWASP Top 10 for apps) owasp.org. This 
includes things like “Inadequate Flow Control Mechanisms” and “Insufficient 
Credential Hygiene”. Each risk is explained with examples. It’s a great reference 
to understand what the biggest weaknesses in pipelines typically are. For 
instance, one risk highlights using production credentials in test environments 
(which we avoid by least privilege). Another highlights not verifying build outputs 
(addressed by signing). This Top 10 can help justify why certain controls (like 
secret scanning or artifact signing) are important, by pointing to documented 
risks. 

• NIST SP 800-204D (DevSecOps Pipeline and Software Supply Chain Security) 
– NIST published special guidance on integrating supply chain security into 
CI/CD (the 800-204 series is about microservices and DevSecOps) csrc.nist.gov. 
SP 800-204D in particular focuses on “Security Assurance of CI/CD Pipeline”. It 
suggests strategies like using ephemeral build environments, attesting build 
outputs, scanning for vulnerabilities continuously. NIST’s perspective can be a 
bit high-level, but it provides a framework that aligns with Zero Trust principles 
applied to CI/CD. It’s a reference that can help in designing a robust pipeline 
architecture – e.g., treat the pipeline as untrusted until proven otherwise through 
signed source, etc. 

• CNCF Software Supply Chain Best Practices – The Cloud Native Computing 
Foundation released some best practices and tools (like the Sigstore project). 
They advocate practices such as using build provenance (recording what 
sources, what build environment, etc., for each artifact). One reference 
implementation is Google’s SLSA framework (Supply-chain Levels for Software 
Artifacts), which defines levels of supply chain security (from basic to very 
stringent). SLSA documentation gives concrete requirements for each level (for 

https://cheatsheetseries.owasp.org/cheatsheets/CI_CD_Security_Cheat_Sheet.html#:~:text=CI%20CD%20Security%20,with%20your%20organization%27s%20log
https://owasp.org/www-project-top-10-ci-cd-security-risks/#:~:text=OWASP%20Top%2010%20CI%2FCD%20Security,for%20securing%20their%20CI%2FCD%20ecosystem
https://csrc.nist.gov/News/2024/nist-publishes-sp-800204d#:~:text=NIST%20Publishes%20SP%20800,Security%20in%20DevSecOps%20CI%2FCD%20Pipelines


example, Level 2 might require scripts in version control and build service 
generating provenance; Level 3 might require non-root build isolated 
environments, etc.). It’s a good reference for stepping up CI/CD security 
maturity. 

• GitHub’s Secure CI/CD Guidelines – If using platforms like GitHub, their docs 
on keeping actions secure are useful. GitHub has a guide on “Hardening GitHub 
Actions” which talks about using actions/checkout@v3 with persist-
credentials: false to avoid leaking the repo token to untrusted code, etc. 
Similarly, GitLab’s docs on security in pipelines (like using protected variables) 
are valuable. Platform-specific references ensure you configure their features 
correctly (e.g., GitHub Actions by default might let forked PRs run some code – 
the guide shows how to restrict that to prevent abuse). Always refer to your CI 
tool’s security best practices documentation. 

• DevSecOps Reference Architectures – Various organizations (like Google, 
Microsoft, and research groups) have published reference architectures or 
whitepapers for secure CI/CD. For example, Google’s Cloud Build whitepaper 
shows how to build pipelines with isolated stages and using Cloud KMS for 
secrets, etc. Microsoft has docs on using Azure DevOps with security checks 
and approvals. These can be good references for implementing specific tech 
stacks. They often highlight a combination of tools working together (like Azure 
DevOps pipeline using Azure Key Vault for secrets and Microsoft Defender to 
scan artifacts). 

• Real-world Case Studies: It’s also useful to read about incidents or security 
reviews of CI/CD systems. The Capital One breach (2019) involved stolen AWS 
keys possibly from a misconfigured CI container; the lessons from that 
underscore secret management. Another example is the SolarWinds incident 
(where attackers injected malware into a build of a network management tool – a 
supply chain attack); subsequent analyses (from Microsoft, FireEye) 
recommended measures like stricter build environment security and monitoring 
unusual build processes. These cases provide tangible examples of what can go 
wrong and thus inform what countermeasures to implement. 

By consulting these references, one can get both prescriptive advice (like cheat sheets 
and guides with specific steps) and descriptive context (like risk lists and case studies 
explaining why those steps matter). This helps in building a CI/CD pipeline that is not 
only efficient but also fortified against threats. 

 

 

 



 

 

 

 

15. Secure DevOps Practices (Shift-Left Security, Git 
Secrets) 

15.1 Overview 

Secure DevOps, often termed DevSecOps, is the philosophy of integrating security 
practices into the DevOps process from start to finish. Traditional development might 
have left security as a final step (like a separate team does a review or penetration test 
just before release). In contrast, Secure DevOps means everyone on the team is 
responsible for security and it’s addressed at every phase: from design, to coding, to 
CI/CD, to deployment, and even operations/monitoring. The mantra “Shift-Left 
Security” captures the idea of moving security checks and considerations to earlier 
stages (left on the timeline) of development. 

In practical terms, Secure DevOps practices include things like: doing threat modeling 
during planning, using secure coding guidelines during development, automating 
security tests in the pipeline (as we discussed in CI/CD security), and continually 
monitoring apps in production for any issues. It’s a cultural and process change as 
much as it is technical. We want devs to think about security implications as they write 
user stories and code, not as an afterthought. 

Another aspect is automation – many DevOps principles of automation and continuous 
improvement apply to security. For example, instead of a manual code audit, use 
automated code analysis regularly. Instead of ad-hoc environment fixes, use 
Infrastructure as Code and have that code reviewed for security. Essentially, treat 
security issues like any other code issue – track them, fix them in code, and test the 
fixes. 

“Git Secrets” specifically (mentioned in the topic title) is likely referencing the tool and 
the practice of keeping secrets out of source control (which we also touched on). 
Secure DevOps would bake that practice in: e.g., as soon as a dev tries to commit a 
secret, a pre-commit hook or a CI job catches it (shifted left to commit time). 



Secure DevOps also emphasizes collaboration between development, operations, and 
security teams. Instead of security being the “department of No” at the end, security 
professionals work alongside developers, maybe even embedding in the team or 
establishing “security champions” within dev teams who advocate for secure 
practices. This way, there’s mutual understanding: devs learn security and security 
folks learn the development constraints and can help design pragmatic solutions. 

Additionally, Secure DevOps means embracing tools that help maintain security in a 
fast-paced release cycle. This includes secrets management (so devs aren’t sharing 
passwords in Slack or config files), continuous dependency updates (so you’re not 
running outdated components), and version control for everything (so changes are 
auditable). By doing so, even if you deploy frequently, you do so in a controlled, secure 
manner. 

In summary, Secure DevOps is the blending of development, operations, and security 
into one streamlined process. It’s about making security a built-in quality, just like we 
consider performance or functionality, rather than a separate checkpoint. The outcome 
should be software that is delivered quickly and securely, with fewer fire drills at the 
last minute because security has been part of the journey all along. 

15.2 Risks (Late Discovery, Credential Exposure) 

Without Secure DevOps practices, several risks become more pronounced: 

• Late Discovery of Vulnerabilities: If security is only checked at the end of the 
development cycle (or not until a yearly penetration test, for example), you run 
the risk of discovering major security issues right before a release or worse, after 
an application is in production. Late discovery means fixes are more costly (both 
in time and potentially in design changes). It could lead to delays or, if not fixed, 
deploying with known weaknesses. For instance, a design flaw that allows 
privilege escalation might only be found during a pen-test on the eve of release – 
at that point, fixing it might require significant code refactoring that conflicts with 
deadlines. In contrast, had threat modeling or secure design review been done 
at the start, this could have been caught early. 

• Silos and Slow Response: In a non-DevSecOps environment, development, 
operations, and security might be siloed. This can mean that when a security 
issue is found, it’s not clear whose responsibility it is, causing delays. Or 
developers might push code that ops deploys, but security policies (like firewall 
rules or container configurations) might not be aligned, causing exposures. Lack 
of collaboration might cause something like an open S3 bucket because dev 
assumed ops would secure it and ops didn’t realize dev created it. Essentially, 
not having everyone on the same page can lead to misconfigurations and gaps. 



Also, if an incident happens (say a breach or a 0-day vulnerability in a library), a 
siloed approach could respond slower because the security team might not 
have automated hooks into development processes to issue rapid patches or 
mitigations. 

• Credential and Secret Mismanagement: We saw how using Git Secrets or 
vaults helps avoid leaking credentials. In an environment not practicing Secure 
DevOps, developers might routinely share credentials via insecure means 
(email, chat) or store them in code for convenience, because there’s no 
streamlined secure process provided. This leads to a high risk of secret 
exposure. An example risk: a developer hardcodes a database password in the 
code for convenience; it gets committed and later an attacker scanning public 
repos finds it. Or multiple developers use the same admin account credentials 
because no one set up individual accounts – if one leaves or their laptop is 
stolen, that credential is compromised and affects everyone. Secure DevOps 
would push to eliminate these practices (like requiring unique accounts, MFA, 
using automation to inject creds when needed rather than hardcoding, etc.). 
Without it, the path of least resistance often wins, which means convenience 
over security – that’s risky. 

• Lack of Continuous Patching: In a fast-moving dev environment without 
security integration, there might be a mentality of “if it’s not broken, don’t 
update it”. This is risky when it comes to dependencies and software 
components (Docker base images, OS packages, etc.). Without a process to 
continuously manage and patch these, apps accrue technical debt and 
vulnerabilities. For example, an app could be running on a three-year-old library 
with known issues simply because no one was specifically tasked to update it, 
or they feared breaking something. Attackers often exploit these unpatched 
components. DevSecOps encourages regular updates and treating “staying up 
to date” as part of normal work, rather than a special security project later. 

• Inconsistent Environments: If Ops (operations) is not aligned with Dev and Sec, 
you could have scenarios where the code works fine in dev, but in production, 
certain security controls break functionality (or vice versa). For example, maybe 
the developers never tested with Content Security Policy (CSP) headers, and ops 
enables a strict CSP in production, breaking some features or leaving some 
unchecked because they had to hotfix it. Or developers use local admin 
privileges to run something, which in production isn’t allowed. These 
inconsistencies can cause either security to be weakened to make things work 
or outages. In DevSecOps, using infrastructure as code and having dev/test 
environments mirror prod (with security controls in place in test) prevents such 
surprises. Without it, teams might bypass security in prod because “it’s causing 
issues,” which is a risk. 



• Burnout and Human Error: If security is always an afterthought or an extra 
burden at the end, it can overwhelm teams, especially security teams that might 
be outnumbered by developers. They might not thoroughly review everything due 
to time, leading to missed issues. Or developers, when rushed with a security fix 
at the last moment, might implement a quick patch that isn’t well thought out, 
introducing other bugs or only partially fixing the issue. Secure DevOps aims to 
spread the load and integrate it so it’s not a big panic at one stage. Without it, 
the quality of security measures can suffer and mistakes happen (like forgetting 
to fix all instances of a bug, or misconfiguring a firewall in haste). 

These risks show that not adopting secure DevOps is not just about theoretical ideals; it 
translates to practical problems: security holes, delays, and firefighting. Essentially, 
ignoring security until the end or doing it ad hoc increases the chance of breaches and 
painful development experiences. 

15.3 Best Practices (Shift-Left, Automation) 

To embrace Secure DevOps, teams should implement the following best practices: 

• Shift Security Left in the SDLC: Incorporate security considerations at the 
earliest stages of software development. This means during requirements and 
design, include security requirements (like “the system shall encrypt sensitive 
data in transit and at rest” or “users must be authenticated and actions 
authorized”). Perform threat modeling for new features or architectures – this is 
a structured brainstorming of “how could an attacker abuse this?” and “what 
controls do we need?”. There are frameworks like STRIDE or simply guided 
questions (OWASP has a Threat Modeling Cheat Sheet) to help. The outcome 
might be adding specific tasks to implement defenses. By doing this in design, 
developers are aware of what to code (and not code) from the start. It’s much 
easier to design a secure mechanism from scratch than to bolt it on later. 

• Continuous Security Education and Empowerment: Train developers and ops 
on secure coding and operations practices. This could be regular knowledge 
sharing of common vulnerabilities (like explaining OWASP Top 10 with examples 
in your codebase), capture-the-flag exercises for developers to practice hacking 
(so they learn how attacks work), or having cheat sheets and linters as guides. 
Establish “Security Champions” – these are developers in each team who get 
extra security training and act as the go-to person for security questions in the 
team. They can liaise with the security team and propagate best practices in 
daily work. When developers are educated, they start self-identifying issues and 
fixing them without needing an external mandate. It becomes part of their quality 
mindset. 



• Treat Infrastructure and Config as Code: This is a DevOps principle that greatly 
aids security. Use version control for everything – not just application code, but 
also configurations (server configs, Kubernetes manifests, etc.), infrastructure 
definitions (Terraform, CloudFormation), and CI pipeline definitions. By doing so, 
any change (like opening a port, changing a security group, altering an 
authentication setting) is tracked, can be code-reviewed, and undergoes the 
same analysis as code (linters, etc.). It also means you can apply the same 
scanning tools: e.g., run Checkov on Terraform in CI to catch a misconfiguration 
before it’s applied. This practice ensures consistency between environments 
and reduces “it was changed manually on prod and we didn’t know” – which is a 
common source of security drift. 

• Automation of Security Checks: Leverage automation as much as possible, as 
discussed for CI/CD. Instead of occasional manual reviews, automate code 
scanning, dependency updates, container hardening, and even compliance 
checks. For example, write automated tests for security requirements: if you 
require password complexity, have a unit test that ensures the validation 
function enforces rules. If you need certain headers (CSP, HSTS) in all 
responses, have an integration test that calls a few endpoints and verifies those 
headers exist. Automation in CI (SAST, DAST, etc.) we covered. Also automate 
environment builds so that every time you deploy, you are also validating 
infrastructure – e.g., using tools like Inspec or Testinfra that can SSH into a new 
server and verify configuration (like “is the firewall enabled with correct rules?”). 
By automating, you reduce human error and make security checks repeatable 
for every build or deployment, not just once a year. 

• Git Hygiene and Pre-Commit Hooks: Use tools like git-secrets (as named in 
the prompt) to prevent bad practices at the commit level. Configure your git 
templates for all developers so that pre-commit hooks scan for secrets or other 
policy violations (like large files that shouldn’t be committed, etc.). Another 
example: a hook could prevent committing code that has console.log or 
debug backdoors (some orgs block words like “TODO” or “temporary bypass” 
from being committed to main). If something manages to slip through, use 
branch protection and CI to catch it. Essentially, make the version control 
system enforce some security rules. GitLab and GitHub both allow setting 
branch protection such that certain files (like CI config or critical infra code) can 
only be modified via pull requests, not direct commits to main, adding a layer of 
review. 

• DevOps Toolchain Security: Ensure the tools you use in DevOps are also 
configured securely. For instance, if you use Docker, have a base image that’s 
hardened (and maybe scanned). If using Kubernetes, enable role-based access 
(so one app’s account can’t read another’s secrets). Limit who can access CI 



systems or artifact repositories. This is more of an operational task, but as 
developers often manage these tools in DevOps, it’s part of their practice to set 
them up safely. For example, do not use default passwords on Jenkins, use 
HTTPS for internal tools, and restrict their network access. Also regularly update 
those tools (like keep Jenkins plugins updated to avoid known vulns). Secure 
DevOps means not just securing the app, but the whole ecosystem of tools 
around it. 

• Metrics and Feedback Loops: Incorporate security into your monitoring and 
feedback. This might mean tracking metrics like how many vulnerabilities are 
found and fixed each sprint, time to fix critical vulns, or how many times secret 
scanning caught issues (with a goal to reduce that to near zero as people stop 
committing secrets). Also monitor production for security events: e.g., set up 
alerts for anomalies like sudden spikes in 500 errors (could indicate an attack 
attempt), or use an IDS/IPS or cloud security service to watch for suspicious 
activities. Treat these alerts with the same urgency as performance alerts. Have 
an incident response playbook that the DevOps team is familiar with, so if an 
alert comes (like high-rate of failed logins indicating a brute force attack), they 
know how to respond (maybe temporarily enabling CAPTCHA or blocking an IP 
range, etc.). The idea is integrating security monitoring into the DevOps 
monitoring – not leaving it solely to a separate SOC (Security Operations Center) 
which might not know the app’s intricacies. 

• Policy as Code and Compliance Automation: If you have regulatory or policy 
requirements, encode them as code where possible. For example, if policy says 
all secrets must be rotated every 90 days, use your secrets management tool to 
automatically rotate and your CI to redeploy with new secrets regularly. Or if you 
must enforce code review for all changes (a SOC2 requirement, say), set that in 
the branch protection settings. Basically, take human policies and enforce them 
with tech so there’s less reliance on humans remembering rules. This way, 
compliance becomes a byproduct of DevOps processes rather than separate 
checklists. 

By following these practices, security is built into daily work. A developer writing code is 
aware of common security pitfalls (from training), uses secure libraries from the get-go, 
tests their changes including security aspects, and when they push code, the pipeline 
checks it again. Operations teams script everything so environments are reproducible 
and secure by default, and any config drift or issue is caught early. The end result is 
fewer nasty surprises and a generally more robust system. 

Another best practice is communication: have regular touchpoints where security is 
discussed (e.g., a weekly standup that includes a quick “any security concerns?” or a 
review of any new dependencies added and their security). Normalize talking about 



security just like you’d talk about a bug or a new feature. That cultural shift is perhaps 
the most important practice. 

15.4 Example Scenario 

Example – Shift-Left Threat Modeling Saves Redesign: A team is planning a new 
feature where users can share files with each other. During a Secure DevOps planning 
meeting, they do a quick threat model. They identify that storing files could introduce a 
risk of malicious files (like someone uploading malware or a script and another user 
downloading it and being harmed). They also consider access control: “What if 
someone guesses a file URL? Could they access someone else’s file?” This discussion 
leads them to include requirements like virus scanning on upload and authenticated 
access with unguessable file IDs or per-file tokens. They build this into the design 
(maybe choosing an antivirus API or service to integrate, and designing the storage with 
proper ACLs). Later, during development, a security champion ensures that these are 
implemented and tests them. When the feature is delivered, an external security review 
finds very few issues, because the team already addressed the big ones up front. In an 
alternate universe where they didn’t do this, they might have built it quickly without 
those controls, and a pen-tester or attacker could find that it’s trivial to upload a web 
shell and get remote code execution on the server via the file sharing feature. Then the 
team would scramble to add scanning and change how files are accessed, which could 
have been costly (maybe requiring data migration or new infrastructure) under time 
pressure. The shift-left approach avoided that scenario. 

Example – Devs Fix Security Issues as Part of Sprint: In a Secure DevOps culture, say 
the SAST tool in CI flagged a potential SQL injection in a commit. Instead of ignoring it or 
treating it as a separate security backlog item, the developer treats it like a normal bug – 
they investigate immediately and realize they did use string concatenation for a SQL 
query. They refactor it to use parameterized queries or an ORM method, and the CI 
passes. This happens within the same sprint they were coding the feature, maybe 
adding only an hour of work 

15.4 Example Scenario 

Example – Dev Team Integrates Security Fixes into Sprints: In a traditional setup, 
suppose a penetration test finds an SQL injection in an app. That issue might get thrown 
over the wall to developers after development is “done,” causing a scramble. In a 
Secure DevOps approach, the team would likely catch this earlier. For instance, a 
developer’s merge request triggers a static code scan that flags the use of string 
concatenation in a database query. The developer immediately fixes it by switching to a 
parameterized query, and the pipeline passes on the next run. The issue never even 



makes it to production or a late-stage test – it was resolved as a normal part of 
development, alongside other bug fixes, thanks to that shift-left automated check. This 
saves time and eliminates a vulnerability before it ever became a risk. 

Example – Git Hooks Prevent Credential Leak: Consider a scenario where a 
developer accidentally includes an AWS API key in code. If using Git hooks (like the git-
secrets tool) as part of Secure DevOps, the commit is blocked with a message “AWS 
key detected – do not commit secrets.” The developer is alerted to the mistake 
immediately and removes the key, perhaps moving it to a secure store (like an 
environment variable or vault). In a non-DevSecOps world, that key might have been 
committed and pushed, where it could live in history (or even go to production) before 
anyone notices – a major risk. Here, an automated guardrail caught it at source. 

Example – Cross-Team Response to 0-day: A high-severity 0-day vulnerability (e.g., a 
critical flaw in an open-source library like happened with Log4j) surfaces. In a 
DevSecOps culture, the development, ops, and security team members coordinate 
immediately via their shared channels (like a dedicated Slack room or JIRA board for 
security issues). Developers quickly update the dependency and push through the 
pipeline; ops ensures the new version is deployed to all environments; security writes a 
quick automated test to confirm the app is not exposing the vulnerability (maybe by 
attempting the exploit in a test environment). Because everyone is used to working 
together with clear processes (and perhaps the pipeline already had a dependency 
scanner that flagged the issue), the turnaround is swift – the fix is out in hours. In a 
siloed setup, it might have taken days of meetings (“Who’s responsible for updating 
this? Have we tested it? Who deploys it?”), leaving the system exposed longer. Secure 
DevOps practices create a fast feedback loop for incidents: issues are identified, 
addressed, and learned from collectively. 

These scenarios show how integrating security into daily development and operations 
leads to earlier detection of issues, quicker fixes, and prevention of problems that 
would otherwise require urgent attention later. Security becomes “built-in” to the point 
that many vulnerabilities never make it to production, and when widespread issues 
arise, the team can react in an organized, routine way rather than panic. 

15.5 Recommended Tools 

To support Secure DevOps practices, teams can use a variety of tools that automate 
and facilitate security throughout the development lifecycle: 

• Pre-Commit Hook Frameworks: Tools like pre-commit (an open-source 
framework) can run multiple checks before code is committed. You can plug in 
checks for secrets (e.g., Yelp’s detect-secrets), forbidden patterns, file size 



limits, etc. By using a shared pre-commit config in the repo, all developers 
automatically run these checks locally (and they can also run in CI for double 
enforcement). This catches issues as early as the coder’s workstation. Git hooks 
combined with tools such as git-secrets (by AWS) or Gitleaks ensure repository 
hygiene from the start. 

• Threat Modeling and Risk Assessment Tools: To systematically shift left on 
design, tools like OWASP Threat Dragon (a free threat modeling tool) or 
commercial ones like IriusRisk can be used. They help document architectural 
diagrams and identify threats, producing mitigation suggestions. Even a simple 
tool like a collaborative whiteboard or markdown template for threat modeling 
can formalize the process. Having a library of past threat models or a knowledge 
base (maybe using OWASP Top 10 or MITRE ATT&CK as references) readily 
available for developers can speed up the secure design phase. 

• Security Unit Testing Frameworks: In addition to normal tests, there are 
frameworks for writing security-specific tests. For example, one can write 
Gauntlt scripts (a BDD security testing tool) or use pytest-security extensions in 
Python to include security verification in test suites. These might test that certain 
headers are set, or that old vulnerabilities remain fixed (regression tests for 
security). Including those in the continuous testing ensures security 
requirements stay met. 

• Pipeline Integration and ChatOps: Using collaboration integrations, the team 
can get security feedback in the channels they already use. For example, 
integrate SAST or dependency scan results to post into Slack or Microsoft Teams 
when a pipeline fails a security check. Or use ChatOps bots that allow 
developers to query security status (“bot, show open security issues” or “bot, 
scan this dependency for vulns”) right from chat. This reduces friction – 
developers don’t have to log into separate security dashboards; information 
surfaces where they work. GitHub and GitLab both have security dashboards – 
ensure developers and product managers review those just like they’d review a 
CI dashboard. 

• Secrets Management and Injection: Tools like HashiCorp Vault, AWS Secrets 
Manager, Azure Key Vault, or Kubernetes Secrets are crucial. They integrate 
with both development (e.g., developers can fetch dev secrets easily for testing) 
and operations (CI/CD can pull prod secrets at deploy time). By automating 
secret retrieval in pipelines (using Vault plugins or cloud SDKs), you remove the 
need for hardcoding. Some CI systems have tight integrations (like GitHub 
Actions can pull from Azure Key Vault via an action, Jenkins has a Vault plugin). 
Using these ensures that even if developers need a secret for local testing, they 
have a controlled way to get it (maybe with a Vault dev policy) rather than sharing 
over email. It also encourages rotation – Vault can auto-rotate and issue 



dynamic creds, which the apps seamlessly fetch at startup. The presence of a 
robust secrets tool encourages the mindset: credentials never live in code or 
config, they’re always pulled when needed. 

• Infrastructure as Code (IaC) Scanners and Policy as Code: To enforce secure 
configurations, use tools such as Checkov, TFSec, or Open Policy Agent (OPA) 
with CI to evaluate Terraform, CloudFormation, Kubernetes manifests, etc. 
Additionally, policy-as-code frameworks like HashiCorp Sentinel or OPA’s Rego 
policies can be embedded so that certain rules are automatically checked 
before infrastructure changes are applied. For example, you might write a policy: 
“No security group can allow 0.0.0.0/0 on port 22” – and if a developer tries to 
introduce that in Terraform, the pipeline will reject it. These tools make security 
policies executable and consistently enforced. Over time, developers become 
aware of these rules and configure infra correctly from the outset, because they 
know the pipeline will insist on it. 

• Security Monitoring and Incident Response Integration: In production, use 
tools like Falco (runtime security monitor for containers) or cloud security 
services (AWS GuardDuty, Azure Security Center) to detect anomalies. Feed 
these alerts to the same tracking system as other issues. For instance, if Falco 
detects an unusual process in a container (could indicate a breach attempt), it 
could create a JIRA ticket or send a message to the DevOps team channel. Also, 
using logging and SIEM solutions (Splunk, ELK stack with alerting) that are tuned 
for security events (like multiple failed logins, or access from unusual 
geolocations) will ensure the DevOps team is aware in real-time and can 
respond. On-call rotation for the DevOps team should include handling security 
alerts as well – with runbooks prepared (e.g., if alert X triggers, steps to 
quarantine container or rotate credential Y). Tools like OSQuery can be 
deployed to gather incident data from servers in a standardized way if something 
suspicious is detected. Essentially, treat security incidents with the same 
seriousness as uptime incidents – use your DevOps monitoring toolkit for 
security telemetry too. 

• DevSecOps Collaboration Platforms: Some products tie many of these 
aspects together (e.g., GitLab Ultimate/Gold has security features baked into 
issue tracking and pipelines; Azure DevOps with Microsoft’s Security DevOps 
toolchain does similar). These platforms can provide a single pane where 
developers see code, pipeline status, and security findings all in one place, 
linked to their work items. While not necessary, they can streamline adoption by 
not requiring separate tools for everything. Even without an all-in-one, 
integrating tools through webhooks and APIs (for example, making the bug 
tracker auto-import high-severity findings from a scan) goes a long way to 
fostering collaboration. 



The key is choosing tools that integrate well with your development flow so that security 
isn’t a separate silo. A secure DevOps toolchain will make the secure way the easiest 
way: commit code and automatically get feedback on security quality; deploy 
infrastructure and automatically have it comply with policies; manage secrets and 
automatically have them provided securely. By reducing manual steps, these tools let 
developers focus on building features, with security mostly handled by the frameworks 
and checks around them – guided by the configurations set up by the team. 

15.6 References 

• OWASP DevSecOps Guideline – An OWASP project that provides guidance on 
how to implement DevSecOps practices and embed security into CI/CD pipeline 
github.com】. It offers a framework of steps and recommended tools at each 
stage of development and operations. This guideline is useful to ensure that your 
DevOps pipeline has coverage for code, dependencies, container, 
infrastructure, and monitoring security. It also emphasizes culture and 
communication (e.g., having security champions), not just tools. 

• OWASP SAMM (Software Assurance Maturity Model) – SAMM is a framework 
for building and assessing security practices in software development. It breaks 
practices into domains and levels. DevSecOps aligns with many SAMM practices 
(like “Implementation Review” – which can be automated code review, or 
“Operational Monitoring”). SAMM provides a roadmap for organizations to 
incrementally improve. For a team embracing Secure DevOps, SAMM can be a 
measuring stick: e.g., Level 1 might be “we have basic linting and some manual 
code review”, Level 2 “we have automated SAST and secrets management”, 
Level 3 “we have full pipeline integration and metrics”. Using SAMM’s 
benchmark file-q8pxjlkwyzkri2mdj6a8og file-q8pxjlkwyzkri2mdj6a8og】 helps 
ensure comprehensive coverage of security activities. 

• NIST DevSecOps Practices (NIST SP 800-204C) – NIST SP 800-204C is a 
publication titled “DevSecOps for a Microservices Application”. It provides 
practical guidance and a reference architecture for integrating security in a 
DevOps environment for cloud-native app csrc.nist.gov】. It covers things like 
container security, immutable infrastructure, and continuous monitoring, all in 
the context of DevOps workflows. While microservice-focused, many principles 
apply broadly (like using identity federation, centralized logging, automated 
compliance checks). This NIST guide can help justify and frame DevSecOps 
measures in terms of recognized standards – useful if you need management 
buy-in or are working in a regulated industry. 

• “Shift Left” Security Articles and Case Studies – There are numerous articles 
and whitepapers from industry on the benefits of shifting left. For example, IBM’s 

https://github.com/OWASP/DevSecOpsGuideline#:~:text=OWASP%20DevSecOps%20Guideline%20,can%20use%20in%20this%20matter
https://csrc.nist.gov/news/2022/nist-publishes-sp-800-204c#:~:text=NIST%20SP%20800,native%20application


“What is Shift-Left Security ibm.com】 or posts on DevOps.com about 
DevSecOps transformations. These often include case studies – e.g., how 
releasing code 50 times a day forced a company to automate security and what 
tools/processes they used. One famous case study is from Salesforce: they 
implemented a rule that any bug (including security bugs) not fixed within SLA 
would alert higher management – this coupled with DevSecOps automation 
drastically reduced their vulnerability counts. Such readings highlight real 
outcomes: faster development and fewer vulnerabilities after adopting 
DevSecOps. They’re good references to learn practical tips and to motivate 
teams (developers hearing how peers at another company benefited can be 
persuasive). 

• The Phoenix Project & The DevOps Handbook (with Security) – The Phoenix 
Project (a novel about DevOps) and its follow-up The DevOps Handbook are 
staple readings in the DevOps community. Newer editions and discussions 
often include security as a part of the DevOps story (sometimes called the 
“Three Ways” of DevOps, with the Third Way being continuous learning – which 
includes learning from security incidents). There is also The Security Unicorn (an 
allegory similar to Phoenix Project but focused on security) that illustrates 
integrating security into DevOps through story. These books and resources help 
teams understand DevSecOps not just as tasks but as a culture shift. They 
emphasize principles like “security is everyone’s responsibility” and show 
how empowerment and automation go hand-in-hand. 

• Tools and Vendor References – Many DevSecOps tool vendors have free guides 
or webinars (e.g., GitLab’s DevSecOps guide, Red Hat’s DevSecOps webinar 
series). While sometimes marketing-oriented, they often provide useful 
checklists or reference architectures. For instance, Red Hat’s material might 
show how to do DevSecOps in a Kubernetes/OpenShift environment (covering 
image signing, CI integration, etc.). These can serve as practical how-tos for 
specific tech stacks. Just cross-reference recommendations with independent 
sources to avoid any bias towards using a particular product. 
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16. Error Handling and Logging 

16.1 Overview 

Even the best applications encounter errors – what matters is how those errors are 
handled. Secure error handling ensures that when something goes wrong, the 
application fails gracefully: it informs the user without spilling sensitive details and 
logs the technical information for developers/admins. This dual approach keeps 
attackers in the dark about the internals while still providing enough data to fix issues or 
investigate incidents later. In practice, this means showing generic error messages to 
users (e.g., “An error occurred, please try again later”) and recording the real error 
details in a secure log accessible only to the team. 

Proper logging goes hand-in-hand with error handling. Think of logs as the application’s 
black box recorder – they help you diagnose problems and detect suspicious 
activities. However, if mismanaged, logs can become a liability (e.g., leaking customer 
data or credentials). The goal is to capture useful information (what happened, when, 
and by whom) without exposing sensitive data. Achieving this balance is crucial for 
both reliability and security. 

Fun fact: The OWASP Top 10:2021 lists “Security Logging and Monitoring Failures” 
(A09) as a major risk category – underlining how often poor error handling and 
insufficient logging allow attacks to go unnoticed. 

16.2 Risks (Info Leakage, Sensitive Logs) 

• Information Leakage through Error Messages: Detailed error responses (stack 
traces, database errors, etc.) can inadvertently reveal your technology stack, file 
paths, SQL queries, or other internals. Attackers actively trigger errors to glean 



such clues. For example, an error page showing a database exception or an 
“Invalid user ID at line 45” tells a malicious user how your system is built and 
where to probe. Exposing these details can fast-track an attacker’s efforts to find 
weaknesses. 

• Sensitive Data in Logs: Logs that include private or sensitive information pose a 
huge risk if unauthorized parties access them. Writing secrets (passwords, API 
keys), personal data, or financial info to logs is like leaving that data lying around 
on disk. If an attacker breaches the server or an insider misuses access, verbose 
logs can become a treasure trove of confidential data. Additionally, such logs 
may violate privacy laws or compliance requirements if they store personal 
identifiable information (PII) improperly. In short, overly verbose or unprotected 
logs can turn into a serious data breach vector. 

16.3 Best Practices (Generic Errors, Log Masking) 

To mitigate the risks above, developers should follow these secure coding practices for 
error handling and logging: 

• Show Generic Error Messages to Users: Never reveal technical specifics to 
end-users. Regardless of cause (invalid input, server exception, etc.), return a 
generic, user-friendly error message. For example, on a login failure, respond 
with a message like “Invalid username or password” rather than indicating 
which part was wrong. This prevents attackers from learning if a username exists 
or other implementation details. In general, use custom error pages or 
messages that apologize for the inconvenience without disclosing system info. 
Meanwhile, disable detailed error output in production (no stack traces or 
debug info in the browser). 

• Log Detailed Errors Internally (Server-Side): While the user sees a generic 
message, your application should log the full error details behind the scenes. 
This typically includes the exception message, stack trace, user ID or session, 
timestamp, and context about what operation failed. These logs are invaluable 
for debugging and incident response. Make sure to capture enough info to 
reproduce or investigate the issue (e.g., which input caused the error), but keep 
logs accessible only to authorized personnel (developers, ops, security team). 
By logging internally, you separate the concern of helping the user from 
diagnosing the problem. 

• Avoid and Mask Sensitive Data in Logs: Be very deliberate about what you log. 
Do not log secrets or personal data unless absolutely necessary. This means 
never logging passwords in plain text, authentication tokens, credit card 
numbers, or users’ personal details. If you must record some sensitive value (for 
example, to track fraud), mask or hash it so that the actual data isn’t exposed. 



For instance, if logging a credit card, you might log “**** **** **** 1234” instead 
of the full number. Similarly, truncate user input in logs to a safe length. The 
principle is to collect only what you need – every extra piece of sensitive info in 
the log is an unnecessary risk. 

• Use Centralized Error Handling: Organize your code to handle exceptions in a 
structured way. Rather than sprinkling random try/catch blocks that each 
print errors, have a global error handler or middleware (depending on your 
framework) that catches unhandled exceptions and routes them to a safe 
outcome. The global handler can log the error (with details) and then return a 
generic error response to the user. This ensures consistency: users get a clean 
experience, and developers get a complete error report. It also prevents 
overlooked errors – nothing slips through without being logged. Many 
frameworks (Express, Django, Spring, etc.) provide mechanisms for centralized 
error handling; use them to your advantage. 

• Establish Log Levels and Monitor Them: Treat logs as a living resource. Use 
severity levels (e.g., info, warning, error, critical) so that you can filter important 
events. For example, authentication failures might be logged as “warning” or 
“notice,” while a caught exception in a payment process might be “error” or 
“critical.” Proper levels help in monitoring and alerting – e.g., you can set up 
alerts if too many errors or critical events happen in a short time. Also, 
implement log rotation and retention policies: don’t let log files grow indefinitely, 
and archive or delete old logs according to your organization’s policy (this aligns 
with not keeping sensitive data longer than needed). Monitoring the logs 
(manually or via tools) closes the loop – it increases the chances you catch 
security incidents or bugs quickly. A log that no one ever reads isn’t very useful 
for security. 

By following these practices, you ensure that errors don’t give attackers an advantage, 
and your logs remain a tool for defense rather than a source of leakage. In essence: fail 
securely (no info leakage) and log usefully (no sensitive data, but enough detail for 
those who need it). 

16.4 Example (Auth Failure Logging) 

Let’s illustrate a common scenario: a user fails to log in due to wrong credentials. We 
need to handle this in a secure manner. 

Insecure approach (what to avoid): An application might be tempted to tell the user 
“User not found” or “Incorrect password” explicitly, or even worse, log the provided 
password in a debug log for troubleshooting. This would disclose which part of the login 
was wrong (helping an attacker enumerate valid usernames), and expose secrets in 
logs. We want to avoid that. 



Secure approach: Always respond with a generic message and log the event without 
sensitive details. For instance, using a Node.js/Express style pseudocode: 

// Inside an authentication function/route 
const { username, password } = req.body; 
const user = findUserByName(username); 
if (!user || !verifyPassword(user, password)) { 
  // Log the failed attempt with minimal info for auditing 
  logger.warn(`Failed login attempt for user "${username}" from IP 

${req.ip}`); 
  // Respond with a generic error message to the client 
  res.status(401).send("Invalid username or password."); 
} else { 
  // Proceed with normal login process 
  createSessionFor(user); 
  res.send("Login successful!"); 
} 
  

In this example, regardless of whether the username doesn’t exist or the password is 
wrong, the user is simply told their credentials are invalid. Internally, however, we 
record a warning in the log with the username and IP address. Note that we do not 
include the attempted password or any sensitive info in the log – just enough to 
recognize which account was targeted and from where. This log entry could be useful to 
detect a brute-force attempt or to troubleshoot a user’s login issues, while the user-
facing message remains vague. By not indicating “user not found,” we also protect 
against username enumeration attacks (an attacker can’t easily distinguish valid vs 
invalid usernames). This approach balances security and usability: the user gets a clear 
(if generic) response, and the developers/admins get the data needed to monitor and 
debug authentication problems. 

16.5 Tools (Winston, ELK Stack) 

Implementing robust error handling and logging is easier with the right tools. Here are a 
couple of popular options: 

• Winston: Winston is a versatile logging library for Node.js applications. It allows 
you to create logger instances with multiple transports (outputs), so you can log 
to the console, files, or external services in a structured way. With Winston, you 
can define log levels (error, warn, info, debug, etc.) and formats (JSON, plain 
text, etc.). For example, in a Next.js or Express app, Winston can log errors to a 
file with timestamps and even send critical errors to an external monitoring 



service. It also supports log masking/formatting out of the box – for instance, 
you could configure Winston to redact certain fields (like remove any 
"password" field from objects before logging). By using a library like Winston 
instead of simple console.log statements, you get more control and 
consistency in how errors and events are recorded. 

• ELK Stack (Elasticsearch, Logstash, Kibana): The ELK Stack is a popular open-
source solution for centralized logging and monitoring. In a production 
environment, rather than logging to local files only, you might ship your logs to a 
central server. Elasticsearch stores and indexes the log data, Logstash (or 
Beats) ships and processes logs, and Kibana provides a web interface to 
search, analyze, and visualize logs. For example, you can send all your Winston 
logs to Elasticsearch and then use Kibana to see application errors over time, 
filter by user or type of error, and set up alerts. The ELK Stack is especially useful 
for detecting patterns or anomalies: you could query logs to find multiple failed 
logins from the same IP (possible attack) or get notified if an unusual error 
message appears frequently. Essentially, ELK helps turn raw log entries into 
actionable insights and is a cornerstone of many organizations’ security 
monitoring (as part of a SIEM – Security Information and Event Management 
system). 

These tools (and many similar ones) enable effective implementation of the best 
practices. Winston makes it easier to instrument your application with proper logging, 
and ELK provides the infrastructure to store, protect, and analyze those logs. By 
integrating such tools, you not only make your error handling more robust, but you also 
lay the groundwork for monitoring and incident response, since well-logged and 
centralized data is much easier to work with when something goes wrong. 

16.6 References (NIST SP 800-92) 

• OWASP Top 10:2021 – A09: Security Logging and Monitoring Failures: This 
OWASP category highlights how missing or poor logging can lead to undetected 
security incidents. It provides examples (like not logging login failures or alerting 
on suspicious behavior) and discusses the impact of insufficient monitoring. The 
inclusion of logging/monitoring in the Top 10 underscores its importance – many 
breaches are only discovered long after the fact due to lack of proper logs or 
alerts. 

• NIST SP 800-92: Guide to Computer Security Log Management: A 
comprehensive guide from NIST on managing logs securely. NIST SP 800-92 
covers establishing a logging policy, determining what to log, and how to secure 
log storage and analysis. It emphasizes regular review of logs, proper log rotation 
and retention, and protecting log integrity (so attackers can’t tamper with log 



entries). This reference is useful for understanding the operational side of 
logging – beyond just coding practices, it talks about infrastructure and 
processes to ensure logs serve their purpose in security audits and 
investigations. 

• OWASP Cheat Sheets – Error Handling and Logging: The OWASP Cheat Sheet 
Series provides concise guidance for developers. The Error Handling cheat sheet 
advises on configuring global error handlers and returning safe error responses 
(while logging the real errors). The Logging cheat sheet offers best practices on 
what events to log (especially security-relevant events like logins, access control 
failures, input validation errors), how to format logs, and data to exclude from 
logs (like sensitive info). These cheat sheets are great distilled checklists to 
follow when implementing error handling and logging in your application. 

• CWE-209 & CWE-532: Common Weakness Enumeration entries related to this 
topic. CWE-209: Information Exposure Through an Error Message documents 
the mistake of providing too much detail in error messages (and how that can 
expose an application to attackers). CWE-532: Insertion of Sensitive 
Information into Log Files describes the flaw of logging sensitive data, 
explaining why it’s dangerous and giving guidance on avoiding it. These serve as 
a reminder that both overly verbose error messages and overzealous logging are 
well-recognized security weaknesses with real-world consequences. 
Developers can consult these CWE entries for examples of what not to do and to 
understand the reasoning behind the best practices we’ve discussed above. 
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Stay safe, keep coding securely, and happy building! 

 

 


